Part No. 033523-00, Rev. C
September 2020

OmniSwitch AOS Release 8
CLI Reference Guide

8.7R1

Enterprise

www.al-enterprise.com



This user guide documents AOS Release 8.7R1.
The functionality described in this guide is subject to change without notice.

The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. To view other
trademarks used by affiliated companies of ALE Holding, visit: www.al-enterprise.com/en/legal/trade-
marks-copyright. All other trademarks are the property of their respective owners. The information
presented is subject to change without notice. Neither ALE Holding nor any of its affiliates assumes any
responsibility for inaccuracies contained herein.

Alcatel-Lucent @

Enterprise

26801 West Agoura Road
Calabasas, CA 91301
(818) 880-3500 FAX (818) 880-3505

Service & Support Contact Information
North America: 800-995-2696
Latin America : 877-919-9526
EMEA : +800 00200100 (Toll Free) or +1(650)385-2193
Asia Pacific: +65 6240 8484
Web: businessportal2.alcatel-lucent.com
Email: ebg_global_supportcenter@al-enterprise.com



Contents

Chapter 1

ADOUL THIS GUIAE ..ottt et e et e e e s e et e e e s s eeaaraee s XXX
SUPPOIted PIAtFOIMS ....iviiicce e XXiX
Who Should Read thiS MANUAI? .........vevieieie ettt eee e et eereeeseeeenans XXX
When Should | Read this ManUAal? ..........ccooiiiiriiiiiie e XXX
What iS iN thiS MANUAIT .....ooceviiiieee et e e s saae e XXX
What iS NOt in thisS MaANUAIT? .......ceeviiiiiiiieeee e XXX
How is the Information Organized? .........cccocevoiviiiiiie i XXX
TEXE CONVENLIONS ..vviiieviieietie ettt ettt e sttt e e sttt e s sttt e s st e e e sbae s s st beessbbeeessbbesessbenessares XXXi
Documentation ROAAMAD .....cceivererireeieieieiese e ettt e e see e see st sresreeneens XXXii
Related DOCUMENTALION .....eeieeeiieiitiie ettt ee et ee e et e st e e st e e e st e e s sabeeessabeessareeens XXXIV
TeChNICAl SUPPOIT ..ottt a e e XXXV
Ethernet POrt COMMEANAS ...ttt aarssaaasaaees 1-1
[[g1 (=T = (oL RPRPRRRRTRR 1-4
INTEITACES SPEEU ...evieiieieee ettt ne s 1-6
INEEITACES CIOSSOVEL ...veiiieviie ettt ettt s ettt e e st e e s sttt e e s bt e e s sabee e s sataessbeeeesans 1-8
INEEITACES AUPIEX .vvevieiecie ettt 1-10
INEEITACES ALHIAS ..vviiiieiiie ittt e s st e e s sate e e s bbe e e sanaee s e 1-12
(o] [T T ) (=] = (o< USRS 1-14
INEErfaces MAX-TrAME-SIZE ......c.oeivcieeiieie ettt e s e s s e e s e e sree e 1-16
interfaces INter-frame-gap ....cocvocvvieeieiere e 1-17
(1910 o T=ToRh oY Lo B T3 0 SRR 1-18
interfaces flood-limit ACHION .......oocveiiiiie et rrae e 1-20
interfaces ingress-bandwidth ... 1-22
INTEITACES PAUSE ...vviverieieiieeeie sttt sttt st se et sae e 1-24
INTErAaCcES HNK-TIAD .ooveieiieieecee et 1-26
[[g1C=T @ =TT [0 |1 [T TR 1-28
INEErfACceS AAM-TFAP ...voiviiee it 1-29
(1L o TV L G (O R (1) (0 (T 1-30
interfaces Wait-to-SNULAOWN .......ccuiiiiiiii i 1-32
INEEITACES BEE ..veveiei ettt ettt e et e s sttt e st a et s s bt e s s ettt s e s sbbesesbeeessabeneens 1-34
interfaces primary-port Split-mode .........c.cccooeievei i 1-36
INEEITACES TEC ettt st et e e s st e s st bt s e sbeeesebbeeesnaeesans 1-38
interfaces hybrid-Mode ........c.ccvoi i 1-40
interfaces 100PhACK ........ccoovviiii e 1-42
(o] [T TRV A To] -\ 1o E TR 1-44
ViOolation reCOVErY-MAaXiMUIM ......ccoiiiiirieniese e 1-46
VIOIAtioN FECOVEIY-TIME ..iiuiiiiiiiiieie e bbb 1-48
VIOIAtiON FECOVEIY-TIAD ..ouiiiiiiieiieiieie ettt bbbt 1-50
SNOW INEEITACES ..ottt e s e s st it e e s erbe e e sebbeeeens 1-51

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 iii



Contents

Chapter 2

SNOW INEEITACES lHAS .....veeeiiieieeetee e s 1-55
SNOW INTEITACES STALUS ....vivicviciiciicieictee ettt re e 1-57
show interfaces Capability ... e 1-60
ShOW INterfaces aCCOUNTING ....ccoieiiirieiierieire et 1-62
SNOW INTEITACES COUNTEIS .....viiiiiiiicicsie et 1-65
SNOW INtErfACES COUNTEIS BITOTS ....ooveuiieiriiieiieci sttt 1-67
Show interfaces flood-rate ... 1-69
Show INterfaces traffiCc ... 1-71
show interfaces ingress-rate-limit ............ccocviviiiieninici e 1-73
ShOW INEEIFACES QUM ...eeiiiiie e 1-75
show interfaces SpPlit-MOTE .........ocviviieieee e 1-78
SNOW TrANSCRIVETS ....viieeiiieeiiiteeie ettt bbbttt bbbt b 1-80
SNOW VIOIALION ....oviiiiiiciicie ettt bbb re e 1-83
show violation-recovery-configuration ...........ccocoovvverneneieneneie e 1-85
interfaces link-monitoring admin-Status ...........ccocervrierirnieneiese e 1-87
interfaces link-monitoring tiMe-WindOW ...........ccccocvviirininieiineeee e 1-89
interfaces link-monitoring link-flap-threshold ..o 1-91
interfaces link-monitoring link-error-threshold ..o, 1-93
interfaces clear-link-monitoring-Stats .........c.ccocvviviiveiereiere e 1-95
show interfaces link-monitoring Config .......ccoceoveiveieiiici e 1-97
show interfaces link-monitoring StatistiCs ........c.ccocvivvviiiniriireiecere e 1-100
INEEITACES AT ..t 1-102
ShOw INterfaces tdr-StatiStiCS ......ccooeriiriiisirese s 1-104
link-fault-propagation QroUP ......ccccccviiie i 1-106
link-fault-propagation group SOUICE .........cccoieiireiiieneserie e e 1-108
link-fault-propagation group destination .............ccocooerinininienieneee e 1-110
link-fault-propagation group wait-to-shutdown ............ccccovvniiniiniencece e, 1-112
show link-fault-propagation Group .......ccccoceveeierenienineeeee e 1-114
INLErfaces DRACON .......ccoiiiiiiic e 1-116
SNOW INTEITACES DBACON .....c.viviiiiciiiese s 1-118
interfaces ptp admin-State ...........ccoovviviiiiieiie e 1-120
INtErfaces POt PLP P2P .vovververereierie st nees 1-122
show interfaces Pt CONFIQ ....oovveivii i 1-124
interfaces Macsec admin-State ............ccocrirriereiiiieneee e 1-126
SNOW INEEITACES MACSEC ....e.viviieieiiieiecie ettt 1-132
ShOW INterfaces MACSEC SALIC .......ccoevivirieiiiirieer e s 1-134
show interfaces MacsSeC AYNAMIC ......cceveierieiire st 1-136
Show interfaces MacSEC STALISTICS .......ccovcererueririrererieeee e 1-138
clear interfaces MacSEC STALISTICS ......c.vevvririerieie e 1-141
Power over Ethernet (POE) COMMAaNdS .......ccccccceevieeviiensie e 2-1
JQNPOWET SEIVICE ..vveveeiieieieiiesie sttt ettt e te st testeeteareeneesseneesaeseesreneenneeneas 2-3
lanpower POrt AdMIN=-STALE ........ccceiivrireeieieiere e ene e 2-5
JANPOWET TYPE oeeeeieieeieie ettt et b et steetesreenaes e esaeeestesteneenrenreas 2-6
JQNPOWET POWET ....ovcveeeieie ettt e et e s te b tesreetesseenae s esaesaeseesreneenreareas 2-6
[QNPOWET MAXPOWEL ....viveeeetesieeteeseeiesieaesteste e tesresteesaesesseeseestesaessestesaessessesseaneesens 2-8
TR ool g o T 1 YRS 2-10
JaNPOWET NI-PLIOTILY ..vovvivieicecie e st re s 2-12
lanpower priority-diSCONNECT .........ccoeiiiiiieeree e 2-14
[aNPOWET POWET-TUIE ..ottt 2-16
[aNPOWET POWET-PONICY ...oveiiieiiieice et 2-19
1aNPOWET ClaSS-UEIECTION .....c.vivvieieiieiieiieie e 2-21

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 iv



Contents

Chapter 3

Chapter 4

lanpower capacitor-deteCtion ...........cccveveiiiiicce e 2-23
lanpower usage-threShold ..........ccooeieiieieie e 2-25
lanpower dynamicC-POWEr-MGML .....c.ccviiriiireire e 2-27
lanNPOWEr UPAALE-FIOM ....oiviiiicicce e 2-28
o Tg o0 T g o U PSSR 2-29
laNPOWEr POWET-OVEI-NUAMI ...eovviiiiiecie e 2-31
[aNPOWET BO2.3DL ...eeeecie et 2-33
JANPOWET FPOE ..t ene e 2-34
o TaT o0 g o] T PSS 2-35
lanpower high-resistance-detection ...........ccoccevvveiiiiciiieceee e 2-36
SNOW TaNPOWET SIOL ..o e e 2-38
ShOW 1anPOWET POWET-TUIE .......cviieiciece e 2-41
ShOW 1anpOWEr POWEF-POLICY ...c.viviieiiiiiieisieee e 2-43
Show lanpower Class-AetECTION .........cccceiiiriiireiree e 2-45
show lanpower capacitor-deteCtion .........ccocoovereiiveneiinene e 2-46
show lanpower priority-diSCONNECT ........ccccvvirieiieiere e 2-47
ShOW 1aNPOWET NI-PFIOTILY ..vviveieeiiiicieiee et 2-48
show lanpower usage-threshold ... 2-49
Show lanpower UPdate-frOm .........cccovceie i 2-50
show lanpower high-resistance-detection ..........ccocevcvvevevivsinnieseeeere e 2-52
(0] 51D I 07e] 01] 02 =1 0 Lo ST RTRT 3-1
1o | (o SRR PRURT 3-2
0o | [0 N T i TSP 3-4
UALA MOTE <.t e et bbbt et b e 3-6
UL PrODE-TIMET ...evieiieieec e 3-8
UL ECNO-WAIT-LIMEE ....iiiiciiciece e 3-10
clear udld StatiStiCS POIL ......cvieiveieieei e 3-12
Show Udld CONFIQUIALION ...oovviriec e e e 3-13
show udld configuration POIt ..........ccooveveienern e e 3-15
ShOW Ul StAtISTICS POFT ....eiveeeieeiiie e 3-17
show udld NeIghDOr POIt .......ocveieiice e 3-19
SNOW UKD STALUS POIT ...oviieceececeeece et 3-21
Source Learning COMMAaNAS ........cccoooiiiiiiiiic e e e 4-1
MAC-IEAIMING ..e.veveiiiite ettt e st be s be s beereereareeneeeas 4-2
Mac-1€arning FIUSN ............oco i 4-4
mac-learning flush domain all ..............ccccooieieicic e 4-6
mac-learning flush domain VIan ... 4-8
mac-learning flush domain Sph ......ccoeiiiii s 4-10
mac-learning flush domain VXIan ... 4-12
mac-learning flush dOmain 12gr€ .......ccccviviieriiee e 4-14
mac-learning flush domain 10Cal ..........ccccoeieiiieiei e 4-16
mac-learning static MAaC-addrESS .........cccvvvririiiiereeeeee e 4-18
mac-learning domain vlan static mac-address .........cccocvvevivvieresivsinneeieereee e, 4-20
mac-learning domain spb static mac-address .........cccocevereriereresiesiese e, 4-22
mac-learning domain vxlan static mac-address ..........ccccocevvvereieniene s, 4-24
mac-learning domain local static mac-address ..........cccccevevieievese s, 4-26
mac-learning multicast Mac-address ..........ccveviiieieveieie e 4-28
Mac-1€arning aging-timMe ..........cociiiiiiir e 4-30
MAC-1€AINING MOGE ..ot sbe e 4-32
SNOW MAC-TEAIMING ..ottt et nes 4-33

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Y



Contents

Chapter 5

Chapter 6

Chapter 7

show mac-learning domain all ...........cccccooeieiiii i 4-37
show mac-learning domain VIaN ..o 4-40
show mac-learning domain SPB .........c.ccviereiriiie e 4-44
show mac-learning domain VXIan ... 4-47
show mac-learning domain 12gre .........ccoovviiieiiiieeeeee e 4-50
show mac-learning domain 10Cal ............ccocvviiieiieci e 4-53
show mac-learning aging-time .........ccocvooviiviiieieieiee s 4-56
show mac-learning 1earning-state ...........ccocvvvriveieeierieicre e 4-57
ShOW MAC-1€arning MOUE .......ccccvvviiiieieeese et nes 4-59
0 Tot o] [T ST 4-60
VLAN Management COMMAaNAS ........ccooiiiiiiiiiiiieeneee e 5-1
VIBIN Lt b e bt b et b et n b et eas 5-2
VIan MemMbErs UNTAGGEM .....ovoviuiieeieeice ettt 5-4
VIaN MeMDBErs tAGQEM ......ooiieieiiee e 5-6
VAN MEUSID ittt sttt b e ne st e 5-8
SNOW VIBN <. 5-10
SNOW VIAN MEMDEIS ... e 5-13
00V o PSSR 5-16
[O0Y Fo T TR=Tot ] o - T o PSR SSS 5-18
PVIAN MEMDEIS ....iiiiiiece ettt neere e 5-20
] 010 LTT N 0] o 5-22
ShOW PVIAN MAPPING ...veiviiicicice e 5-24
ShOW PVIAN MEMDEIS .....viiiciicicc e e 5-26
High Availability VLAN COMMANAS ......cccccviiiiiiiiiiieiesieseeiee e 6-1
SEIVEI-CIUSTEE ...ttt t et e e et e bt e s be st s beebeebeeneenens 6-2
SEIVEI-CIUSTET VIAN ..o e 6-4
SErVer-ClUStEr MAC-A0AIESS .......cceieirerieiesie sttt 6-6
o] YT ol ] (=] ] o SRS 6-8
SErVer-ClUSter igmMpP MOGE ......ovovveieiireee e 6-10
SErVer-ClUSEEr IP-MUILICAST ......ccviiieicieeeer e 6-12
e YT o] U] 1] 10 ] o 6-14
e YT ol [V T gl [T ] Vo o SR 6-16
SNOW SEIVEI-CIUSTEF ...ttt bbbt 6-18
VLAN Stacking COMMANAS .....cooiiiiiiiiie e 7-1
Ethernet-Service SVIAN ... 7-3
ethernet-Service SErVICE-NAME .......ccccoiiiiiiiie et 7-5
ELhErNEt-SEIVICE NNI ...cviiciiiiic e 7-7
ethernet-service SVIAN NN ..o e 7-9
ELhEINEL-SEIVICE SAP ...iviveiiiieieiicie et ettt 7-11
EthErNEt-SErVICE SAP UNT .voveeiiieiee ettt ne e 7-13
ethernet-Service Sap CVIAN ..o e 7-15
ethernet-service Sap-profile ... 7-17
ethernet-service sap SapP-Profile ... 7-20
ethernet-service Uni-profile ... 7-22
ethernet-service uni-profile inbound 802.1ab ..........cccccoveveviiiiiecrc e 7-25
ethernet-service uni UNi-profile ... 7-27
ethernet-service custom-L2-protocol .........cccccvvieiiiisiciecic e 7-29
ethernet-service uni-profile custom-L2-protocol ...........ccocvviiniiiiininiiie 7-32
ethernet-service mac-tunneling ... e 7-34

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Vi



Contents

Chapter 8

ethernet-service svlan mac-tunneling ........ccccocveiviiieiieiiiicie e 7-36
ethernet-service transparent-Dridging .........ccococeveiiiineiinnise e 7-38
ShOW ethernet-ServiCe VIAN ..........cccccoveiiiiieiienei e 7-40
SNOW BTNEINEL-SEIVICE ....viviveiiiieieeiieiee ettt 7-43
SNOW €tNEINEL-SEIVICE SAP ..eevvereereeieieierie e e sieste sttt e et sresresreene e nes 7-46
SNOW €therNet-SErVICE POIT ...oc.eiveieiieieeieieie ettt ns 7-48
SNOW EthErNet-SEIVICE NNI ....cveiveiiiiiecieee e 7-51
show ethernet-service NNi 12pt-StatiStiCS ......cvovvevveveriiiiiecr e 7-53
clear ethernet-service NNi 12pt-StatiStiCS ......covvevviiieicieicie s 7-55
SNOW EthEINEL-SEIVICE UNI ...eviiiiiieiieic ettt s 7-57
show ethernet-service uni 12pt-statistiCS .......cccevveveviiiiiiii s 7-59
clear ethernet-service uni 12pt-StatiStiCs .......ccevviiviviciieiicie s 7-61
show ethernet-service UNi-profile ..o 7-63
show ethernet-service custom-12-protocol ..o 7-66
show ethernet-service uni-profile 12pt-statistiCs ..........ccoceevvierviinieneiiene e 7-68
clear ethernet-service uni-profile 12pt-StatistiCS .......ccocvvvvriveriiiinriiierere e, 7-70
show ethernet-service Mac-tuNNEIING ........cocvvveiviiieieeiee e 7-71
show ethernet-service Sap-profile ... 7-72
[T o] o= Yo 1 (=T S 7-74
SNOW 100PDACK-TESE .....veeiee e 7-77
clear 100phaCK-teSt COUNLEIS .......cveieierieiice e 7-79
Distributed Spanning Tree COMMANAS ........coooiiiiiiiieiie e 8-1
SPANTIEE MOUE ..ottt sttt e te s te e te e b e b e saesbesresteereeneas 8-3
SPANEIEE PrOLOCOI ...viiiiieiiiteieie ettt ettt 8-5
spantree VIan admin-State ...........ccoccoviereiiiieneise e 8-7
SPANtree MSt FEGION NAIME ....oiueieerieieeiesiereeie et e et sesbe st e st et stesee e steseeneas 8-9
spantree mst region revisSion-1eVel ... 8-11
spantree mst region MaX-NOPS ......ccveviierereree e 8-13
R O LU=t ] SR 8-15
SPANEIEE MSEE VIAN ..o.eiiiiiciccee et 8-17
SPANEIEE PIIOTILY .vovieeieieeeee ettt re e e a e sre e 8-19
SPANEIEE NEHTO-TIME oo 8-22
SPANTIEE MAX-AGE veevveireerieeieeeesieesteesteatesstesteebeaseesseesseesbeasbesseesseebeasseaseesaeesbeenseans 8-24
spantree forward-delay ... 8-26
spantree bPAU-SWILCNING .....c.cvoiiiiicece e 8-28
spantree Path-CoSt-MOTE .........ccccevi i e 8-30
spantree pvst+compatiDility ... 8-32
spantree auto-vIan-ContaiNMENT ...........ccooeiiiiiine s 8-34
SPANTIEE CIST ..ttt b e b bbbttt et bt sbe e 8-36
SPANTIEE VIAN ..ttt ettt ettt naenre s 8-38
SPANEIEE CISt PALN-COST ....eoveeiiirieee ettt 8-40
SpPaNtree MSti PAN-COSE ......coviierere e 8-42
Spantree VIan Path-CoSt ........c.coveieii i 8-44
SPANEIEE CISE MOE ....oviieiie e re e 8-46
R L= g =Tc [oTe] o o U T T o S 8-48
SPANLFEE VIAN MOE ..ot 8-50
SPANLree CISt CONNECLION ....uiiiiiiiiieic e 8-52
SPANtree VIan CONNECTION .......ccvoiuiiiiiiesise et bbb 8-54
spantree CiSt adMIN-BAGE .......cooiiiiiie e e 8-56
spantree vIan admin-AgE ... e 8-58
SPANEIEE CIST AULO-EAGE ..iiveeeieiieiesieee st 8-60

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 vii



Contents

Chapter 9

SPANEIEE VIAN AULO-EUAGE ...cvvevvevieiecie et 8-62
spantree Cist reStriCted-TOl ......cocciviriiiiee e 8-64
spantree VIan restriCted-role ..........coovieiriereire e 8-66
Spantree Cist reStHCIEA-TCN ..c.viv e e 8-68
spantree VIan reStriCted-tCN ........ccovcvvireeece e e 8-70
spantree CiSt tXNOIACOUNT .......c.ooveiiiii e 8-72
spantree vIan tXNOIACOUNT ..........ccoocv i 8-74
] QL0 LT o 1 8-76
SNOW SPANTIEE CISL ....veveiveieeie ettt re e re e ene e es 8-79
SNOW SPANTIEE MIST 1.veviiviciicicieie et re s 8-83
SNOW SPANTIEE VIAN ..o.viiiiecicce e e 8-88
SNOW SPANTIEE POITS ...veiveiiieiietieie ettt sttt b e b raete e e e e sae e e saesre s 8-92
SNOW SPANLIEE CISE POILS ....eveieiieeeieiesie ettt sttt 8-95
ShOW SPaNtree MSLE POITS ...uoveeieeiieiicie et 8-99
ShOW SPaNtree VIAN POITS .....coveeiiieiiieieesie e 8-104
SNOW SPANTIEE MOUE ....oviveieeeieiieeieetiereeee ettt ettt ste e e s eseeneeseesaeseesrennens 8-110
SNOW SPANTIEE MIST ...eeveeieie sttt re e e e teseneenne s 8-112
show spantree MSti VIAN-Map .......cccovoiiirinieiee e 8-114
ShOW SPaNtree CiSt VIAN-MAP .....ccoevviriiese e 8-116
SNOW SPANLIEE MAP-MISTE ©.vvivreereieieicierie s aesrenne s 8-118
Shortest Path Bridging Commands .........ccccoocviiiie e 9-1
SPRDVIAN oo s 9-3
SPD SIS BVIAN ECL-10 ..o.evciiecccec e 9-5
SPh SIS CONtrol-bVIAN ... 9-7
spb isis bvlan tandem-multicast-mode ...........cccooveriririinrinec e 9-9
SPD iSIS DrIAQE-PrIOFILY ..oviiiiiieiieieice e 9-11
SPD ISIS INEEITACE ..veiviieiicee et 9-12
SPD APVPN DING .o 9-16
SPD IPVPN TEAISE ..ottt es 9-18
SNOW SPD IPVPN DING ..o 9-20
SNOW SPB IPVPN TEAISE ... 9-22
ShOw SPb ipVPN rOULE-tabIE ......ccveeeieceeeee e 9-24
SPD IPVPNG DING ..o e 9-26
SPD APVPNG FEAISE ...t 9-28
ShOW SPB IPVPNG DN .....ocveiiccc e 9-30
ShOW SPB IPVPNG FEAIST ...cvveviiecie e e 9-32
Show Spb ipvpn6 route-table ... 9-34
SPD SIS AAMIN-STALE .....iitiiiieieie et 9-36
SPD SIS ArEA-AAUIESS ....eveieieiiiie ettt et 9-37
o] I S 01U o o SR 9-38
SPD SIS CONEIOI-AAAIESS ....veeviiieee et 9-39
SPD SIS SPF-WAIT ..o 9-40
SPD SIS ISP-WAIT ..o.vieeciececece e 9-42
SPb SIS rapid-ISP-CONVEIGE ....c.veveeecee e e 9-44
R 0] I 0 AY/=1 [0 Lo 9-46
Spb iSiS OVErload-0Nn-DO0L ..........ccoiiiiiiiiee e 9-48
SP iSiS GraCeful-reStart ..........oov i 9-50
spb isis graceful-restart NEIPEr ... 9-51
SNOW SPD ISIS TNTO . e 9-52
SNOW SPD SIS BVIANS ... e e 9-55
SNOW SPB ISIS TNTEITACE ...vvveeeeeiiceeecte e e 9-57

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 viii



Contents

Chapter 10

SNOW SPB iSIS AAJACENCY ....vvevievieiieieieese ettt 9-60
ShOW SPB iSIS ALADASE ....c.eiveeeiieieieiiiie e 9-63
SNOW SPB ISIS NOUES ...ttt et 9-67
Show Spb iSiS UNICASE-tADIE ..o 9-69
SNOW SPD ISIS SEIVICES ....viivieeieiieiesie ettt sttt re st re e ene e nes 9-71
SNOW SPB ISIS SPT ..ttt 9-73
Show spb isis MUILICASE-taDIE ..........ccveoveieiec e 9-75
ShOW SPD iSiS MUILICAST-SOUICES .....ecvvevieieieieie s 9-77
show spb isis MUItICaSt-SOUICES-SPT ....voveveece e 9-79
show spb isis INGress-Mac-filter ... 9-81
show spb isis rapid-Isp-converge-info ..o 9-83
show spb isis rapid-Isp-converge-table ...........cccovv i 9-85
Service Manager COMMANAS .......ooviiiiiiiiiii s 10-1
SEIVICE SPB 1o 10-4
SEIVICE VXIAN .ottt b e b b ans 10-7
SEIVICE [2018 .ottt ettt nne s 10-10
SEIVICE JESCIIPLION .veeviiiiie ettt ne et ae e seenne s 10-13
SEIVICE MUILICAST-MOE .....oviniieiieiiie s 10-15
SEIVICE STALS ...eviteiietiitei sttt bbbttt 10-18
SEIVICE VIAN-XIALION ...ooiiiiiiiiiiice e 10-20
SEIVICE AMIN-STALE ....eiviitiieiiie st 10-22
SEIVICE reMOVE-INGIESS-TAQ 1.veeveieieiirieriesesesteste e s e ste e ee e et et e sre s e sresreeneas 10-24
SEIVICE VXIAN UAP-POIL ..vieiiiceece et 10-26
SEIVICE VXIAN VIT oo e 10-28
SEIVICE HOCAI-VITD .ottt 10-30
Service 12gre reServed-VIan ... 10-32
SEIVICE 12PIOTIIE ..o 10-34
service 12profile iNbound 802.18D ........cccovvviiinieec e 10-37
SEIVICE BCCESS .vuvevereneetertestatente e ettt st st bt b bbb bbbt eb e s b e bttt e bbb ebe st st anes 10-39
SErvVice acCess 12Profile ......oov oo 10-41
Service access VIaN-XIation ... 10-43
e VoL o OSSR 10-45
SErVICe SAP AESCIIPLION ..viiiieieii ettt e nne s 10-49
SEIVICE SAP tIUSIEA ...viviiiiie ettt s 10-51
SEIVICE SAP STALS ..ovviviiiiiiitice ettt sttt ettt nae 10-54
SEIVICE SAP AdMIN-STALE ....cveiveirie e 10-56
SEIVICE SUP VXIAN .ot 10-58
SEIVICE SUP 12QIE ettt bbbt 10-61
SEIVICE DINA-SAD «.vveeee et 10-63
SEIVICE 12gre QUO-TISCOVET ....c.vcvieieriee ettt 10-66
service rfp 10cal-endpoint .........coooveiiiiie e 10-68
service rfp remote-endpoint ........ccooviiie i 10-71
ShOW SErVICE 12PrOfIle ...ocveeeeeeece e 10-73
SNOW SEIVICE BCCESS ....vueetiteniiiisteiete sttt sttt ettt ettt sb ettt 10-76
SNOW SEIVICE ..ttt bbbttt 10-79
SNOW SEIVICE POILS ...ttt sttt sttt bbbt 10-85
SNOW SEIVICE SPD SAP vt 10-90
SNOW SEIVICE SAP ..vvieeteiteite sttt st bbbt bbbttt ettt seesbenae s 10-93
SNOW SEIVICE SAP SPD . 10-96
SNOW SErVICE SAP VXIAN .eoiiiiiiiiiiieee e e 10-99
SNOW SErVICE SAP 12018 .evieie et 10-102

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 [¢



Contents

Chapter 11

Chapter 12

SNOW SErVICE DINA-SAP ...vcvveviiiiiie e 10-105
Show service bind-Sap SPB ..c.coeveirecee e 10-109
show service bind-sdp VXIAN ........ccooiiiiieiiiece e 10-111
show service bind-Sap 12gre ... 10-113
SNOW SErVICE MESN-SAD ..vivveiieiieiee e e 10-115
ShOW Service debug-iNfO ..o e 10-119
SNOW SEIVICE INTO ... 10-122
SNOW SEIVICE COUNTETS ...ttt bbb 10-125
Clear SEIVICE COUNTEIS ..ottt 10-127
SNOW SEIVICE I v 10-129
show service rfp configuration ...........c.cccoveviiciie i 10-132
Loopback Detection COMMAaNAS .......cocceiiiiiiiiiiieee e 11-1
100PDACK-UEIECTION ....viiiee e 11-2
100phaCK-0EtECTION POIT ..o e 11-4
loopback-0detection SErVICE-ACCESS .......ccviiireieerierieiesie e 11-6
loopback-detection transSmiSSION-tIMEr .........cc.coeviiverierniieee e 11-8
loopback-detection aUtOreCOVEry-timer ..........cccoovvvrieiinieeiee e 11-9
ShOW 100PhACK-0EIECLION ......ocveieieiciice e 11-10
show 100pback-deteCtion POt ........cc.ooeveiiiiie e 11-12
show loopback-detection liNKagQ .........cccoveveieniiicisrcece e 11-15
show loopback-detection StatiSticS POrt .........cccevevierereiiere e 11-17
clear loopback-detection statiStiCS POt .........ccoceveiiiiiice e 11-19
Link Aggregation COMMAaNAS .........cccociiiiiiiiieii et 12-1
liNkagg StatiC g0 SIZE ...cviviieieecr e e 12-3
linkagg StatiC agg NAME .....ccoiveiieicee ettt 12-6
linkagg static agg Wait-t0-reStore-time ........ccccocereiiiiereiiniece e 12-8
linkagg static agg 100PhACK ........ccccoieiiiiiiirec e 12-10
linkagg static agg loopback internal ... 12-12
linkagg static agg admin-State ..........cccceiiereriiere e e 12-14
L1 oo IR e U ol oo i =T T SRS 12-16
liNKagQ 1aCP A0 SIZE .vvevviiieeee e 12-18
linkagg 1aCp gQ NAME .....cvveeieiice e 12-21
linkagg lacp agg Wait-to-reStore-time .......cc.ccocveceevereieiece e 12-23
linkagg lacp agg admin-State ..........ccccivieeieeiieiiee e 12-25
linkagg lacp agg actor admin-KeY ..........ccccceiieieieiiiese e 12-27
linkagg lacp agg actor System-priority ........cccceveveiienesiene e 12-29
linkagg lacp agg actor SYStEM-Id ......cccovveireiiiieeceee e 12-31
linkagg lacp agg partner SYStemM-id .........ccccereieieneienesre e 12-33
linkagg lacp agg partner SyStem-priority .........cccccovererenienenesiesc e 12-35
linkagg lacp agg partner admin-KeY ..........ccccceiererierirneninnseeeeseee e 12-37
linkagg lacp port actor admMiN=-KEY .........ccccoceriererenrsesesise e 12-39
linkagg lacp port actor admin-State ..........ccccoceriererierinnenise e 12-42
linkagg lacp port actor SYStemM-id ..........cccovereiereve e 12-45
linkagg lacp port actor SyStemM-priority .........ccccocevieriereninninse e 12-47
linkagg lacp agg partner admin-state ..........cccocevevieiiiisinse e 12-49
linkagg lacp port partner admin System-id .........cccccoveverieievene s 12-52
linkagg lacp port partner admin-KeY .........cccccooveveriieiisiese e 12-54
linkagg lacp port partner admin SyStem-priority ........ccccvevvvenieinieie e 12-56
linkagg lacp port actor POt PriOFILY ......ccccoeieieienie e 12-58
linkagg lacp port partner admin-port ... 12-60

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 X



Contents

Chapter 13

Chapter 14

linkagg lacp port partner admin port-priority .........ccccoceevvevieieevenerere e 12-62
AL NAIME ot st be e et sa e bt 12-64
Ol HNKE TINKD .o 12-66
ANl adMIN-STALE ....viiviieiieicicece et sttt sre et 12-68
dhlVIaN-mMap TINKD ..o 12-70
dhl Pre-empPtionN-tiMe .........cocorieiiiie e 12-72
dhl MAC-FIUSNING ..o 12-74
SNOW ORI .t 12-76
SNOW ORI TINK <o 12-79
S L0V L1012 oo S USSSPSRI 12-81
S L0V L1012 oo o SRS SSRPRRIN 12-86
Show 1inkagg aCCoOUNTING .......cceceiiiiceciee e 12-92
SNOW 1INKBQQY COUNTETS ....veviriiieiieiiiieiee ettt 12-94
ShOW 1INKaGQ traffiC ....covveeiieee s 12-96
clear INKagQ-StatiStICS .......coiveiierieiieiserees e 12-98
Virtual Chassis COMMEANTS ..ot e 13-1
virtual-chassis configured-chassis-id ..........c.ccooviiiiiiiieincic e, 13-3
Virtual-chassis ChasSiS-grOUD .....c.cveieriirierese e 13-5
virtual-chassis configured-chassiS-priority ........ccccoevivriviieninnieereere e 13-7
virtual-chassis configured-control-vIan ............ccccoovvieinieicic e, 13-9
virtual-chassis configured-hello-interval ...........c.ccoocoiiiiiiicieiccc e, 13-11
Virtual-chassis VE-IINK Create ..o 13-13
virtual-chassis vf-link member-port ... 13-15
virtual-chassis vf-link default-vlan ... 13-17
virtual-chassis hello-interval ... 13-19
Virtual-chassis SHUEAOWN ......ocoiiiiie e 13-21
Virtual-chassis VE-IINK-MOGe ..o 13-23
virtual-chassis auto-VI-liNK-port ... 13-25
VC-TAKEOVEL ...ttt bbbt 13-27
CONVENt CONFIQUIALION ....eoviiiieiieiecece et 13-28
show Virtual-chassis tOPOIOQgY .......cccviviiiiireiriceeee e 13-30
Show Virtual-chassis CONSISLENCY .......ccvevvevieiiieie e 13-35
show virtual-chassis VI-IINK ... 13-38
show virtual-chassis auto-v-link-port ..........cccocooiviiiiiici e 13-40
show virtual-chassis chassis-reSet-list ... 13-42
show virtual-chassis SIOt-reSet-list ..o 13-44
show virtual-chassis NeIghDOrS ... 13-46
show configuration vem-snapshot chassis-id ... 13-48
virtual-chassis split-protection admin-state ............cccovriiiiiinininieie e, 13-50
virtual-chassis split-protection NKagg ........cccccevererienieninnnseseeeseee e 13-52
virtual-chassis split-protection guard-timer ...........ccccoovivvivnenininiere e 13-53
virtual-chassis split-protection helper admin-state ..........cc.ccocevererencvninnienennnn, 13-54
virtual-chassis split-protection helper linkagg ........c.ccoovvevvivivnieicic e, 13-56
show virtual-chassis split-protection Status .........c.ccecevvevierevenierie s 13-58
show virtual-chassis split-protection VC-UNIts ..........cccceevviviivnivnicieeie e 13-60
show virtual-chassis split-protection helper Status ...........ccoceeeiniencinienccieene, 13-61
Ethernet Ring Protection COmMMAaNdS ........cociiiiiiiiiiniieee e 14-1
LT 1 T OO SPTTRS 14-2
EIP-TING FPI-NOUE ...eeiiice e 14-5
EIP-TING WAIT-T0-TESIONE ....iitiiiiiceeieiiite ettt 14-7

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xi



Contents

Chapter 15

Chapter 16

EIP-TING ENADIE ....oviiiii e 14-9
EIP-TING GUAIT-LIMEN ...eeviieeiiiieiieieeee ettt ettt 14-10
EIP-TING SUD-TING oottt 14-12
erp-ring virtual-channel .............cccoooiiiiiie s 14-15
BIP-TING FEVEITIVE .oiiiiiiiiieiiciece ettt sttt sttt eneeeas 14-17
BIP-TING CIBAM .eeeiieeeeee e st sre e 14-19
ErP-riNg EtOAM-BVENT .......eciie et 14-20
ClEar €rP SLALISLICS ...vveiiieieiecie ettt nrenne s 14-22
] 110 1T =T TSRS 14-24
SNOW €I SEALISLICS ...vvevvevieiieieiie ettt sre e 14-27
MVRP COMMEANAS ..ottt bbbt b e sbe e nbe e e 15-1
101V 1 SRR 15-2
01V 01 T SO TP UPPPPRPT 15-3
MVIP TINKAGG oottt 15-5
MVIP MAXIMUM-VIAN ottt 15-7
Y g TN =To T ES1 =LA o] o PSSR 15-8
0V g oI ] o] [ Tox: o (PSS 15-10
MVIP TIMEE JOIN 1oviiiiiticiee et st sresreereereareeneenes 15-12
MVIP LIMEE TEAVE ... 15-14
MVIP tIMEr [€AVEAIL .......eovieeee s 15-16
MVIP tiMer PEriOdiC-tIMET ......ccviive e 15-18
MVIP PEFOdIC-TranNSMISSION ....cviieieie et 15-20
MVIP restrict-vIan-registration ............cccccoeveiiiiiiecece e 15-22
mvrp restrict-vlan-advertiSEmMeNnt ..o 15-24
MVIP StAtiC-VIAN-TESLICE .....ciiiiiiiee e 15-26
SNOW MVIP CONTIGUIATION .....oiviiiiiiiiiiiiiiee e 15-28
SNOW IMVIP POFT .ttt bbbt bbbttt b e b nae s 15-30
SNOW MVIP HNKBGQ +.evveieeeiieieeieeeeieieie ettt sttt sre e sneeneeneas 15-33
SNOW MVIP TIMET ©eeiiiiiiieeieee ettt e ee et st sresresreeneeeas 15-35
SNOW MVIP SEALISLICS ...vvvveieeiieeieieieiee ettt sre e 15-38
ShOW MVIP 1aSt-PAU-OFIGIN ...ooviieieece s 15-42
ShOW MVIP VIAN-TESIFICLIONS ...vvvveeiciicie e 15-44
MVIP ClEAr-STALISTICS ..vovveriiieie e 15-46
802.1AB COMIMANTS ...ooviiiiiiiiiiiieie e see sttt ae e sbe et sre e beebesnaesseesbaebeaneennes 16-1
[1dp Nearest-edge MOUE ........ccvcvieeieieieie et 16-3
Hdp transMit iNtErVaAl ..........coooiviiiie e 16-4
[ldp transmit hold-MUITIPHEr ......c.coviiiiiiee e 16-5
AP FeINIE AEIAY ..o 16-6
[1dp NOtIfiCation INTEIVAL ........cociiiiee e 16-7
o oI 1 o oo PSS 16-9
1 To oI g o] () o7 Lo o PSS 16-11
AP NEIWOTK-POLICY ..ot e 16-13
[ldp med NEtWOIK-POLICY ....oiveiiiiiecc e 16-16
AP tIV MANAGEMENT .....ceeiiiciicieieee et reene s 16-18
AP IV AOLL oo st 16-20
AP IV AOL3 et 16-22
AP IV MEA ..ot 16-24
AP tIV PrOPRIBTAIY ..o 16-26
AP IV @PPIICALION ..ot 16-28
[Hdp thv apPliCALION PrIOTILY ....ocviiviiiiiiiiieiieie e e e 16-30

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xii



Contents

Chapter 17

Chapter 18

Chapter 19

ShOw 11dp SYStEM-SEALISTICS ....cvcviveeeieriie e 16-32
SNOW AP SEALISTICS ...vvevieeeieiiciesieeses e 16-34
ShOW AP 10CAI-SYSIEM ....eoviiieicee s 16-36
SNOW AP 10CAI-POIT ... 16-38
show Ildp local-management-adaress .........ccceveiererenenese e 16-41
SNOW AP CONFIG 1.t 16-43
Show 11dp NELWOTK-POLICY ..c.voveieecc e 16-46
show Ildp med NetWOrk-poliCY .....c.ccvcviieecece e 16-48
SNOW 11AP FEMOLE-SYSEM ..ot 16-50
show 1ldp remote-SySteM MEA ........ccvcveieieiciere s 16-52
show Ildp remote-system application-tlv ...........ccccoevviiiiii i 16-55
show Ildp agent-destination-address ..........c.ccccveeieiiieeieiesie e 16-57
AP EPUSE-AQENT ..o 16-59
[Idp trust-agent violation-aCtion ............ccocevvierriiiiennisere e 16-61
show lldp trusted remOte-ageNnt ..........ccoverieiireieiere e 16-63
SNOW 1P trUSE-AQENT .....eceieie et nae s 16-65
SIP COMMANAS ..o.iiiiiiiiieiecee bbbttt nbenaes 17-1
SIP-SNOOPING AAMIN-SLALE ....oveveieeieiireeeee e ere e 17-2
SiP-SNOOPING POIt adMIN-SLALE ......ccveviieierere e 17-3
SIP-SNOOPING MOUE ...eveieiieeeiieiieiee ettt st re e reeseene e e s 17-5
SIP-SNOOPING trUSTEA SEIVET ..vvviieeeeeiieee et 17-7
SIP-SNOOPING SIP-CONETOL ...ocviiiiiciice e 17-9
Sip-snooping S0S-Call NUMDET .........ccoiiiiie e 17-10
SiP-SNOOPING SOS-CAll ASCP ...vvevveireiieiiieiece e 17-12
SIP-SNOOPING ULP POIT ..ottt sttt seens 17-13
SIP-SNOOPING TCP POIT .ottt st st seene e 17-15
SIP-SN00PING threSNOId ..ot s 17-17
sip-snooping logging-threshold NnuM-0f-Calls ..........ccccevviiiene i 17-19
Show Sip-SN00PING CAl-FECOIUS .....oivviviieieeieiee e 17-20
clear Sip-SN00PING STALISTICS ....vcvveieieiiie s 17-23
ShOW SiP-SNO0PING CONTIQ .revveieieee e 17-24
SNOW SiP-SNO0PING POILS ...vveveerieieieiesie e ste e stesre e ste e ere e e eseeeeseesaesresresseseesnens 17-26
ShOW Sip-SNO0PING SEALISTICS ...vvivvieriereiieeeeeee e 17-28
show sip-snooping registered-CHENtS .........ccccceveiiiieie s 17-31
Automatic Fabric Commands ... 18-1
auto-fabric adMIN-SLALE ........ccovi i e 18-2
AULO-TabIiC INEITACE ..o 18-4
auto-fabric diSCOVEIY STAIT .....ccoiiiei e 18-6
AULO-TabriC ProtOCOIS ...o..oiieiicicee e 18-7
auto-fabric config-save INterval ... 18-10
auto-fabric config-save admin-State ..........ccccooeverierienrniese e 18-11
auto-fabric diSCOVEry-iNtErval ..o 18-12
auto-fabric protocols spb default-profile ... 18-13
auto-fabric protocols spb set-profile ..o 18-15
Show auto-fabric CONTIQ .....ocviiiiiicc e 18-17
show auto-fabric config INterface ... 18-19
1207010 010 0 F= Ua [ £ PSSR 19-1
TP INEEITACE .ottt 19-5
IP INEEITACE FEr-POFT ...eoeceiiecc ettt 19-9

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xiii



Contents

Ip INterface tUNNEL .........ooviee s 19-11
ip interface dhCP-CHENT ......oovoiiie e 19-13
ip router Primary-adaress .........ccoveeieiieieesee et 19-16
1P FOULET FOULEI-T0 ..ttt 19-17
1D STALIC-TOULE .evveeieeiee ettt nee e 19-18
ip static-route all DFA-State .........ccvoveieee e 19-21
i Static-route DFU-STAte ......cvcviviiiecce e 19-22
T 01U o] ) PSS 19-24
IP AETAUIE-TEL .o s 19-26
O Lo SRS 19-27
EFACEIOULE ...ttt b bbbt b bbbt b e e et et e b e nbenne e 19-29
IP direCted-broadCast ........c.ccccvveieieiiie e 19-31
ip directed-broadcast trusted-SOUCE=IP .....covverieiierieireise s 19-33
ip directed-broadcast CIEAr ..........ccoeiviieriiiirieree e 19-36
ShOW ip direCted-DroadCast .........cccoveriiiririeieree e 19-38
J 0TS Y oSS 19-40
TS Y Tol TN oo i TR 19-42
I SEIVICE SOUMCE-ID wvveveerieienieitesiesiesiestesiesteesesteeseeeeseeseeseeseeseesteseesteseeaseaseaseeneenens 19-44
J T 11 SRS 19-46
1P ACCESS-IST o..vreieice e s 19-48
IP ACCESS-IISt AUIESS ....eiviieiecii e 19-49
ID FOULE-MAP ACLION ...eeviiiiicicce e re et e 19-51
ip route-map Match ip addreSS .......cccvvviiiiiciiiceeeee e 19-53
ip route-map Match ipV6 adareSs .......ccocooeereiii i 19-55
ip route-map mMatCh iP-NEXTNOP .....cooviiiiiiee e 19-57
ip route-map mMatch IpvB-NEXtNOP .......ccccveiiiiiii e 19-59
IP route-map MAaLCN TG ....oovovvereiieierere e e 19-61
ip route-map match ipvA-interface ........ccooovieiiiiie e 19-63
ip route-map match ipvB-interface .........ccocoovviereiiiere e 19-65
ip route-map MatCh MELHIC ....ocviviieecee e 19-67
ip route-map MatCh rOULE-TYPE ..cvcveeeieee e 19-69
ip route-map Match ProtoCOl ........ccveveiiece s 19-71
ip route-map MatCh NAME ........oov i 19-73
IP rOULE-MAP SEL MELIIC ...oviiiieieeieie e 19-75
ip route-map SEt MELFIC-TYPE ..oovoiieiieee e e 19-77
IP FOULE-MEAP SELTAQG 1.veueeviteieeieiteieie ettt bttt 19-79
ip route-map SEt COMIMUNITY ..oc.viviiiiiieieiee e e 19-81
ip route-map Set 10Cal-PreferenCe ........coeeeiiiieie e 19-83
IP route-mMap SEL IEVEL ..o s 19-85
ip route-map SEt iP-NEXENOP ..oovviiiieeeeiee e e 19-87
ip route-map Set IPVB-NEXNOP ...oveveeiiere s 19-89
AL S TSSOSO P PP TP UPTPROPPRP 19-91
] 0NN 0] i PSSP 19-94
10 ] oo} o S 19-97
] T =Y 0o S 19-100
SNOW 1P IMPOIL ..ottt 19-101
show ip global-route-table ... 19-103
21O TP P PP UP PR PTR PP 19-105
ip distributed-arp admin-State ...........ccocviiiniiiie e 19-107
arp SeNd-gratUuitOUS-aIP .....coieiiieiiieiieieeeie ettt ee e 19-108
ClEAr ArP-CACNE ...t 19-109
ip dos arp-poison restricted-addreSs .......ccocveviveierereese e 19-110

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xiv



Contents

Chapter 20

L O 1 T RSP 19-111
clear arp filter ..o e 19-113
[o] 40T 181 o LTSRS 19-114
ICMP UNFEACNADIE ... s 19-116
100111 =10} o T PSP 19-118
ICMP TIMESTAMP oeeviceiee ettt seesresreeneeneas 19-120
ICMP AAAr-MASK ..ot sreenaeneas 19-122
10 o ESEST: Vo PSSR 19-124
ip dos scan Close-Port-penalty .........cccceieiiiieiesece e 19-125
ip dos scan tcp 0pen-port-pPeNaltY .........ccocevviieiiieee e 19-126
ip dos scan udp OpeNn-POrt-PENAILY ......c.ccevereiieiireie e 19-128
ip dos SCaN threshold .........ccceiviiiecc e 19-130
1P JOS TFAP ettt ens 19-132
[T 01T Ta I T YOS 19-134
1P JOS TYPE ettt 19-135
ip tcp half-0pen-tiMEOUL ........ccviieece e 19-137
SNOW B EFAFTIC v 19-138
SNOW D INTEITACE .ooveeee et 19-141
SNOW i €MP-INLEITACES ....vviveciecciicee e e 19-148
SNOW 0D FOULES ..ottt sttt e e e e sne e renne e e 19-150
SNOW I FOULE-PIET ..o e 19-153
SNOW QP TEAIST .vveeeee e re s 19-155
SNOW P ACCESS-HIST ..o e 19-157
SNOW 0P FOULE-IMEP ..ottt ettt bt renre s 19-159
SNOW i rOUEr dAtADASE ......ceciiiiieiee e e 19-161
SNOW I BIMP-TOULES ....eeieiieie ettt ettt b e 19-164
SNOW 0D CONTIG .ttt 19-166
SNOW 0D PrOLOCOIS .ttt 19-167
] QL0 T N 01U ot Lo S 19-169
L0 T T o o S 19-170
SNOW i SEMVICE SOUICE=IP .veveiveeeeisiesieseeiseeee e se e te et re st e e saesae e nee e s 19-172
SNOW i dOS AIP-POISON ...cvveveiiiieciesie e et e et e e e e nre e s 19-174
] 010 1T TS 19-176
ShOW i @rp ULTHZALION ....eouiieiiiiciicc e 19-178
SNOW AP FIHEET ..o 19-180
ShOW arp SeNd-gratUitOUS-arP .....cccoerererieiirieese e 19-182
SNOW ICMP CONTIOL ..o e e 19-183
SNOW ICMP STALISTICS ....veviveiieeiicie e bbb s 19-185
SNOW TCP STALISTICS ...vveueeviieite sttt bbb 19-187
] 10TV (o3 3 0] £ 19-189
show ip tcp half-0pen-timeouUL ...........ccvoieieriee e 19-191
SNOW UP STALISTICS ...vevveveiesie ettt 19-192
] L0 LT N o | o 0] £ 19-194
SNOW P A0S CONTIQ wvveveiiiieciec et 19-196
SNOW i A0S SEALISLICS .vvvviveieeiiiiiesieseee et 19-199
SNOW VI et bbbt b sae e 19-201
SNOW VIT-PIOTIIES ...evieieee e 19-204
IPVE COMMEANGAS ...oviiiiieciece ettt sttt sne e et e sraeennee s 20-1
IPVB INTEITACE ..o.veieiiieeieece ettt 20-3
IPVB INTEITACE MII-POIT ..oviiiiieeieieeee ettt 20-9
ipv6 interface tunnel source destination ...........ccccvecveriieerieiciene e 20-11

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XV



Contents

1OV TE: (o [0 =11 SRS 20-12
ipV6 address global-id ..o e 20-14
ipV6 address 10Cal-UNICAST ......c..covieieiiiieee e 20-16
IPVB da-ChECK ... e 20-18
IPVE NOP-TMIE oot 20-19
IPVE PMILU-HTELIME .o e 20-20
ipv6 neighbor stale-lifetime ..o 20-21
PV NEIGNDOL ..o e 20-22
IPVE NEIghDOr TIMIL ..o s 20-24
iPV6 Neighbor VIf-limit ..o 20-26
1OV T = 1L PP 20-28
IPVE ra-FIlLEr tTUSTEA .....vecviiiiciecece e e 20-30
IPVB PIEFIX vttt 20-32
IPVB SLALIC-TOULE ...vveieieiicie ettt 20-34
ipv6 static-route all Bfd-State .........ccceveiiiie e 20-37
IPV6 Static-route BFA-STAtE .........cccoverieiiri s 20-38
TPV FOULE-PIET .o 20-40
IPVE VIrtUal-SOUICE-IMAC .....veiveerierieiieie e st eeas 20-42
TPV BCNO .ot 20-43
IPVE ICMP FAte-TMIt .o 20-44
0T T0 T SRS 20-46
TFACEIOULED ...ttt bbb bbbt bbbt e et b b b nne e 20-48
MOdify DOOL PAFAMELELS ....c.voveiiciece e 20-50
SNOW IPV6 ICMP STALISTICS .vvvviviiieieiccce e 20-53
SNOW TPV INTEITACE ....viiviiiciiiiiiieiee et ettt 20-56
SNOW IPV6 EMP-INTEITACE ....c.eiiiiiiiiieee et 20-63
SNOW IPVE BMP-TOULES ....veiiiiieiiesie sttt sttt sae e 20-65
SNOW IPVE PMIEU tADIE ..o.eeeeceeceeee e 20-67
SNOW IPVE FA-TIILEE ..o 20-69
SNOW TPV NEIGNDOIS ... 20-71
clear ipV6 NEIGNDOIS .......ccviiiie e 20-73
SNOW TPV PrEfIXES ..voviiviiiiiice et nne s 20-74
SNOW TPV FOULES ..vovveeieie ettt sttt ta e e e enaeneenaens 20-76
SNOW TPV FOULE-PIET ..o b 20-78
ShOW IPV6 rOULEr datahase ..........ccoeirerieeieiee e 20-80
SNOW IPV6 tCP CONNEBCLIONS ..ottt 20-82
SNOW IPV6 TCP HISTENEIS ..o 20-84
SNOW TPVB TFATTIC ..o 20-86
Show ipv6 tUNNEl CONTFIGUIEA ......oouiieiciiiieiece e 20-89
SNOW IPVE TUNNET BLOZ ..ot 20-91
SNOW TPV UAD POITS ..vieieieiieie ettt sttt et eas 20-93
ShOW IPV6 INFOrMALION ..oeeieiciiccc e 20-95
103V o TN (=0 1] ST 20-97
TPV ACCESS-TIST ..vveirieeieieiese et 20-99
IPV6 CCESS-TISt AAAIESS ...oviiviieiiiieieeieeeeere et e 20-100
SNOW IPVB FEAISE ... bt 20-102
SNOW IPVB CCESS-TIST ...t 20-104
TPV EXPOIT 1.ttt bbb bbbttt s et b e bbb sbenaeene s 20-106
TPV TMPOIT .ttt bbb bbb e nee s 20-109
SNOW TPV EXPOIT ...ttt bbb bbb e 20-112
SNOW TPV IMPOIT ...ttt ee 20-113
show ipv6 global-route-table ..o 20-115

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XVi



Contents

Chapter 21 IPSEC COMMANAS ...ttt st sb e e b s e saee s 21-1
IPSEC KBY ettt ettt bttt 21-2
IPSEC SECUNTY-KEY ...oviieiiiieieie ettt sttt sttt st e ne s 21-4
IPSEC POLICY .ttt sttt bt sae et e 21-6
IPSEC POLICY TUIE oottt eneens 21-9
] 01T LSS 21-11
IPSEC defaUlt-diSCANd .......ccveeeieieiee e 21-13
SNOW IPSEC POLICY oovveeiieiecie ettt ettt ne e nne s 21-15
SNOW PSEC SA vvevvevierieiesieste e st s e ste e ese e e e st et e st e st e s te st steesaeseene et e beseesaeseenrestenreeneas 21-18
SNOW IPSEC KBY vttt sttt ettt et st snesrenne s 21-21
SNOW IPSEC STALISLICS ...vivvivieiiiiiiiecie ettt 21-23

Chapter 22 RIP COMMANTS ...iiiiiiiiiieie ettt st sttt be b e st e e s beebeenaestaesreens 22-1
IP 0RO FIP oottt 22-3
IP FIP AAMIN-STALE ..veiveieiieece ettt 22-5
IP FIP INTEITACE .ot 22-7
ip rip interface admin-State .........ccccevviereree e 22-9
IP FIP INLErfaCe MELFIC ..ovveeeci e s 22-11
ip rip iNterface SENU-VEIrSION .......ccccoiiiiiieeeisiee e 22-13
ip Fip INterface reCV-VEISION .......ccccveiiiiiieciceee e 22-15
ip rip interface INQreSS-Flter .......ccoeveiiiere s 22-17
ip rip interface egress-filter ... 22-18
ip rip force-holddOWNtIMEr ........ccoveiiicie s 22-19
IP FIP NOSE-TOULE ...viciieicic ettt ettt sreeneene s 22-21
ID TP FOULE-TAQ ©ovvevieiiciecieee ettt st besresreereane s 22-22
ip rip interface aUth-TYPE ...oovov i 22-23
ip rip interface aUth-KeY ........cooiiiieicee s 22-25
IP FIP UPAALE-TNTEIVAL ....oiviiiiiiiiiici e 22-26
IP FIP INVAIIA-TIMET .o 22-27
ID FIP QarDAgE-TIMEN ..oveii e e 22-28
IP FiP NOIAAOWN-TIMEN ..o e 22-29
] 1101 N ] o S SR 22-30
SNOW 0 FIP FOULES oouveeiiiieiieieeie ettt se ettt sre st nneeneeneas 22-32
SNOW 0P FIP INEEITACE ..vviviiececc e 22-35
SNOW I TP PEEF .ttt sttt st be bbb seene e 22-38
103V T (o= To N T o PSS 22-40
IPVE P adMIN-STALE ..e.veiieiiiiieciece et enas 22-41
IPVG 1P INVAITA-TIMEr ..oiiiii s 22-42
IPV6 1P GarDAgE-TIMEN .....iiiiiiiiieieee e bbb 22-43
IPV6 rip holddOWN-TIMEN ......coiiiiiee s 22-44
103V T ] oI5 L ST 22-45
IPVE TP FOULE-TAQ ©vvevveieiieiierie sttt et e e nee e 22-47
IPV6 rip UPAALE-INTEIVAL ....cviieieeicicce e 22-48
IPVE TP trigQered-SENS .......ccverieieieie et ens 22-49
IPVE TP INEITACE ..vveveeee e 22-50
IPV6 rip INErface MELHC ....ocvivie s 22-52
IPVG rip INtErface reCV-StAtUS .........ccooiiiiiiiiee et 22-54
IPV6 rip INterface SENU-StAtUS .........ccooeiuiirirere e e 22-56
IPV6 rip INtErface NOMIZON ........cociiiiiiiee e 22-58
SNOW IPVB TIP oottt bbbttt sttt ettt bt 22-60
SNOW IPV6 TP INTEITACE ....veeeiiie e 22-62

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XVii



Contents

SNOW IPVE I PEET vttt ettt sttt st st ne e enaesre st 22-65
SNOW IPVB I FOULES ...eviviieiiiieieeieiec ettt sttt 22-67
Chapter 23 BFD COMMEAINAS ...oviiiieiiiiie ettt b ettt nb et st nbe e 23-1
IP BFA @AMIN-STALE ...eoviecece e 23-2
1o o1 {0 R (T4 0 1L TSRS 23-3
T o o1 {0 ToT=] 1Y RS 23-4
IP DA MUIIPHIEE .o 23-5
IP bfd €CNO-INTEIVAL ..o 23-6
IP[IPVE DA INEITACE ...oveceeece s 23-8
iplipv6 bfd interface admin-State ..........ccccveveveieii i 23-10
iplipv6 bfd interface tranSMit ... 23-12
ip[ipv6 bfd INtErface rECRIVE ......coviveieeecc s 23-14
iplipv6 bfd interface MUItIPIIEr ......oovoiieeie e 23-16
iplipv6 bfd interface echo-interval ... 23-18
SNOW TP BT e s 23-20
ShOw ip[ipV6 DA INEITACES ......oovvieeice e 23-22
ShOW iP[iPVB DFA SESSIONS ....vecvieieeiece e 23-24
show ip|ipv6 bfd SeSSIONS STALISTICS .....vcvereeiiieree e 23-27
Chapter 24 DHCP Relay COMMANAS .....ccccoviiiieiec ettt e 24-1
ip dhep relay admin-State ..........cccoiveieieiere e 24-4
ip dhep relay destination .........ccccveveeiiiece e 24-6
ip dhep relay per-interface-mode ... 24-8
ip dhep relay interface destination .........ccccccoieiiiiiecc e 24-10
ip dhep relay interface admin-state ...........ccccciveiiiiici e 24-12
ip dhep relay forward-delay ... 24-14
ip dhcp relay Maximum=-NOPS .......ccooviiieinisee e 24-16
ip dhcp relay insert-agent-information ... 24-18
ip dhep relay insert-agent-information POliCY ........cccoocvvivviiieniisiiee e, 24-20
ip dhcp relay insert-agent-information format ...........ccocoviviniiini e, 24-22
ip dhcp relay PXE-SUPPOIT ..ooveeeieieee e 24-25
show ip dhcp relay INTErface ......cooveveeiieece e 24-26
Show ip dhcp relay StatiStICS ......viviviiieeeeee e 24-29
ip dhep relay Clear StatiStICS ......covevveveiiiere e 24-31
show ip dhcp relay insert-agent-information error-count .............ccccovveveieiennns 24-33
ip dhcp relay clear insert-agent-information error-count .........c..ccoceveveveiennennn, 24-35
Show ip dhcp relay COUNTETS ....c.eoviicecic s 24-37
1D NEIPEI AAAIESS ... 24-39
IP helper VIan address ... s 24-41
IP NElIPEr STANAANd ......ccvoiiiei s 24-43
IP helper PEr-vIan-0nlY ... 24-44
SNOW D NBIPET ettt 24-46
SNOW i NEIPET STALISTICS ....vvveeeeieiieeccie st 24-48
NO iP helPer SLALISTICS .....ocviiviiecicc e 24-50
(TN Lo | QN £ = |V 10 ] o P 24-52
IP UAP FEIAY SEIVICE ..ouiiiiieiiie ettt 24-54
IP UAP FEIAY VIAN .o e 24-56
IP UOP FEIAY SVC ittt ettt be b 24-58
IP UAP ey @dUIESS ..ottt 24-60
SNOW P UAP TEIAY et 24-62
Show ip Udp relay STALISTICS ....cviviiriiiieesee e e 24-64

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XViii



Contents

ip udp relay NO SLAtISLICS .....ocvviviiiiiecice e s 24-66
IPVE UAP FlAY POIT ..o 24-67
IPVE UAP elay SEIVICE ..viiviicieieiiee et 24-69
IPVE UAP Telay VIAN ..o 24-71
PV UAP FEIAY SVC ettt ens 24-73
IPVE UAP relay AddreSS ....vovieeeieeiieeieieee e e 24-75
SNOW TPV UAD TEIAY ...viiiiiciece e 24-77
Show ipv6 udp relay StatiStiCS ......cvevciiieieiciere e 24-79
ipV6 udp relay clear StatiStiCS ........cevvereiere s 24-81
ipv6 dhep relay admin-State .........cccceveieiiiie i 24-82
ipv6 dhcp relay interface admin-state ...........ccccovvevveiicieiciciec e 24-84
ipv6 dhep relay destination ..o 24-85
ipv6 dhcp relay maximum-NOPS .....ccoovieiieiieee e 24-87
SNOW IPV6B ANCP FRIAY ...veeiieieeciee s 24-89
0 pTo] ST o -] OSSOSO 24-91
0| Lo e YT g £ - U OSSR 24-93
SNOW ANCP-SEIVEN TASES ....ecvvevieieeieriee ettt sttt 24-94
SNOW ANCP-SEIVEN SEALISLICS ..vevveeeieieie e 24-96
clear dhCp-Server StatiStICS .......cvvviiviiveieieiere s 24-104
0 T oY= T 24-105
ANCPVEB-SEIVEF TESTAIT ....veivieeeeiiiiieieicsic e es 24-107
ShOW AhCPVB-SEIVEL [EASES ......oveviiieciicieceeeese e 24-108
Show dhCpVB-SErVer STAtiSTICS .....ccviviviiecieieccc e e 24-110
clear dhcpVB-Server StatistiCs .......cccvviiieiiiiiiie e 24-120
ANCP-MESSAPE-SEIVICE ....evieiierieiieiete ettt sttt 24-121
dNCP-MESSAYE-SEIVICE FESTAN .....eevevieiie ittt 24-122
SNOW MESSAGE-SEIVICE STATUS ...eivevieieiiiesiesiieie et 24-123
ACTIVE-1EASE-SEIVICE ....veviiviiciiiteecte et 24-124
ACHIVE-188SE-SEIVICE FESLAM ......veeieiieiieeiieese e 24-125
ShOW aCtive-1ease-SErviCe STAtUS ...........coeieireiiiinieisciee e 24-126
dhcp-snooping admMin-State .........cccciveveereiiereie e 24-127
dhcp-snooping mac-address-Verification ..........ccccvcvvvveveiieiicicicccce e 24-129
dhcp-snooping option-82-data-iNSertion ...........cccccecevereveriesesie e 24-131
dhcp-snooping bypass option-82-Check ..., 24-133
dhcp-snooping option-82 fOrmMat ...........ccooeieiiiiii e 24-135
dhcp-snooping OptionN-82 POLICY ........cccvieieiriieire e 24-138
dNCP-SNOOPING VIAN ...eiiiiiiiiiiee e e 24-139
ANCP-SNOOPING POIT ..ot 24-141
dhcp-SnoopiNg lINKAGQ .....cocvveiiriiieee s 24-143
dhcp-snooping ip-source-filter admin-state .........ccccocvvvvviviiininierere e, 24-145
dhcp-snooping iP-SOUICE-TIIEEr ......ccvevieie s 24-146
dhcp-snooping binding admMiN-State ..........ccceeevrivriieiriiere e 24-148
dhcp-snooping binding tIMEOUL .........c.cveviiiece e 24-149
dhcp-snooping binding aCtion ........cccceeiiiiie s 24-151
dhcp-snooping binding PErsiStENCY .......cccvvviiviierinieere e 24-153
dhcp-SnNooPINg DINAING .....ccooeiiiii e 24-154
SNOW ANCP-SNOOPING ...vviviieiiieieeieeiee ettt 24-156
show dhcp-snooping IP-SOUFCE-TIITEr ........ccooeriiiiiiere e 24-159
Show dhcp-SNO0PING VIAN .....oovoiiiiiiie e 24-161
ShOW dhCP-SNO0PING POIT ..c.viiiieiitiieieie e e e 24-163
dhcp-snooping clear violation-COUNEEIS .........ccccvvivvvieeeienieieeeree e 24-165
Show dhCp-SNO0PING COUNTELS ....ocveeeiciieieie e e 24-167

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XiX



Contents

Chapter 25

Chapter 26

dhcp-snooping ClEar COUNTETS .......cccocviieiiiesese et 24-169
show dhcp-snooping iSF-StAtISTICS .......c.cervevreririeiirere e 24-170
dhcp-snooping clear iISf-StatiStiCS ........cvcvvveiriereiiie e 24-172
show dhcp-snooping BINAING ..o 24-173
dhcpv6-snooping vian admin-State ...........cccvceveeiiinirnieieei e 24-176
dhcpv6-snooping global admin-State ..........cccccevviiiirnierieineee e 24-178
dhcpv6-snoopiNg DINAING .....ccoeveiiee e 24-180
dhcpv6-snooping binding tIMEOUL ..........cccveveie i 24-182
dhcpv6-snooping binding aCtion ... 24-183
dhcpv6-snooping binding PErsiStENCY .......ccvciviiiieiciiciece e 24-185
dhcpv6-snooping ipvB-source-filter .........ccccovvviiiiiiicice e 24-187
IPVE ANCP QUAKT ... 24-189
IPV6 dNCP QUKD trUSEA .....eveieeiiec e e 24-191
SNOW ANCPVB-SNOOPING ..e.veviveriirietiieie sttt st s 24-193
show dhcpvB-SnooPING INTEITACES ......cccevveriiireirere e 24-195
show dhcpvB-snooping bINAiNG ......ccccvvvrieieieeeee e 24-197
show dhcpv6-snooping ipv6-source-filter ... 24-199
SNOW IPV6E ANCP QUANT ..o e 24-201
VRRP COMIMEANAS ..ottt sttt st be et s sneenbe et e 25-1
[V 1 USRS OUUPRPPN 25-3
A oI T [0 1TSS 25-6
VITP TFACK .viiiiiitise ettt sttt b et e e e e et et e saestesnesneere e 25-8
VITP DFO-SEALE .o 25-11
VITP traCK-aSSOCIALION ......ocviiviiiiiiiiieciece ettt 25-13
VTP AEIAY .ttt 25-15
AL IV 651 o o OSSR 25-16
VTP INEEIVAL Lt 25-18
VTP PRIOTILY ovitiiieiietieiese ettt s et e e e e tesbesbesteeneereareeneeneas 25-20
(VA O e =T=] 1] o SRRSO USRI 25-22
AV T Tol ol o PR OU TP 25-24
VITP AAMIN=STALE ...vvivieic e nre e 25-26
(VA 1L RSSO 25-28
AV 0] (010 o RSOOSR 25-31
VITP roup admiN-STALE .......ccceeieiiieriiie sttt re e 25-34
VITP GFOUP SEBL oovietiieiictie sttt ettt ettt st e ettt e b e e e e s e sbeenteanaenneenes 25-36
VITP QroUP-aSSOCIALION ....viiviiiiiiicii ettt 25-38
] 110 A 1 ¢ o USRS TUUTPRPRN 25-40
SNOW VITP SEALISTICS ...cuveviiviiieiee ittt sttt 25-44
SNOW VITP TFACK ..ttt ettt bbbttt 25-48
SNOW VITP traCK-aSSOCIALION .....ocveiviieieiieieiee ettt 25-50
SNOW VITP QFOUD +vveeeeeieesteeteeteeseaieeseeseeseeseestesteseesseseesseesessesseeseesseseenseseessensessessens 25-53
SNOW VITP QroUP-aSSOCIALION ...c.eeierieiesiesie e sie sttt 25-55
(@575 S 070 ] 0] 01 F=T o Uo PSPPSR 26-1
TN (o= To I ] o S 26-3
IP 0SPF AUMIN-STALE ....ccveiiiiiiiiece e e 26-4
1P OSPF ASDI e e 26-5
ip ospf exit-overflow-interval ..o 26-6
ip OSPF eXHISAD-TMIT ..o 26-8
1P OSPT NOST .t et 26-9
IP OSPF MEU-CRECKING ...evivieieciecee e 26-11

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XX



Contents

Chapter 27

ip 0spf default-Originate .........cccoviiiiicee e 26-12
IP OSPTF FOULE-TAG 1.vivvevieeiieie sttt 26-14
IP OSPT SPF-LIMET .o 26-15
IP OSPF VIFTUAI-TINK .o 26-17
IP OSPF NEIGNDOT ..o 26-20
1D OSPF @IEA .vevvieieiieiiee ettt 26-22
ip ospf area default-MEetriC .......cccvveiii i 26-24
ID OSPF Ar A FANGE ...ovvevece et ens 26-26
IP OSPF INLEITACE ...veeeiec s 26-28
ip ospf interface adMIN-StAtE .........c.cccviiieeciiice e 26-29
IP OSPF INtEITACE ArEA ....ocveiveiicie e 26-31
ip 0spf interface auth-KEY ........cccoieiiiiii s 26-32
ip 0Spf INterface aUtN-LYPE ....ccoceoeiiie e 26-33
ip ospf interface dead-iNterval ..o 26-35
ip ospf interface hello-INterval ... 26-37
iP 0SPF INtErface MAS ....ociieicce s 26-38
ip 0SPF iNterface MAS KEY ...oveiviiiieeeee e e 26-40
ID OSPF INTEITACE TYPE .vvieeiee e 26-42
IP 0SPF INLEITACE COSE ...iviiiice s 26-44
ip ospf interface Poll-iNterval ... i 26-45
ip 0SPF INtErface Priority ....cccoovivece s 26-46
ip ospf interface retrans-interval ... 26-47
ip ospf interface transit-delay ...........ccccooveiveiiiiicic e 26-48
IP OSPF BFU-STALE ...ovvieiee e 26-49
ip ospf bfd-state all-INTErfaces ... 26-51
ip ospf interface DFA-StAte ........cccoviiiiii 26-53
ip ospf interface bfd-state drs-0nly ..., 26-55
ip ospf interface bfd-state all-neighbors ..., 26-57
[T o] Ll =] L U o] o Lo o SRS 26-59
IP OSPF reStart-iNtEIVAl ........ccoiviiee e 26-60
ip ospf restart-helper admin-State ...........ccoceveieresie s 26-61
ip ospf restart-helper strict-Isa-checking admin-state ...........cccccoovevevvveininnn, 26-63
iP OSPF restart INIIALE ......ccccvvveecrcec s 26-65
SNOW 1P OSPT <o 26-66
ShOW ip OSPT DOFAEI-TOULES ...t s 26-70
ShOW iP OSPF @XE-1SAD ... s 26-72
SNOW P OSPT NOST ... e 26-74
SNOW P OSPT ISAD .. 26-76
ShOW i 0SPT NEIGNDOT ...viiiiiie e 26-78
SNOW [0 OSPT FOULES ...ttt e nne s 26-82
ShOW i 0SPF VIFTUAI-TINK ..o 26-84
show ip 0spf virtual-neighbor ..o 26-86
SNOW P OSPF @rEA ...ovveveciicie et 26-89
SNOW i OSPF @rEA FANGE ..o.veivvceeiecieeece st nne s 26-92
ShOW i 0SPF aread StUD ....ocvviee e 26-94
ShOW iP OSPF INEEITACE ...o.eeeiieiiiie s 26-96
show ip ospf interface auth-iNfo ... 26-104
SNOW D OSPT FESTAIT ...t 26-106
(@12 = V2C J 67011 0 1 T=1 o [0 £ 3SR TP PP 27-1
IPVB 1080 OSPT ..ottt 27-3
IPVE OSPT adMIN-SEALE ....cveiviieieiicieie e 27-4

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXi



Contents

Chapter 28

TPV OSPT NOSE ... e 27-5
IPV6 0SPF MEU-ChECKING ...vevieiiiee e 27-7
IPVB OSPF FOULE-TAQ .veverieieitiieeieriees ettt 27-8
IPVB OSPF SPI-LIMEN ..o 27-9
IPVE OSPT VIFTUAI-TINK L..veiieeecee e 27-11
TPV OSPT rEA ..o.vevieiieie ettt et nre s 27-13
IPV6 0SPF area area-SUMIMAIY .......cccceivereresieseseesee e seeeeseeeesee e seeseesresressesseenas 27-15
ipv6 ospf area NSsa-translator-role ........ccccccoierevineic s 27-17
ipv6 ospf area nssa-translator-stab-interval ..., 27-19
ipV6 0Spf area NSSA-SUMMAIIZE .......cceieiieiieiisiiiieee et ere e ens 27-20
IPVE OSPT INTEITACE ..vvcvveiiiee e 27-21
ipv6 ospf interface admin-State ............ccoceveiiiiiiieci e 27-22
ipv6 ospf interface sUpPress-link-1Sa ..........ccocooeiiieneiiinnic e 27-24
IPV6 OSPF INTErfaCe tYPE ..oovviviiciee e 27-25
IPVB 0SPF NEIGNDOL ... 27-27
IPVE OSPT INTEITACE GrEA ...oveveiviieiiieeieieiee et 27-29
ipv6 ospf interface dead-interval ..........ccocvvviiiiiiieiecee s 27-30
ipv6 ospf interface hello-interval ..o 27-32
IPVE OSPT INTEIFACE COSE ...oviiiiiie e 27-34
ipV6 0oSPF iNterface Priority .....ccciveiiiiieecs s 27-35
ipv6 ospf interface retrans-interval ...........ccoccooeveveiei s 27-36
ipv6 ospf interface transit-delay ...........ccccoeviiiiiicnccccecce e 27-37
IPVB OSPF DFA-SEALE ..o e 27-38
ipv6 ospf bfd-state all-INterfaces .........ccccccveveicii i 27-40
iPV6 0SpT interface DIU-State .......ccooveiiiiie e 27-42
ipv6 ospf interface bfd-state drs-0nly ... 27-44
ipv6 ospf interface bfd-state all-neighbors ..., 27-46
SNOW TPV OSPT .ttt et neeeas 27-48
ShOW ipV6 OSPT DOFAEI-TOULEIS ...ocveeeeieiee e 27-51
SNOW TPV OSPT NOSE ...t 27-53
SNOW TPV OSPT ISAD .o 27-55
Show ipV6 0SPT NEIGNDOT ... 27-57
SNOW TPV OSPT FOULES ....vvveeeeircieiiceece st nne 27-60
Show ipv6 OSPT VIrtual-TiNK ..o 27-62
SNOW IPVB OSPT GIEA ...ttt 27-64
ShOW IpV6 OSPTF INEITACE .....veiiiieiee e 27-67
TPV OSPT FESTANT ...ttt et et 27-71
IPV6E OSPT reStart INKTIALE ......oveeiiereee e 27-73
IPV6 OSPT restart INTEIVAl ... s 27-74
IPVE OSPT reStart-NeIPET ....oovvieeceece s 27-75
ipv6 ospf restart-helper strict-15a-Check ..........cocvvivieienininne e 27-77
SNOW TPV OSPT FESLAMT ....eveeeieecieciieiece st nee e 27-79
IS-1S COMIMEANAS ..ottt st nbe b 28-1
TN [0 = To ] £ S 28-4
IP SIS AUMIN-SEALE ...o.veveieieceee e 28-5
IP HSIS ArEA-IA ..ocvieeicic e e 28-6
ip isis 1eVel-Capability .........cccciiiiiiici e 28-7
IP ISIS AUEN-CRECK ... 28-8
IP ISIS AUEN-TYPE o 28-10
IP ISIS CSNP-AULN L.t 28-12
IP ISIS NEHIO-AULN ..o 28-13

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXii



Contents

IP SIS PSNP-AULN .o e 28-14
IP ISIS ISP-TITELIME ..o e 28-15
1P ISIS ISP-WRIL ...ttt 28-17
1P ISIS SPF-WRAIT .o 28-19
IP ISIS SUMMANY-AAAIESS ..e.veveeiieeiieeieeieeie et ee et sre b e aresneenee e 28-21
T TS 1 YZ=] 1 [0 To ST 28-23
i iSiS OVErload-0n-DOO0L ........cccoviiiee e 28-25
IP SIS GraCefUl-TESIANt ........oceii e 28-27
ip isis graceful-restart NEIPET ......ccoveieiciee e 28-29
ip isis strict-adjacency-ChecK ... 28-30
IP ISIS 1EVEl QUEN-LYPE ..o s 28-31
ip isis leVel hello-auth ........cc.coiiiiiii e 28-33
IP ISIS 1EVEl CSNP-AULN ..eiiice e 28-34
i ISIS 1eVel PSNP-GULN ..o e 28-35
ip iSiS level Wide-metriCS-0NlY ..ot 28-36
I SIS ACIVALE-IPVOIPVA ..ot 28-37
10 TS S - T PSS 28-38
IP SIS VIAN @OMIN-STALE .....cveieeierieiieeiirie e 28-39
IP SIS VIaN INtErface-tyPe ..ocveiieieecc e 28-40
IP SIS VIAN CSNP-INEEIVAL ..o s 28-41
ip isis vIan hello-auth-tyPe ... 28-42
ip isis vlan level-capability ... 28-44
ip isis vlan ISp-pacing-interval ... 28-46
IP ISIS VIAN PASSIVE ...ttt bbbt st 28-48
ip iSis vian retransmit-interval ... 28-50
IP ISIS VIaNn default-tyPe ... s 28-52
ip isis vlan level hello-auth-type ... 28-53
ip isis vlan level hello-iNterval ..o 28-55
ip isis vlan level hello-MUILIPHEr ........ccooeieiiii s 28-57
IP SIS VIAN 1EVEI MELIIC .o.vvieiiciece e s 28-59
IP SIS VIAN 16VEl PASSIVE ..ovvivvceiceiciee e 28-61
IP SIS VIAN 16VEl PrIOKILY ..oivieeeicicice e 28-63
IP iSIS SUMMArY-AAAIESSE ...e.vevviveiierieiiese sttt re e nee e 28-65
IP ISIS DFU-STALE .o 28-66
ip isis bfd-state all-VIANS ...........cccoiiiiiii s 28-68
IP ISIS VIAN DFU-STALE ...t e 28-69
SNOW I SIS AUJACENCY ...viviiiiiiiieiiieiiete sttt sttt sttt sbena e 28-71
SNOW I SIS AALADASE ......iiviiieiiiiiiiieiee et s 28-74
SNOW 1P 1SIS NOSTNAME ....viviiiiiiiie e 28-79
SNOW 0D ISIS FOULES ...veveieeiieiecie sttt sttt sttt e e seenne s 28-81
SNOW 0D ISIS FOULESE ....vveieieeeeieeieieie ettt st nrenne s 28-83
SNOW B SIS SPT ettt st 28-85
SNOW P SIS SPF-10Q 1.vvevreiieeicc e 28-87
SNOW i SIS SEALISTICS .vvvvvviieiceie it 28-89
SNOW 0D SIS SEALUS ..evvevveiiic et nne s 28-92
ShOW ip iSIS SUMMAIY-20AIESS .....eviiiieeirierieirie et 28-96
SNOW I SIS VIBN ..ot e s 28-98
ShOW ip SIS SUMMANY-AAAIESSE ......c.eeviieriiiiiiieieiieiee e 28-102
Clear ip SIS AJACENCY ....ociiieieie et 28-104
clear ip iSiS ISP-datahaSse .......cccooueiiiiiiriie e 28-106
Clear ip SIS SPF-10Q .vovviieieieee e e 28-108

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXiii



Contents

clear ip SIS STALISTICS ...iveiirieiece e 28-109
i iSIS MUILI-TOPOIOQY e s 28-111
Chapter 29 BGP COMMEANTS ....eiiiiiieiiie ettt ettt sb e e e nee e 29-1
IP 1080 DOP e et 29-6
ID DGP @dMIN-SLALE ....voiviiiiiececcee et 29-7
ID DGP AULONOMOUS-SYSIEM .. .eviiiieiieiieiierie et sttt neens 29-8
ip bgp bestpath as-path IgNOIE .........cccv e 29-10
[T oL o] (U3 (=] o ST 29-12
ip bgp default 10Cal-Preference ... i 29-14
ip bgp fast-external-failloVEr ..o 29-16
ip bgp always-Compare-mMed .........cccceciviieieiiieceeseee e 29-18
ip bgp bestpath med MiSSING-aS-WOISL .........ccoveeeierieieicce s 29-20
ip bgp client-to-client refleCtion .........cccooeiireieiiic e 29-21
ip bgp aS-0rigiN-INTEIVAl ........ccooiiiice e 29-23
Ip bgp SYNCArONIZAtION ..o e 29-25
ip bgp confederation IdeNtifier ..o 29-27
ip bgp MaxXimumM-PatiS ........ccooieiieecee s 29-29
ip bgp 10g-NEighDOr-ChanNQEesS ......ccccooviiiiiic e 29-30
ID DGP AMPENING ..ocvieiecee e 29-31
ip bgp dampening CIEAr ........coccv i 29-34
P BgP aSN-FOrMAL ......coeiiiee s 29-35
iD bgp aggregate-adaress .........cccceieiiieee e 29-36
ip bgp aggregate-address admin-State ...........ccccccevieiieiiiinie s 29-38
ip bgp aggregate-address aS-SEL ........cviviiierieieieie s 29-40
ip bgp aggregate-address COMMUNITY .......cooierereieieneninie e e 29-42
ip bgp aggregate-address 10Cal-preference ..........ccveieniieninininee e 29-44
ip bgp aggregate-address MELIC .......covieriiiiieie e 29-46
ip bgp aggregate-address SUMMArY-0NIY .......ccccocvvivirieniininieeeeee e 29-48
1D DGP NEIWOTK ..ttt st saeeneene s 29-50
ip bgp Network admin-State ...........coovrivrieiieiie e 29-52
ip bgp NEtWOrk COMMUNILY ..ocvviveiecce e 29-54
ip bgp network 10Cal-preference .......c.ccvcveveciee e 29-56
ID DgP NEIWOrK MELFIC ..oovviviiiceicicee e 29-58
1P DOP NEIGNDOT <. 29-60
ip bgp NEIghDOr tH-SECUFILY ....ocviiieice e 29-62
ip bgp Neighbor aCtiVate-IPVA .........cociiiie e 29-64
ip bgp Neighbor admin-State ..........ccociiiiiiiiiii e 29-65
ip bgp neighbor advertisement-interval ............ccccoooiiiiiii e, 29-67
IP bGP NEIGRDON CIEAN ....c.viiiiiii e 29-68
ip bgp neighbor route-reflector-Client ... 29-70
ip bgp neighbor default-originate ...........ccooveiiieenecere s 29-72
iP bGP NEIGNDON TIMEIS ..oeiiieeecce s 29-73
ip bgp neighbor conn-retry-interval ..........c.ccooveviiini e 29-75
ip bgp NEighDOr QULO-TESTArt .......cccoiiiiceeeec s 29-77
ip bgp neighbor Maximum-prefiX ... 29-79
ip bgp NEIghDOr MAS KEY ... 29-81
ip bgp neighbor ebgp-MUILINOP .....oovciiiiii e 29-83
ip bgp Neighbor desCription ... 29-85
ip bgp neighbor NeXt-NOP-SEIT ..o 29-86
IP bGP NEIGhDOr PASSIVE ......iiiiicicee s 29-88
iP bgp NEIghDOr FEMOLE-8S .....oivvieiieciceee e 29-90

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXV



Contents

ip bgp Neighbor reMOVE-Private-as .........c.cccvviviieiieiciccece e 29-92
ip bgp neighbor soft-reconfiguration ...........ccccoceviiiinniiei e 29-94
ip bgp Neighbor StatS-CIEAr ........ccoviieiieec e 29-96
ip bgp confederation NEIGHDON ..........ooveiiirieiec e 29-97
ip bgp Neighbor UPAAtE-SOUICE ........coveiiiere e 29-98
ip bgp neighbor in-aspathlist ..o, 29-100
ip bgp neighbor in-commuNitylist .........cccooeiieiiii i 29-101
ip bgp neighbor in-prefixXlist ... 29-102
ip bgp neighbor in-prefixBlist ... 29-103
ip bgp neighbor out-aspathlist ... 29-104
ip bgp neighbor out-communitylist ...........cccoviiiiieiiiicc 29-105
ip bgp neighbor out-prefiXlist ... 29-106
ip bgp neighbor oUt-prefiXBlist ... 29-107
ip bgp NEIGhDOr FOULE-MAP ..o 29-108
ip bgp Neighbor clear SOft ..o 29-110
bgp neighbor CheCK-TIrSt-aS .........coiviiiiiiinic e 29-111
IP DGP DFA-STALE ..eoveceee e 29-113
ip bgp bfd-state all-NeIGNDOTS .......cooviieeee e 29-115
iplipve bgp neighbor bfd-State ..........ccccveveveieece e 29-116
ip bgp policy aspath-list ..........ccccvieiiiiiii i 29-118
ip bgp policy aspath-list aCtioN .........cccvevveveieiei e 29-121
ip bgp policy aspath-list Priority .........cccocvviiiiiicic e 29-123
ip bgp policy commUNIty-liSt ........ccoiieiiiiiiee e 29-125
ip bgp policy community-list aCtiON .........cccceiiiiiiiiccceee e 29-127
ip bgp policy community-list MatCh-type ..o 29-129
ip bgp policy community-liSt Priority ... 29-131
IP bgp POLCY PrefixX-lSt .....ccccoiiiiiiiie e 29-133
ip bgp policy prefix-list aCtION .........coovviiiiieieiee e 29-135
ip bgp POliCY PrefixX-liSt g8 ...oicvivierice e 29-136
ip bgp policy PrefixX-lSt 1 ..o 29-138
ip bgp policy Prefix6-liSt .......ccoiviiiiiiii e 29-140
iD bGP POLICY FOULE-MAP ..oviveiicieciecie et 29-142
ip bgp policy route-map aCtION .........ccccviviieeiieeie e 29-144
ip bgp policy route-map aspath-list ..., 29-145
ip bgp policy route-map asprepPend ........cccceoeeieicenense e 29-146
ip bgp policy route-map COMMUNILY ......ccooiiiiiiiieenere e 29-147
ip bgp policy route-map community-liSt .........cooeriiiiinii e, 29-149
ip bgp policy route-map CoMmMUNItY-MOUE .......ccccoririririniieieieee e 29-150
ip bgp policy route-map IPref ..o 29-152
ip bgp policy route-map Ipref-mode ........ccoovvveieieiee e 29-154
ip bgp policy route-map MatCh-COMMUNILY ........ccccvvivririininieeeeee e 29-156
ip bgp policy route-map MatCh-Mask ............ccocevieriirieniniiieereee e 29-158
ip bgp policy route-map MatCh-prefiX ... 29-160
ip bgp policy route-map MatCh-prefiX6 .........ccocvivvivvieieiinii e 29-162
ip bgp policy route-map MAtCh-rEUEXP ....cccvvververereririeisee e e e e 29-163
ip bgp policy route-map MEd ........ccccceiiiiiiieie s 29-165
ip bgp policy route-map Med-MOde .........cccooeiiiiiienee e 29-166
ip bgp policy route-map OFigIN ......coociiiiiiiiireee e 29-168
ip bgp policy route-map PrefixX-list .........ccooviiiiiiiie e, 29-170
ip bgp policy route-map Prefix6-lst .........cocoveiriiiiienr e 29-172
ip bgp policy route-map WEIGNT .......ccccoviiiiiiieeeee e 29-173
ip bgp policy route-map COMMUNITY-SEHP ...oocvvveierrieeeeiseeee e 29-174

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXV



Contents

SNOW TP DOP e e 29-175
SNOW iP DOP STALISTICS ...vviveieiiciice e 29-178
Show ip bgp dampening .......cccoeriiiiicee e 29-180
show ip bgp dampening-StatS ..........ccoccereieriieieneee e 29-182
SNOW IP DGP PN .o e 29-184
SNOW D DGP FOULES ...t 29-188
show ip bgp aggregate-adaress .......cccvicveivrieieeriereee e 29-190
SNOW iP DGP NEIWOIK ... 29-192
ShOW ip bGP NEIGNDOIS ..o e 29-194
show ip bgp Neighbors POLICY .......cccviiiiiiiccce e 29-199
show ip bgp Neighbors tIMer .........ccvoi i 29-202
show ip bgp neighbors StatiStiCs .........ccccvevviieieeicicce e 29-204
show ip bgp policy aspath-list ..........cccocveiiiiini e 29-209
show ip bgp policy community-list ..........cccoceviiiiiinin e, 29-211
show ip bgp policy prefiX-list ..o 29-213
show ip bgp policy PrefixB-list ..........ccoveveriierire e 29-215
ShOwW ip bgp POLICY FOULE-MEP ..c.voveeeieeieieie e 29-217
iP bGP gracefUl-reStart ..........cocvoiiiecece e 29-220
ip bgp graceful-restart restart-interval ............ccccocviiiiniiiin e 29-221
[T 0T | RN =T ST 29-222
PV DOP UNICAST .. nne s 29-224
ip bgp neighbor activate-ipVe ..o 29-225
ip bgp neighbor ipV6-NEXtNOP ......ccccveiiciceee e 29-226
ShOW IPV6 BP PAth ... e 29-227
SNOW 1PV DIP FOULES ...t 29-231
IPVE DOP NEEWOTK ..ot 29-233
IPV6 bgp NEtWOrK COMMUNITY ...ovviiiiiiiciee e 29-234
ipv6 bgp network 10cal-preference .......ocoovevvveerereere e 29-236
PV BGP NEEWOIK MELIIC ..vvivieeiciieiee et 29-238
ipV6 bgp Network admin-State ..........cccceeierereierese e 29-240
ShOW IPV6 BgP NEEWOTK ..o.vveecice e 29-241
IPVE BGP NEIGNDON ... 29-243
ipV6 bgp Neighbor tH-SECUNILY ......ccveviveieeeec e 29-245
ipv6 bgp neighbor actiVate-IPVA ... 29-247
ipv6 bgp neighbor activate-IPVB ..o 29-248
ipv6 bgp neighbor IpVB-NeXtNOP .....cccoeiiiiiiec e 29-249
ipv6 bgp Neighbor adMIN-StAte ..........ccccviriiriiiiiee e 29-250
IPV6 bgp NeighDOr CIEAT ......oviii e 29-251
IPV6 bgp Neighbor QULO-TESTAIT ......cceiiiiiiiree e 29-253
iPV6 bgp NeighbOr FEMOLE-8S ......ccceviiiiieecce e 29-255
IPV6 bgp NEIghDOr tIMEIS ...eeeieceee e 29-257
ipv6 bgp neighbor maximum-prefixX ... 29-259
ipv6 bgp neighbor Nnext-hop-Self ... 29-261
ipv6 bgp neighbor conn-retry-interval ...........ccccocviiieniniinnceeeee e 29-263
ipv6 bgp neighbor default-originate ..........ccccovevieiieiie s 29-264
ipv6 bgp neighbor UPAaAte-SOUICE ........cooeiriiiiirieieeeee s 29-265
ipv6 bgp neighbor IpVA-NeXthOp .....ccoeiciiiie e 29-267
ipv6 bgp neighbor advertisement-interval ... 29-268
ipv6 bgp neighbor desCription ... 29-269
ipv6 bgp neighbor ebgp-multinop ..., 29-270
ipv6 bgp neighbor update-Source-adaress ........cocvvvveeerineeiereree e 29-272
IPV6 bgp NEIghDOr PASSIVE .....oovieeieiee e 29-273

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXVi



Contents

Chapter 30

ipv6 bgp neighbor remove-private-as ..........cccevevevereniie e, 29-275
ipv6 bgp neighbor soft-reconfiguration ..........c.ccccocveiriniiinienesee e 29-277
ipv6 bgp Neighbor StatS-CIEAr ........cccccvieieiieicie s 29-279
ip bgp confederation NEIGDOIG ..........ccccvviiiiiciiic s 29-280
ipv6 bgp neighbor in-aspathlist ... 29-281
ipv6 bgp neighbor in-communitylist .........cooviveiiiiie e, 29-282
ipv6 bgp neighbor iN-prefixlist ..., 29-283
ipv6 bgp neighbor in-prefixBlist ..........coovviviiiiceee e 29-284
ipv6 bgp neighbor out-aspathlist ..........cccooveiiiiiciicc e 29-285
ipv6 bgp neighbor out-communitylist ..........cccoceiiiiiiiicis e 29-286
ipv6 bgp neighbor out-prefixlist ... 29-287
ipv6 bgp neighbor out-prefixBlist ........cccvvveiiicecee e 29-288
ipv6 bgp Neighbor rOULE-MAP ....ccvieieiieee e 29-289
ipv6 bgp neighbor Clear SOt .........ccvviiiiiice s 29-291
ipv6 bgp neighbor route-reflector-client ..o 29-292
ipv6 bgp Neighbor MAS KEY .....oovviieiiecececsee e 29-293
ShOW ipV6 BgP NEIGNDOTS ..o e 29-295
show ipv6 bgp Neighbors StatiStiCS ........cccovrerereie e 29-300
show ipv6 bgp Neighbors POLICY .......cveveiiiic e 29-305
show ipv6 bgp Neighbors tIMErS ........cviveieccce e 29-307
Server Load Balancing Commands .........cccccocivriiiiiin e 30-1
IP SID AdMIN-STALE ...c.veveciiiicciece e s 30-2
I SID FESEL SLALISTICS ...c.veiveiviiicie e 30-4
1D SID CIUSLET e 30-5
i SID ClUSEEr @dMIN-STALE ...oveviieeeieeiee e 30-7
ip SIb ClUSEEr PING PEHIOM ...cviiveiiieice e 30-9
ip sIb cluster Ping tIMEOUL .......cviiiiiiii e 30-11
IP SID CIUSEEr PING FELIES ...vvivieeiceiece e 30-13
ID SID CIUSEEN PrODE ....ceeeeeece e 30-15
ID SID SEIVEr I CIUSTEN ...t 30-16
ip SIb server ip CIUSLEr PrODE .....ccooveicicececc s 30-18
IP SID PIrODE .o s 30-20
iP SID Probe tIMEOUL ......ccuv i e 30-22
iP SID Probe PEriod ........ccv i 30-24
IP SID PrODE POIt ... 30-26
ID SID PrODE FELHES ..o.vivie e s 30-28
ID SID ProDE USEINAME ....viiiii i 30-30
IP SID Probe PasSWOId .........ccooiiiiiiiii s 30-31
1P SID PrODE UM ..o e 30-32
ID SID PrODE SLALUS ...ovveeeeieciee et 30-33
IP SID PrODE SENG ... s 30-34
ID SID PrODE EXPECE ...t 30-35
SNOW P SID e 30-36
SNOW 0P SID CIUSLEIS ... 30-38
SNOW 0P SID CIUSLET .. 30-41
SNOW i SID CIUSLEr SEIVEF ....vvcvieecee e 30-45
SNOW 1P SID SEIVETS .. 30-48
SNOW 0P SID PrODES ... 30-50

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXVii



Contents

Chapter 31 IP Multicast Switching COMMAaNAS .........cccociiiiiiiiieee e 31-1
IPp MUItICASt adMIN-STALE .......ccooeieerieiie e 31-3
ip multicast flood-UNKNOWN .........ccoooiiiiiie e 31-5
IP MUITICASE VEISION ...ooeiviiiiiiictece ettt st 31-7
ID MUItICASE POIT MAX-gIOUD ..oveiveeieeieiieeierieie e sie e see e see st stesre e seeneeneens 31-9
ID MUILICAST MAX-GIOUP .e.vviveieieeiiesie st ee et e e see et see st e sresreereareaneenee e 31-11
ip multicast static-NEIGNDOT .......ccooiii i 31-14
ID MUItICASE SEALIC-QUETTET ...ovveveieecie e 31-16
ID MUILICASE SEALIC-GIOUP ..ovvevieieieece e 31-18
ip Multicast QUENY-INTEIVAL ..........cceviiiiece e 31-20
ip multicast last-member-query-interval ...........cccooveieiiiiiis e, 31-22
ip multicast query-response-interval ...........ccccocceeviieniiiie s 31-24
ip multicast unsolicited-report-interval ............cccooviririnniiie e 31-26
IP MUILICASt FOULEr-tIMEBOUL ......viveiieieiiceee e 31-28
ip MUILICaSt SOUICE-tIMEBOUL ....o.viiiieiice e 31-30
ID MUITICAST QUETYING .vvveiteeeieiierieie sttt st ne e e 31-32
ID MUILICASE FODUSINESS ....iiiieieeiciieiee e 31-34
IP MUItICASE SPOOTING ...veiviiieiieiice e 31-36
ip multicast spoofing StatiC-SOUICE-IP ...coevvvieiire e 31-38
ID MUILICASE ZAPPING vevveveieiere ettt re e enee e 31-40
ip multicast querier-Forwarding ........c.cccovvevveeieie s 31-42
ID MUILICASE PrOXYING ©ovveviiiiecie et ne e 31-44
ip Multicast helPer-address .........ccviviiieeiecee s 31-46
ip multicast Zero-based-qUENY ... 31-48
Ip MUlticast fFOrward-MOGE .........ccoeriiiiiiire e 31-50
ip multicast update-delay-interval ... 31-52
1P MUITICASE TAST-JOIN w.ovviiiiiiiicee e e 31-54
IP MUILICASE NOST-TIST ... 31-56
ID MUILICASE SSM-MAP ...eeeiieeceee ettt sre e e e e 31-57
ip multicast initial-packet-buffer admin-state ...........cccccoevivvieniniiieieneere e, 31-59
ip multicast initial-packet-buffer max-packet ..........ccoccoovivvininiiiei e, 31-61
ip multicast initial-packet-buffer max-flow ..o, 31-63
ip multicast initial-packet-buffer timeout ............ccocoovii i, 31-65
ip multicast initial-packet-buffer min-delay ... 31-67
ip multicast display-interface-nNames ..........ccocoeoiiiiiiiinnie e 31-69
ip multicast inherit-default-vrf-config ... 31-72
IP MUIEICASE PrOfile ..o 31-74
ip Multicast apply-Profile ..o 31-78
IPV6 MUItICast adMIN-STALE .........ccoveriiiiiieree e 31-80
ipv6 multicast flood-UNKNOWN ........cccooiiiiriiiin e 31-82
IPVE MUITICAST VEISION ..o.viiiieieiieiicieeeeie e 31-84
IPV6 MUIticast POrt MaX-grOUD .....cceeveererreeirieareereeieeeseeseeseeseeseeseeseessessesseeneenens 31-86
IPVE MUILICAST MAX-QIOUD .vevevriieriesiesieeeeesesieeree e see e see e e see e sresre e snesnaenee e 31-88
ipv6 multicast static-NeIghDOr .........cccoov i 31-90
IPVE MUIticast StAtiC-QUETIET ......ccvierrieieee e 31-92
IPV6 MUItICAST StALIC-GrOUD ..oviviieiiieieceee e 31-94
ipv6 multicast query-interval ... 31-96
ipv6 multicast last-member-query-interval ... 31-98
ipv6 multicast query-response-interval ..., 31-100
ipv6 multicast unsolicited-report-interval ... 31-102
IPV6 MuUIticast rOULEr-TIMEOUL .........cccceiiriiice e 31-104
IPV6 MUItICaSt SOUCE-TIMEBOUL ......ceeviieieeieieeer e 31-106

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXViii



Contents

IPVE MUILICAST QUEIYING ..vovveveiiiciece sttt 31-108
IPV6 MUILICAST FODUSINESS ..o s 31-110
IPV6 MUItICast SPOOTING ...cvvvveiiiiiiree s 31-112
ipv6 multicast spoofing StatiC-SOUICE-IP .....ccvvveveieriiireree e 31-114
IPVE MUILICAST ZAPPING .o.vvveeeiiiiesieeise ettt 31-116
ipv6 multicast QUErIEr-FOrWardiNg .......cccccevererieriere e 31-118
IPVE MUILICASE PrOXYING ..vvivvevieiierieieie e nne s 31-120
ipv6 multicast helper-adaress .......coveveiiieineeece e 31-122
ipV6 multicast Zero-based-QUENY ........covciverereierie e se e 31-124
ipv6 multicast forward-mode ...........cccoviiiiiiicc e 31-126
ipv6 multicast update-delay-interval ............cccceoeviiiiiiiie e, 31-128
IPV6 MUILICASt FASt-JOIN ...uvcviiiicicicece e 31-130
IPVE MUILICAST NOST-HISE ...oviiciiicce s 31-132
IPVE MUILICAST SSM-MAP ...veiiieiiieie e 31-133
ipv6 multicast initial-packet-buffer admin-state ...........ccococvvveriiiinniiercenne, 31-135
ipv6 multicast initial-packet-buffer max-packet ..........ccccooveveieieienineiienennne 31-137
ipv6 multicast initial-packet-buffer max-flow ..........cccccoovvvriniiiniei e 31-139
ipv6 multicast initial-packet-buffer timeout .............ccocvvevieriniiee e 31-141
ipv6 multicast initial-packet-buffer min-delay ..........cccccoovvrieiiiciciececee 31-143
ipv6 multicast display-interface-Names ..........cccocvierierininnnsiesieeeere e 31-145
ipv6 multicast inherit-default-vrf-config .........cccocvvvviiniiii e 31-147
IPV6 MUILICASt Profile ....cocvieiceicice e 31-149
ipv6 multicast apply-profile ... 31-153
SNOW IP MUIICAST ... e 31-155
SNOW P MUITICAST POIT ..o 31-161
ShOwW ip MUIEICASE FOrWArd ..........ccoiiiiiiiee e 31-164
Show ip MUIticast NEIGNDOr ... e 31-167
SNOW i MUILICASE QUETTET .veeeeeee e 31-170
SNOW i MUILICASE GIOUDP .vveveieiee et e 31-173
SNOW i MUILICASE SOUICE ...e.vveeieeciiciicie e 31-176
ShOW ip MUILICASE TUNNEL ..o e 31-179
ShOW ip MUItICASE NOSE-TIST ..o e 31-181
ShOW ip MUILICASE SSM-MAP ..eveieeeieiecieceeeee e e 31-183
ShOW ip MUILICASt DIIAGE ..c.ooveeiiiee e 31-184
show ip multicast bridge-forward ... 31-186
show ip multicast Didir-Forward ... 31-188
Show ip MUItICASt Profile ... e 31-190
SNOW IPVE MUITICAST .....ovviee e 31-192
SNOW IPVE MUITICAST POIT ....eiiiieiiccce e e 31-198
ShOW ipV6 MUILICASE FONWAIT ......cc.eeviieiiieieicee e 31-201
show ipv6 multicast NeIghDOr .........c.covviiii e 31-204
SNOW iPV6 MUILICAST QUETTET ....iiveeiiecieeeeieee et 31-207
ShOW iPV6 MUILICASE GrOUD .veveveiecieciecie e 31-210
SNOW IPV6E MUILICASE SOUICE ....veveviiieiieciecieeeee et 31-213
ShOW ipV6 MUILICASE tUNNEL ......ocveieecccece e 31-216
Show ipv6 MUItICaSt NOSE-HISt .........coeiiiiiiicec s 31-219
ShOW ipV6 MUILICASE SSM=MAP ....eivieiiiiiiii et 31-221
ShOwW ipV6 MUILICASE DFIAQE .....ooviiiiiiiice e 31-222
show ipv6 multicast bridge-fForward ..o 31-224
show ipv6 multicast DIdIr-FOrward ..o 31-227
Show ipv6 MUILICASt PrOfile .......oovviiiieeeee e 31-230

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXiX



Contents

Chapter 32 DVMRP COMMANTS ..oiiiiiieiiieiie ettt sttt s taesbeasaesteesteesbeebesneesteenteenes 32-1
IP 1020 AVIMIP ettt st 32-2
IP AVMIP @dMIN-STALE ....c.eiviieeiieeeree ettt 32-3
ip dvmrp Flash-INterval ..o 32-5
IP AVMIP Graft-tiMEOUL .......oovieiie e 32-6
To 0Ly T =] o Lot S 32-7
IP AVMIP INterface MELHIC ...oovieeeeecec e 32-8
ip dvmrp interface mbr-default-information ..........ccccooviviviiincic e, 32-9
ip dvmrp neighbor-interval ..o 32-10
ip dvmrp Neighbor-timeouUL ..........ccooiiiie s 32-11
ip dvmrp prune-lfetime ... 32-12
IP AVMIP PrUNE-tIMEOUL ......ceeiiieie et 32-13
IP AVMIP rePOrt-INEIVAL .....ocoiveiieice e e 32-14
ip dvmrp route-NOIAAOWN .......ccvoiiieiciieee e 32-15
IP AVMIP FOULE-tIMEOUL ..o 32-16
ip dvmrp SUBOrd-default ..........cooviieeee s 32-17
] 0 T0 LT T N0 1Y 1 1 o TS RPRPN 32-19
SNOW i AVIMIP INEEITACE ....ecvieeieeieee e 32-23
ShOW ip AVMIP NEIGNDOT ..o 32-25
SNOW ip AVMIP NEXTNOP .vviiiciee e 32-27
SNOW P AVIMIFP PIUNE <.ttt esee e nae s 32-29
SNOW P AVIMIFP FOULE ..ot ettt 32-31
SNOW ip AVIMIIP TUNNEL <. 32-33

Chapter 33 (o 11V 07014 010 o= Tg T LU SPRORRRN 33-1
IP 1080 PIM et n 33-3
ip PimM SParse admMiN-StALE ..........ccvreiieriieirese e 33-5
ip PIM bidir QdmMIN-SEAE ......ooeiiiicere e 33-7
ip PIM dense admMiN-STALE ...........cocereiiiiere e 33-9
ip PIM rP-hash @dmMIN-STALE .........ccccerviiirieieeire e 33-11
1D PIM SSIM QIOUD ..vveveeeeitesiesiesteete st eseeseesee e s teseeseeseeseestessestesseeseeseeseeneeseeseeneeseesees 33-13
[Jo ol Lo A TT= R (o TUT oIS 33-15
TN o1 LI 0] S 33-17
T oIS LA o oS 33-19
[T LI 10 Yo%: ) ol PRSPPSO 33-21
[Jo oLl er= Tl [T Fo U= o PP 33-23
IP PIM IP-tAreSNOI ....c.ooviiiee e 33-25
ip PiM Keepalive-Periof ........cccoeiririeireiee et 33-27
1P PIM MAXATPS ettt sttt sttt s et et re e et resee e 33-29
ID PIM PrODE-TIME ..ottt e 33-31
IP PIM regiSter CRECKSUM .......ccviiiieeeere e 33-33
ip PIM register-supPPresS-tiMEOUL ..........cocvvviviieieeeee e 33-35
ip PIM register-rate-limit ... s 33-36
IP PIM SPL AdMIN-STALE .....eiiieeiei e s 33-38
ip pim state-refresh-interval ..o 33-40
ip pim state-refresh-limit ..o 33-42
ip pIM State-refresh-ttl .......cccooiiiii s 33-44
IP PIM NEEITACE .o 33-46
ip pim neighbor-loss-notification-period ..o 33-50
ip pim invalid-register-notification-period ... 33-51
ip pim invalid-joinprune-notification-period ..........cccoccvvieieninininin e, 33-53
ip pim rp-mapping-notification-period ...........cccocvvivveieniine e 33-55

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXX



Contents

ip pim interface-election-notification-period ............ccccoevviieeiiiiiicic e, 33-57
ip pim nonbidir-hello-notification-period .............ccoeoviiirniiiinniine e 33-59
IP PIM dF-aDOMT ..o e 33-61
IP PIM MBI AH-SOUICES ... e 33-63
ip PIM df-periodiC-iNTEIVal .........cccoooiiiiieeecee s 33-65
1P PIM DFA-SLALE ..o s 33-67
ip pim bfd-state all-INterfaces ........ccoviviiveieese e 33-69
ip pim interface DFA-SAte .........coccviveiece 33-70
ip PIM bidir SSM-COMPAL .......ecieieieece e s 33-72
ip PIM DIdir fast-JOIN .....ocviiieecc s 33-73
ip pim sparse aSM-fast-JOIN .......ccccoeiiiiiiiie e 33-74
Ip PIM SParse SSM-TaSt-JOIN ......cvciiiiiiii i 33-76
ip PiM JOINPIUNE-PaCKING ....ccociiiiiiiieeere e 33-77
SNOW I PIM SPAISE .veveiiteieiiiterieiisie ettt bbb sesae e seateseene e 33-78
SNOW 1P PIM GBNSE ..ttt sttt seens 33-82
SNOW D PIM SSIM GIOUD .vvveevienieiiesiesie et ste st ste e eeseestesteseeseesresresseeneeneas 33-85
SNOW i PIM ENSE GIOUP ..vveereeieieie it sie sttt sttt et seeene s 33-87
SNOW i PIM NEIGNDOT ... 33-89
ShOW ip PIM CANAIALE-TY ..oveveieiece e 33-92
SNOW i PIM GrOUP-MAP ..evviveerieeeieieiesiesiesesie e ste e e reese e eseeseeseensesaesaessesrenaens 33-94
SNOW P PIM INEEITACE ..ovviiicece e 33-96
SNOW P PIM SEALIC-TP .voviieiie e 33-100
SNOW P PIM ANYCASE-TP veveivecieiie ettt 33-102
SNOW P PIM CBSE .o e 33-104
SNOW P PIM DS e e e 33-106
ShOW ip PIM NOUITICALIONS ..o.viiviiiiiiiiiieiiie e e 33-108
SNOW 0D PIM GIOULE ...ttt bbb 33-111
SNOW 0D PIM SOIOULE ..eovvieieie ettt nee s 33-115
ShOW i PIM AFf-EIECHION ..o e 33-120
IPV6 Pim Sparse admin-State ..........cccceiveieriieiiiieie e 33-122
iPV6 Pim bidir admin-State .........ccccceveiireiese e 33-123
IPV6 Pim dense admiN-STALE ..........ccceverieririrsieri e 33-124
PV PIM SSIM GIOUD .vevveeeieiesieeiesiesieeree e eee e eesesae e ste st sresresresresteesaeseasaeseeneens 33-125
IPVE PIM AENSE GIOUP .eveveeeeieieie sttt sttt be bbb snenes 33-127
IPVB PIM COST .ttt ettt sb et 33-129
IPVB PIM SLALIC-TP wveeiieiiite ettt e 33-131
PV PIM BNYCASTTP .veviiieiiiiiiiiieieeee ettt sbe b nre s 33-133
IPVE PIM CANIAALE-TP ...oviveieiei et e bbb 33-135
PV PIM FP-SWITCOVEL ..oviiiiiiiiiee e 33-137
IPVE Pim register-rate-lmit ... 33-138
IPVE PImM SPt adMiN-STALE .....ceeeeieiere e 33-139
IPVE PIM INTEITACE ...cveeeeieee e 33-140
IPVE PIM DFA-STALE ...ovveiec e 33-144
ipv6 pim bfd-state all-iNterfaces .......c.ccovvvcveiiiivcieee e 33-146
ipv6 pim interface DfA-State ........cccoeveriiic e 33-147
IPV6 pim Didir SSM-COMPAL ....eoviieiiiieiec e s 33-149
IPV6 pim Didir FASt-JOIN ..o s 33-150
IPV6 pim Sparse asm-Tast-JOIN ........cocviiiiiiiniiiineeiee e 33-151
IPV6 Pim SParse SSM-TASt-JOIN .....cccceririiiiiiiiieie e 33-153
IPV6 PIM JOINPIUNE-PACKING ...cvviviiiiieiieie sttt e 33-154
SNOW 1PV PIM SPAISE ..eviveieeeiiiierieeieeie st e et sttt sne e e e s 33-155
SNOW TPV PIM UENSE ...ovviieie ettt sttt ee 33-159

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXi



Contents

Chapter 34

Chapter 35

SNOW IPV6 PIM SSM QIOUD .vevveveiieiiiciiete ettt sttt 33-161
ShOW ipV6 PIM dENSE GrOUD ...voveeeeiieiicieiee st 33-163
ShOW IpV6 PIM INTEITACE ..ovoviieiiciec e 33-165
ShOW ipV6 PIM NEIGNDOK ......coiviiiieecec e 33-169
SNOW IPVE PIM STALIC-TP vvvvieeeie e 33-173
SNOW IPV6B PIM @NYCAST-TP .o.veieiiieieieiiei ettt 33-175
SNOW iPV6 PIM GrOUP-IMEP ...veeveeieiieeeiereeeeeeeeeeee ettt es 33-177
ShOwW ipV6 Pim CaNCIAALE-TP ...cccvieeeeereieeee e e 33-179
SNOW IPVE PIM COST <oeeeiceiee e 33-181
SNOW TPV PIM BSE ..o 33-183
SNOW IPVB PIM GrOULE ..o.viiiieciecie et 33-185
SNOW IPV6 PIM SGIOULE ...ovveiiiiciie e 33-189
Show ipv6 Pim df-€leCtion .........cccoiiiiiiieie e 33-194
Multicast ROUting COMMANAS .......cccoiiiiiiiiiieiee et 34-1
IP MPOULE-DOUNTAIY ...cooviiiiiicie e 34-3
ip mroute-boundary eXteNded ...........cvoveiierere s 34-5
I Mroute INTErface Tl .........cov e 34-7
1D MIOULE MDE oot ere e 34-8
ipV6 mroute iNterface tl ..o 34-10
SNOW ip MIOULE-DOUNGAIY .....oiveieiiecie et 34-11
SNOW P MIOULE .ottt sttt et reeneeeas 34-13
SNOW TPV IMIOULE ....ecviiviciicie ettt sttt sttt sresae s 34-15
ShOW ip MIroute INLEIfACE ......cceiveiiieie e e 34-17
ShOW ipV6 Mroute INTErfACE ......ccccvvivecicieecee e 34-19
ShOW i MIOULE-NEXENOP ...cvviviiiieiiiecciee et 34-21
ShOW IPV6 MIOULE-NEXTNOP ..veviieiiieiciee s 34-23
SNOW I MIOULE MDE ..ottt 34-25
(@ T 1S 070 2 211 ¢ F=1 2 [0 [ PR UR O PR 35-1
o[0T PP PPRPR 35-3
OS TrUSE-POITS .ottt bttt et bbb sb e b sbe e nnes 35-5
(0T LST 0] 4iT7= Vo I oo SRS 35-7
OS 10g CONSOIE ...ttt eete e enaenees 35-8
0T 1SJN [T T T3-SR 35-10
QOS 10G HBVEL .o e 35-11
QOS SEALS INLEIVAL ..evieviiicic e 35-13
QOS PRONES .t et re e 35-14
QO0S QUArANtINE MAC-GIOUPD ...veveerereeriaieeeresiesieresteseereseeseeseseesesseseesesseseesesseseasessenens 35-16
QOS USEI=PONT ..ottt ettt sttt sr e nnne s 35-18
(0 T0 L3 [T OSSO SSURPTSTRPN 35-21
AEIUG GOS vttt r e 35-23
debug QoS INTEINAL ......ooeieieieeeeee e 35-25
(o [= =T 0130 oo SRS 35-27
[0 [oLSIR=1o] o] Y SRS 35-28
0[O LS R =3V o SRRSO 35-29
QOS TIUSN e s 35-30
0[S =11 RSP PTR 35-32
OS SEALS TESEL .veevveitiesieeiteeieciee sttt e st et e et e st e e sbe e e e s reesbeesbeereesteesbeesbeesaesteenreens 35-33
OS SWITCN-0FOUD .eviiiitieiieieiieie ettt bbbttt 35-34
0OS PO TESET ..ttt 35-36
(0 [0 00 ¢ S TP PP TR PP R PPRR PPN 35-37

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXii



Contents

Chapter 36

QOS POIL EFUSTEU ...viiiiiiiiiceceee ettt et nesrenne s 35-39
qos port maximum egress-bandwidth ... 35-41
qos port maximum ingress-bandwidth ..o 35-43
q0S POrt Maximum dePLh .......coiiieiieee e 35-45
O0S POrt default B0Z2.1D ..ocveeieeeeeee e s 35-47
OS POIt AefaUIt ASCP .vivveeieieiee e 35-49
qos port default classifiCation ..........cccccoovieieiie s 35-51
0 To LSy o) i e L OSSR 35-53
0T ES o ] T 1] 0T i USSR 35-55
JOS OSP OD +erveerreerrenreestensteessesseesseesseassesseesseesseessessesssesssesssessesssessseessesesssesssesssesenns 35-57
(o[l o 0 ) SRR 35-59
qos qsp system-default ... 35-62
GOS GSI SEALS ©.vereeteeeseeierieeetete ettt ettt sttt sttt ettt renae e 35-64
SNOW OS PO .ttt ettt bbbt sbe e eneneene e 35-66
SNOW OS SHICE .ttt st 35-69
] 010 TY o o L3 oo OSSR 35-71
SNOW (JOS CONTIQ vvveieiiiieeie ettt sne e 35-73
SNOW (JOS SEALISTICS ...veveviriisieeieeiesee e see st sttt e e st st eenre e 35-76
SNOW (JOS ST SUMIMEIY ..eveieeeieeieeiiesiesieeesiesiesteseestestesteesessesseesseseeseessessessessessensens 35-79
SNIOW (JOS ISP +verververeereertesteseestestesseaseeseassessessessesseseessessessessessenssesseseessessessessessensens 35-81
SNOW JOS WIP veevtirteeeteste e ste st teste e s esaesaesaesteaesaesbesaesteesaetesseanaesseseensestestessenrennens 35-86
SNOW (OS ST +vvervirreieieitestesteste s e sttt e e et st e et e s teste st e e beebesteente st ese e s e sbesbessesrennens 35-89
SNOW (OS ST STALS veuviviiviiiicieee ettt ettt s re e srenne s 35-94
SNOW (OS ST WIEH-STALS .....ecvvivieiciicieie sttt 35-97
Show (0S gSP SYSTEM-AETAUIL .......ccvoiiierie e 35-99
ClEAr (OS ST STALS ..e.viviiieiieiieieie ettt bbb bbb 35-100
QOS GSP ACH IMPOIT ...t b 35-102
0 To 1SN0 ] I (o3 o 8 oSS 35-104
gO0S SP ACH tC-NUMDEIING ...ooveieeeece e 35-106
o To LSy T ] 0 [ S 35-108
gO0S (Si ACH dCHX VEISION ...cevoiieeci s 35-110
qos gsi dch dchx admin-State .........ccocvvieiiiiiriiieeeee e 35-112
O0S (Si ACH ACHX EES ...vveicice e 35-114
Q0S gSi ACH dChX PFC .o 35-116
SNOW OS GSP TCD ..ottt 35-118
Show OS gSi ACH ACHX ...evieiiic e 35-121
SNOW (OS GST UCD BES ...eoviiiiieiiesie b 35-124
SNOW (OS ST ACHX PTC ...t 35-128
SNOW (JOS PTC-10SSIESS-USAGE ....ccveviiieiiiieniiiiieeee e 35-130
ShOW (OS gSi ACD PFC SLALS ..vvvvvieeieieeieiiceeeee e e 35-132
clear qos gSi dCh PFC SLALS ..vveveeieieicee s 35-134
(@ To 1T =lo] 1oV @0 2101 218 = T Lo [ RS 36-1
00 103 ] -SSR 36-4
1EC MESSAPE-TYPE PIIOMILY vviveeece e 36-8
ieC message-type fIUSH ..o 36-10
TEC SNOW ..ttt bbbt b ettt bt 36-11
policy Validity-Pperiod ........cccceoiiiieie s 36-12
070 103V L AP SSRR 36-15
POLICY TIST FUIES .t 36-17
POLICY NEIWOIK GrOUD ..vviveieiiieeice e 36-20
POLICY SEIVICE QIOUD ..voveeeiieeiesiesiesie e eeie ettt sttt e e e nee st seesresne e 36-22

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXiii



Contents

00 LT3V A g Tol | £ 10 o SRS 36-24
(010 Loy Y oL A | (01U OSSR 36-26
POLICY MAP GIOUP eevinieiiiieieie ettt sttt sttt et sae e e sens 36-29
POLICY SEIVICE .ttt ettt sttt sttt nene 36-31
PONICY SEIVICE PrOTOCOI ..ot 36-34
POlICY SEIVICE SOUICE tCP-POIT ....cvveveeieiiesieeie e sie st ete e sre e ene e 36-36
policy service destination tCP-POIt .......cocveiveiieiieieie e 36-38
POlIiCY SErVICe SOUICE UP-POIt ..ocveiveieieiieeieeeeeetee et 36-40
policy service destination UdP-POrt ........ccccvererereiieie e 36-42
[00] LoV Aot 1o 1) £ o o SRS 36-44
POlicy CONAILION SOUCE P ..vovveviieieiecie et 36-47
policy condition SOUICE IPVE ........cceiiiiiiiiiiceceeese e 36-49
policy condition destination iP .........ccoeierireiinieie e 36-51
policy condition destination IPV6 ..........ccccevveiereieiireise e 36-53
policy condition MUItICAST 1P ...cvvveviiii e 36-55
policy condition source NEWOIK groUp ......cceoveeerierivene s 36-57
policy condition destination NEtWOrK group .......c.ccoeveevveeieeiniiere e 36-59
policy condition multicast NEtWOIrK group ........c.coceveverenieneneeeeeeeeese e 36-61
policy condition SOUICE IP-POIt .......cccvvivieeeeieeeiee e 36-63
policy condition destination iP-POrt ........ccccevereierieve s 36-65
policy condition SOUICE tCP-POIL ......ccvverieeeeieieiere e 36-67
policy condition destination tCP-POIt .........ccevvevieiiiiiieie e 36-69
policy condition SOUrCE UP-POIt .........ccviveierieieieie e 36-71
policy condition destination Udp-POrt ... 36-73
policy coNdition EtNEITYPE ......coviiiriiiiiere e e 36-75
policy condition establiShed ... 36-77
policy condition (CPTIAGS .....ccvevveiireiiie e 36-79
POlICY CONAITION SEIVICE ...oviieiiiiesiecie sttt ens 36-81
policy cONAitioN SEMVICE QIOUP ..ocvevververieriiriesesiesieeieeeerie et eee et ere e sreeneens 36-83
policy condition ICMPLYPE ...ocveveieiececirie s 36-85
policy condition ICMPCOTE .....c..evvveiiiiriire e 36-87
policy condition iP-ProtoCOl ........cccevviieiiiie s 36-89
POLICY CONAILION TPVE ..o 36-91
policy condition FIOW-1abel ... 36-93
POLICY CONAILION TOS ....viiviieiiiieieie et 36-95
POLICY CONAILION ASCP ..vevereieiiieieie et e 36-97
POliCY CONAILION SOUICE MAC ....vvevieiieiieiieie ettt 36-99
policy condition destination MAC .......cc.cuiieriererieie s 36-101
policy condition SOUICE MAC GIOUP ....ccereeeerieieriesieriesiesiesiesieereeeeee b seeseeseeseas 36-103
policy condition destination Mac groUP .....ccocceverererenene e 36-105
policy condition SOUICE VIAN ........cccooiiiiiiiiie e 36-107
policy condition INNEr SOUICE-VIAN .......c.cceeiiieieririece e 36-109
policy condition destination VIan ..........c.ccccveoviiiieiieiciece e 36-111
POlicy CONAItION B02.1P ..viiveieiiiieie e 36-113
policy condition INNEI 802.1P ....vvvvieieiire e 36-115
policy cONditioN SOUFCE POI .......c.oiiiiiiirieinie et 36-117
policy condition destination POt .........c.ccooeiiiieiiene e 36-119
policy condition SOUICE POt GrOUPD ..c..ccveiueeierieiesiesie et 36-121
policy condition destination POIt GroUP .......coeverererierenenieneeee e 36-123
POLICY CONAITION VIT ..oiiiie s 36-125
policy condition FragMENTS ........cccvveiiiirirece e 36-127
policy condition apPfP-groUP ....c..oceeererieiei e 36-129

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXV



Contents

Chapter 37

policy CONAItiON VXIAN ......cccoiviiiiiii e 36-131
policy condition vXIan iNNer SOUICE MAC ......cccvvuerieirereee e 36-134
policy condition vxlan inner SOUrce Mac-groUpP ........cccceeerrereeresereeeseeneeeseenenns 36-136
policy condition VXIan iNNEr SOUFCE P ...coecvverieiririeerec e 36-138
policy condition vXIan iNNer SOUICE IPV6 .......ccccevererereinnnseeeeeee e 36-140
policy condition vxlan inner ip-protocol ...........ccocvvivvivivniiiiinieeree e 36-142
policy condition vXIan iNNer 14-Pport ..........cccooeveiieiiiie e 36-144
policy condition vXIan VXIaN-port ..o 36-146
[010] 1103 YA 1o £ [ o SRR 36-148
policy action diSPOSITION .......c.ccvevviieii i 36-150
PONICY ACHION SNAMEA ....c.eeviieice e 36-152
PONICY ACLION PHIOFILY ..veeviiiieieicic et 36-154
policy action maximum bandwidth ... 36-156
policy action maximum depth ..........ccocviriiiieii e 36-158
[070] 103 Y= Tox o o I o | OSSR 36-160
00 [TV AR Tot A o 1ot o LU I o] o] 1 A 36-163
[00] 1103V 1014 ] I 0L SRS 36-165
00 LT YA 1ot ] 1= 020 o SRS TT 36-167
PONICY ACHION ASCP .vvvveieeieieee ettt e 36-169
PONICY ACHION MAP 1.viiveiiieicieieee et 36-171
policy action permanent gateWay-iP .......ccccervereererereriesnseseeee e see e ses 36-173
policy action permanent gateWay-ipV6 .........cccccveveresesienieseeeereesee e 36-175
policy action port-disable ..........ccccceviiiiiiici e 36-177
policy action redireCt POIt ........cocveeeiiiesece e e 36-179
policy action redireCt liNKagg .........ccooverieiiieies s 36-181
POlICY ACLION NO-CACNE ..o 36-183
POLICY ACTION MIITOT ..t 36-185
ShOW POLICY NEEWOIK GrOUP ..oveveiiieecieceeeee e 36-187
SNOW PONICY SEIVICE .ouviiveieiieeie ettt sttt s ne e ee 36-189
SNOW POLICY SEIVICE GrOUPD vvevverieeeieitesiesiesieeteeseeieseeee s ettt see e neeneeneenee s 36-191
SNOW POLICY MAC GIOUP wvovveveiieiieiiesieste sttt sttt e e e s 36-193
SNOW POLICY PO GrOUD .vvvveeeiesiecieeeeete ettt 36-195
SNOW POLICY MAP GFOUP vvveeeieiieiiesieetesieeieeeeteeee e eae et stestesnesresneeneeneeneesee s 36-197
SNOW POLICY ACHION ...eieiiiiiee e 36-199
ShOW POIICY CONAILION ... 36-201
ShOW aCtive POLICY FUIE ..o 36-203
SNOW POLICY TUIE .o e 36-205
show policy Validity Period ..o e 36-207
ShOW aCtiVe POLICY TIST ....oivieiiiiiie e 36-209
SNOW POLICY TISE .ot 36-211
ShOW POLICY IPVA-SUMIMANY ....viiiieiieeiieeieeeeteeiesee e sie sttt enee e e see e s 36-213
ShOW POLICY IPVB-SUMIMANY .....oiveiiiiiiiieeeeiieieeie ettt ee e e s 36-215
Policy Server COMMANAS .......cceiiiiiiie e ee e st e e 37-1
PONICY SEIVET 10A .....ovcveeeieiece e e 37-2
PONICY SEIVET FIUSN ..o 37-3
010 LoV A=Y YT OSSPSR 37-4
SNOW POLICY SEIVET ..ttt ne e e 37-6
ShOW POLICY SEIVEF TONG ....oviiiiiciiciece e 37-8
ShOW POIICY SEIVEr STAtISTICS ...vevevireiieiiiie e 37-10
SNOW POLICY SEIVET TUIES ..o.viviiiieieiee et 37-12
SNOW POLICY SEIVEN BVENTS ....ecviiieieieeieiesieeeeeeee ettt sttt ee e nne s 37-14

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXV



Contents

Chapter 38 F AV AN 0o ] 011 4 1 F- 1 Lo [PPSR 38-1
A8A FAQIUS-SEIVET ....ivviiviitecteetiete ettt sttt e et e st e e et e st e s besbeebeebe e s e sbeeeae b e 38-4
aaa radius-server health-Check ... 38-7
aaa radius unp-profile-preCeUBNCE .......covviiireiiiiiee e 38-9
888 TESE-TAUIUS-SEIVET .....iiiiieeeeieieiee ettt estesrestestesrenne s 38-10
888 TACACST-SEIVET ...iitiiitieiiiiie ittt ettt sttt ettt bbbt bb b nbe et nnenaees 38-12
aaa tacacs command-authorization .........c.cccovevereveniene s 38-15
T T 0o =] T OSSP 38-17
system fips admMIN-StAte .......cccoiviieiiece e 38-20
283 AUNENTICALION .....iiiiiiiie e et 38-22
aaa console admMin-ONIY .......cccoiiiiiiiiices e 38-25
aaa authentication default ... 38-26
282 ACCOUNTING SESSION ..veiveiiieeieiirieieieie ettt see st et e sesteseene e 38-28
232 aCCOUNLING COMMANG .....veiiieiiieieiere ettt 38-30
aaa device-authentiCation ............cccccvciieiiiii i 38-32
T N (o1t 1] o1 T [PPSR 38-34
aaa accounting radius calling-station-id ..........ccccoeveivrieieinnene e 38-36
23a 802.1X re-authentiCation ..........ccooeveienieie s 38-38
28a INLEMIM-INTEIVAL ..o 38-40
88a SESSION-TIMEOUL .....iiiiieieee et nrenne s 38-42
88A SESSION CONSOIE ..vivviiiiieie et iee ettt et e et sresrestesreeneeneas 38-44
288 INACHIVILY-10QOUL ....c.oiiiiiiiieieee e 38-46
288 radiUS NAS-POIT-I0 .....oiiviiiiiiiiee e 38-48
aaa radius NaS-IdeNtIfIEr ..o 38-49
238 radius NAS-IP-A0AIESS ......eciiiiieieie e bbb sae e 38-50
2aa radius MAC-TOIMAL ........coiieiic e 38-52
B8 PIOTIIE Lo 38-54
=] STV R PR 38-58
[0 ST (o RS 38-62
USETr PASSWOIT-SIZE MIMN ...eiiiiiieiiiicie et see e 38-64
USEr PaSSWOTIT-EXPITAtION ....vieieeiieeeeeseee et 38-65
user password-policy cannot-Contain-USErNamEe ........cc.ccecvrvrivereereereerereseeseeseens 38-67
user password-policy MIN-UPPEICASE ......cccvivrrreeeerieiesiesieseesseseessessessessesseeseenes 38-68
user password-policy MiN-IOWEICASE ........ccccoreriiiriniei e 38-69
user password-policy MiN-digit ... 38-70
user password-policy min-nonalpha ... 38-71
USET PASSWOTT-NISTOTY ....oviiiiiieiiiiieite sttt 38-72
USET PASSWOTT-IMIN=B0E ....eevviiierieieieesie ettt sttt see bbb sbe st b ne e 38-73
USEr IOCKOUT-WINOW ...ttt 38-74
USEr [0CKOUE-tNIESNONU ......c.viiieeceec e 38-76
USET [OCKOUL-AUIALION ....ovviiiieeieiieie et 38-78
USET [OCKOUL UNTOCK ....vieiiiieiee st 38-80
SNOW @88 SEIVET ....vieeieiteitesteete e see e e e e ste e stestestestesteeseeteaseeseesseseenseseestessesrennens 38-81
SNOW @88 SEIVET STALISTICS ..vivvivvieiieiicte e 38-85
aaa radius-server Clear-StatiStiCs .........cvvvivriiiienesr e 38-89
ShOW 28 QUENENTICALION ......coiuiiciieecc e 38-90
show aaa device-authentiCation ... 38-92
SNOW 888 ACCOUNTING ...viiviiietieiieieie ettt sttt st b bbb ene e 38-94
SNOW 888 CONTIY ..vvirieieiieie ettt see st 38-96
ShOW @88 radiUS CONTIG ..oiveeiiieiiieiee et e 38-99
show aaa radius health-check-config .......ccccooeveieiiii 38-101
SNOW 888 PrOTIlE ..o e 38-103

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXVi



Contents

Chapter 39

show aaa session CoNSole CONTIG ....cccvviveiiii i 38-106
SNOW USET ...ttt ettt sttt et ettt e st st et besbeebesaeeneereereesee e 38-107
ShOW USEr PaSSWOIT-POIICY ....cerviiiriiiciiieesiees et 38-110
ShOW USET lOCKOUE-SETEING .. vvvvieeeiieicieieesiee e 38-112
SNOW 888 PrIV NEXA ...oveveieeieeie et see s 38-114
SNOW SYSEEM TIPS .eoieiiieiie ettt 38-117
888 SWILCH-ACCESS MOUE ...t 38-118
aaa switch-access ip-lockout-threshold ... 38-119
aaa switch-access banned-ip release .......ccccvvviviieiinniiciccn e 38-121
aaa SWitCh-access Priv-Mask ........ccccccviiviiiiiiicc e 38-122
aaa switch-access management-stations admin-state ...........cccccoeevevieiieienennenn, 38-124
aaa switch-access management-stations ...........c.ccccevvreeiieieeieesescse s 38-126
Show aaa SWItCh-aCCesS MOUE ........ccvveiririeiric e 38-128
show aaa switch-access ip-lockout-threshold ..........c.cccovevveviiiiiiiiice, 38-129
show aaa switch-access banned-ip .......ccccccveriieiininc e, 38-130
Show aaa SWItCh-acCeSS PriV-MASK ........cccceieiierieriiiee et 38-131
show aaa switch-access management-stations .........ccocoevvvveienieerienenenene e 38-133
show aaa switch-access hardware-Self-test ... 38-135
show aaa switch-access Process-Self-test ........ccoovvvirivvinieriveisecere e 38-136
aaa common-criteria admin-state ............coceoiiriiiiinei e 38-138
show aaa common-Criteria CoNfig ......c.ocvvveieiiereie e 38-139
aaa certificate update-ca-Certificate ... 38-140
aaa certificate UPAate-Crl ... 38-141
aaa certificate generate-rsa-key Key-file ..., 38-142
aaa certificate generate-self-signed ..o 38-143
884 CEIITICAIE VIEBW ...iiviiiiiiii it 38-145
aaa certificate verify Ca-Certificate ..........cccvriiiiiiiiinieee e 38-148
2aa Certificate delete ... 38-149
28 CErtificate gENEIALE-CSE ....iiiieieeeerieeere et eee e 38-150
ssl pki client validate-certificate admin-state ...........ccoceevviveiverniciene e 38-152
ssl pki client mutual-authentication admin-state ............ccocvevververeeieniesiesese e 38-154
ssl pki server mutual-authentication admin-state ...........ccccoeevevcieviiiesienennnn 38-156
] I o] ST V=T 3 o S 38-158
SNOW SSI PKI CONTIG ..o 38-159
SSI CIPNEE e b 38-161
ShOW SSI CIPRErS @Il ... 38-163
SNOW SSI CIPNErS CONTIQ .oviiiiiiiiiiee e 38-165
kerberos INACTIVITY-TIMEr ...t 38-167
KErDEr0S IP-adUrESS ......oiiiiiiieiiiiii et s 38-168
KErberos SErVEr-tIMEOUL ..........cooveiiirieiieetse e 38-170
kerberos authentication-pass policy-list-Name ........ccccocvvevvvnieniererenerese e 38-171
kerberos authentication-pass dOMAIN .........ccccovreerierierenenene e 38-174
clear Kerberos StatiStiCS .........ceoviereieineereee e 38-176
show Kerberos configuration ...........cocveeveiereiene s e 38-177
SNOW KEIDEIOS USEIS ...evitiiiiiteiste ettt bbb 38-179
SNOW KErDEros SLAtISTICS ....c.viveriiiieiieiesiee et 38-182
888 JIC AUMIN-STALE ...eviiieiieeee bbb 38-184
SNOW 888 JITC CONTIQ ..vviviiiieii e e 38-185
Access Guardian COMMEANAS ........ccceiieiiiiinie e 39-1
unp dynamic-vIan-configuration ..........cccccoeeieinienniene e 39-7
unp dynamic-profile-configuration .........cc.ccoceveeeriiene s 39-9

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXV



Contents

UNP delay-18arNING ....c.ccvciveieiec s 39-11
UNP QUEN-SEIVEI-GOWN ....viiiciiiiecieciee et 39-13
UNP auth-server-doWN-tIMeEOUL ............ccoeiiiririie e 39-15
unp policy Validity-period ..........cooiieveiiiiiei e 39-17
unp policy validity-10Cation ............cccovieiieiiiiiiiiieeeere s 39-20
UNP domain deSCHPLION ....ocvieiiiiee et neenes 39-22
UNP redireCt PAUSE-LIMET .....oiveiecieee et enes 39-24
uNp redireCt ProXy-SErVEI-POIT .......ccccviieieresese et ee e sre e re e neenes 39-26
UNP FEATFECE-SEIVET ...ttt sttt ettt ae st e sre st sreereeneaneeneenes 39-28
unp redirect allOWEA-NAME .........covcieiiiiice e s 39-30
UNP FOrce-13-1€arNiNG ......ccccevveiiie e 39-32
UNP 802.1X-PasS-throUgN ......cccceiiiiie i 39-35
U] g T oAV o ] o SOOI 39-37
U] g I o T T [OOSR 39-38
UNP MAC-MODITITY ©oeiniciiiie e e 39-40
UNP USEE FIUSN . 39-42
UNP 802.1X €APOI-VEISION ....cvvereiiereesiesiesie e sttt sre e neenes 39-44
UNP PIOTIIE oo 39-45
unp profile qoS-POLCY-HiSt .....cccviiiiiieceee e 39-48
unp profile 10Cation-PoliCY ......ccccvveiii i 39-50
unp profile Period-PoliCY ......cccovereieie i 39-52
unp profile captive-portal-authentication .............ccccccce i iiiiiiicc e 39-54
unp profile captive-portal-profile ..o 39-56
unp profile kerberos-authentication ............ccccocveiiiiie i 39-58
unp profile authentication-flag ... 39-60
unp Profile MODIE-TAg .....ccocoiveiiie s 39-62
unp profile maximum-ingress-bandwidth ... 39-64
unp profile maximum-egress-bandwidth ............cccccocvvieii e 39-66
unp profile maximum-ingress-depth .......ccccoociiiiieerieee e 39-68
unp profile maximum-egress-depth ........ccoceooiiiiieiincere e 39-70
unp profile iNactivity-INterval ... 39-72
unp profile mac-mobility ..o e 39-74
unp profile saa-profile ... 39-76
UNp Profile Map VIAN ... e 39-78
unp profile map Service-type Sph ....covoeoiiii i 39-80
unp profile map service-type VXIan ... 39-84
unp vXIan far-end-ip-list ... 39-88
unp profile map Service-type 12gre ... 39-90
unp 12gre far-end-ip-list ... 39-93
unp profile map service-type StatiC .........ccceverererere e 39-95
unp system-default SErVICE-MOd ........c.ccovveierieieece e 39-98
unp system-default SErVICE-DASE ........ccccvrvrvriviieieieree e 39-100
unp system-default multicastmode .........cccocvviviiiniccnc e 39-102
unp system-default vIan-x1ation ..........ccocvevveiiieiic s 39-104
unp system-default Multicastgroup ......ccccceveveverie i 39-106
unp system-default far-end-ip-list ... 39-108
UNP SAA-PROTIIE ..o e 39-110
UNP POME-EYPE .o 39-112
UNP 12-PIOTIIE oo s 39-115
unp redirect POrt-DOUNCE ........ooo i 39-117
uNpP 802.1X-aUtheNtiCAtION ........ooveieirieseeeece e 39-119
unp 802.1x-authentication pass-alternate ..........ccoccocvviveiverieieiererese e 39-121

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXViii



Contents

unp 802.1x-authentication tX-Period .........ccccccveviiiiiiie e 39-123
unp 802.1x-authentication SUPP-tIMEOUL .........cccovveirereieriee e 39-125
unp 802.1X-authentiCation MAaX-TEQ ........ccccervrerirererinereese e 39-127
unp 802.1x-authentication bypass-8021X .......cccccvrerrerererieriereseneee e 39-129
unp 802.1x-authentication failure-policy .......ccccocviveiviiereeiie e 39-131
UNP MAC-AUNENTICALION .......oveiiiiiece e 39-133
unp mac-authentication pass-alternate ...........c.ccocevveveierieriene s 39-135
unp mac-authentication alloW-apP .......ccccvevveiiiierenerese e 39-137
UNP ClASSITICALION ....voveiee e 39-139
0] T oI U v o TSR 39-141
UNP default-profile ... 39-143
0] g] oo (0] 4= U o USSR 39-145
UNP @32-PIOTIIE ... 39-147
UNP POIt POIT-tEMPIALE ....vevveeiieiicie e 39-149
00T 3 [T (=T od (T o SO 39-151
UNP A0MIN-SEALE ..eviiiceiece et see e neas 39-153
UNP AYNEMIC-SEIVICE ..vveiviiieieiiesiesieeeeieseeiesee e steste e sse e ste e eseesaeeessesaeseeseenees 39-155
0] oAV -V ST 39-157
UNP POIE PrOTIlE oo 39-159
0] o oL T A= o 1T o LSS 39-161
UNP POIE-tEMPIALE ...eoveeeecc e 39-163
UNP NEIWOTK=QIOUD .vvevveiiieie sttt sttt et ettt st sttt na e e b aesnesrenras 39-168
UNP router-auth USEr-groUD ......cvcveverieieriesie ettt 39-170
unp router-auth cp-profile ... 39-172
unp router-auth USer FIUSH ..o 39-174
SNOW UNP NETWOTK-GIOUPD ...cveiviiieitiitisie ettt 39-176
ShOW UNP roUter-auth USEr-grOUD ......ccooeierereeienieieie et 39-178
show unp router-auth configuration ..........cccoceveienenenene e 39-180
SNOW UNP FOULE-AULN USEIS ...cviiieeieic et 39-182
UNP ClaSSITICAtION POIT ......oiveieiiece e 39-185
unp classification dOMAIN .........cccvveiieiiiii e 39-188
unp classification Mac-address ..........cvovvvrerivirnieeiererere e 39-190
uNp Classification MAC-0UI ........ccccvviieiiiiieeie e 39-193
unp classification MaC-TANQE ........ccccoiiriiriiere e 39-195
unp classification iP-adareSS .......ccocoiiriireie e 39-198
unp classification VIaN-tag ..o 39-201
unp classification lldp med-endpoint .........ccccooeiiiiiiiiiii e 39-203
unp classification authentication-type ... 39-205
UNP ClasSITICAtION-TUIE ..o 39-208
unp classification-rule POt .........ccooeivieii e 39-211
unp classification-rule domain ..........ccocoviiiiiiiice e 39-213
unp classification-rule Mac-adaress .........cccooviveeeriererene e 39-215
unp classification-rule Mac-0Ui .......c.cccvvviviiiiiiieerere e 39-217
unp classification-rule Mac-range ........ccoceveveiviireieerierere e 39-219
unp classification-rule ip-addreSs .........ccovviveiviiriererere e 39-221
unp classification-rule VIan-tag .........cccoooieiiiiinniieee e 39-223
unp classification-rule lldp med-endpoint ...........ccoceoieiiiniinienese e 39-225
unp classification-rule authentication-type ..o, 39-227
unp classification-rule deViCe-tyPe .......ccoiveriiiiiiriicee e 39-229
UNP USEI-TOIE ettt et bbbt bbbt 39-231
UNP USE-TOle POLICY-TISt ..oiviieeeieice e 39-233
UNP USEr-TOle Profile ...oeeeie e s 39-235

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 XXXIX



Contents

unp user-role authentication-tyPe .........cccvveeiiiicecicsee e 39-237
unp user-role cp-status-pPOSt-l0giN .........ccoocereiirieieiiiere e 39-239
unp restricted-role policy-list ... 39-241
CaPLiVE-POItal MOTE ..o e 39-243
CaPLIVE-POITAl NAIME ..ot 39-245
captive-portal iP-addreSS .......ccverirerire e e 39-247
captive-portal suCCesS-redireCt-url .........c.ccoovviviivriieieiee e 39-249
captive-portal ProXy-SErver-port .........cccccceveveresesese e 39-250
captive-portal retry-COUNT ........ccooveieeeecee e 39-251
captive-portal authentication-Pass ..........ccccoevevieiiiiese s 39-252
captive-portal authentication-pass domain ...........ccccceveveveiienese s 39-254
captive-portal-profile ... 39-256
captive-portal CUStOMIZALION .....cccveieiriiiiece e 39-259
show captive-portal configuration ..o, 39-261
show captive-portal profile-Names ...........ccooveiiiiniiiic e 39-265
gMr QUArANTINE PALN ....eiveieeiecee e 39-268
OME QUATANTINE PAGE .evivviveereeeerieieriesee e ste e ste e stesteeseesee e eseeseseeseeseesresneseesseses 39-270
gmr quaranting alloWed-NAME ...........ccooceiierirere e 39-272
gmr quaranting CUStOM=-ProXY-POIt ........cccovrvrvrerieerierieriese e e e e e eeseeeesee s 39-274
] 110 1TY o {4 SRS 39-276
ShOW qUAraNtiNE MAC GrOUP ..e.vevevereeiresiesiesieeteeeesieeeaeseesee e sresresresreeseeseeneesee s 39-278
zeroconf MANS adMIN-STALE .........cccoirriiirire e 39-279
zeroconf sSAP adMIN-STALE ........ccccvevieiiiiiiie e 39-280
ZErOCONT MOGE ... ettt 39-282
ZEroCONT rESPONUEI-IP ...veveiiiitiitistieie ettt st e 39-284
zeroconf gateway-vIan-list ... 39-286
2erocont acCeSS-VIAN-TiSt .........cocoiiiiiiii e 39-287
ZeroCONT SEIVEI-POLICY ..ocveeieiieie et 39-289
2eroCoNT CHENt-POLICY .o.vvieiiieeiece e 39-291
2erocont SErVICE-TUIE POLICY ....ccvcveieiieere e 39-293
zeroconf Service-rule SErVICE-id ... 39-295
ZeroCONT SENVICE-TIST ...cviiiiicii e 39-297
zeroconf Service-id QUENY-TEQUESE .........cccvrerieieeeeieieree et 39-299
2eroconf edge-iP-lISt ..o 39-300
zeroconf edge-ip-liSt MOAE ........ccoieiiiie e 39-302
zeroconf refresh-database ..........ccccoeviiiiiniie e 39-303
SNOW ZEIOCONT .ot 39-305
SNOW ZEIOCONT SEIVICES ....oviiiiieiie ettt et 39-308
ShOW ZeroCoNnf SErVICES-CACNE ......cccviiiiiie e 39-310
show zeroconf edge-adetailS ..........cooviviieieieee e 39-312
Show zeroconf SErver POLICIES ......ccccveviieieee e 39-314
show zeroconf Client POLICIES .......ccccviviieiiicee e 39-316
ShOW ZeroConT SEIVICE FUIES .......ccoiuiiiiiieiee e 39-318
show zeroconf server PoliCY-INSTANCES .......coevveveveiereeese e 39-320
SNOW UNP PrOTfIlE oot 39-322
ShOW UNP Profile MaP ..c.coiiiie e 39-326
show unp vxlan far-end-ip-list ...........ccoeiiriiiii e 39-331
show unp 12gre far-end-ip-list ..o 39-333
ShOW UNP SA8-PrOfile ...ooviiie e 39-335
show unp global configUration ..o e 39-337
SNOW UNP OMAIN ..ottt es 39-341
SNOW UNP ClASSIFICAtION ....veiveeiiiicieceese e 39-343

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xl



Contents

Chapter 40

show unp classification-rule ..o 39-346
SNOW UNP USEI-TOIE ...o.eviiiieiieie ettt 39-349
ShOW UNP FESEIICIEA-TOIE ..oviviieiicie e 39-351
SNOW UNP PO .ottt bbb sae e etenaeneas 39-353
SNOW UNP POIT CONTIG .veviieeiieiee e 39-356
Show unp port bandwidth ... 39-361
Show uNnp port 802.1X StALISTICS ....vvcvevieieeeeeeie e e 39-364
show unp port configured-VIans ..o 39-366
ShOW UNP POIt Profile ..ocvvveiece e 39-368
ShOW UNP POI-tEMPIALE ...cveivicece e 39-370
SNOW UNP USEE evtevieeieie ettt sttt e ettt b et st besbesbesneeneeneenaeee e 39-375
SNOW UNP USEE SEALUS ...eveveieiieiie sttt ste ettt sttt sae e e e 39-379
SNOW UNP USEE JELAIIS ....vivieiiiciiicic e e 39-382
show unp policy validity-period ...........coeereriieniiinienese e 39-387
show unp policy validity-10Cation ...........ccoceoveriiiininiie e 39-389
device-profile adMiN-StAte .........cccvivrriiriieri e e 39-391
device-profile port HNKaQQ ....coocvvviviiiieninese e 39-392
device-profile deVICE-TYPE ..o s 39-394
device-profile Update-SIgNAtUIE .......cccveceiereiiir e e 39-396
device-profile update-signature from ..........cccccoovvincicicc e 39-397
device-profile auto-unp-assSigNMENt ..........ccccoceviviirnenieeie e 39-398
show device-profile Config .......cccovvviiieccc e 39-400
show device-profile SUMMArY ........ccoviiiiiiic e 39-402
show device-profile Catalog ... 39-404
show device-profile SIgnatures from .........cccoeeieiine e 39-406
Show device-profile SIGNALUIES ..o e 39-408
Application Monitoring and Enforcement Commands ...........cc.cccceveieninnne 40-1
APP-MON AAMIN-STALE ...viieieiieeieiee ettt ne e e 40-3
apP-MON POt AAMIN=-STALE .....ecereeirireiere e nes 40-5
APP-MON AULO-GIOUP CIEALE .....eevieeeiiiiiiiie sttt et e be e e 40-7
APP-MON APP-GIOUD eeereerieriteerteaeeseesteeiestesteastesseesseesseebesssesseesseenseassesseesseessesssenns 40-8
APP-MON APP-TISE ..o 40-11
APP-MON APPIY e 40-13
APP-MON I3-MOUE ...viiiiiiceicece ettt re e e 40-15
APP-MON [4-MOUE ..o.veiiiiiciieece ettt re et reenee e 40-17
apP-MON 4POrt-XCIUAR .....cecieieiee e 40-19
app-mon flow-table fIUSh .......coov i 40-21
app-mon flow-table enforcement Stats ..........cocoveiiveieriierci e 40-23
app-mon aging eNfOrCEMENT .........cccoiiiiiirieire s 40-25
app-mon 10gging-threShold ...........ccccovvriieii s 40-27
app-mon flow-sync enforcement interval .............ccoooovviiiir e 40-28
apP-MON FOrCE-TIOW-SYNC .....oiviiieiice et 40-29
app-mon separate-Config-file ... 40-30
10 0 1T a1 = U LTSRN 40-31
SNOW @pP-MON CONTIG ..oiviiiiiicicc e 40-34
SNOW @PP-MON PO ..ovviiiiiiicie ettt re e e e sbe st e nesrenne s 40-36
ShOW app-mon apP-POO0I .....cvciiieiece e 40-38
ShOW apP-mMON apPP-lIST ..couiiiiiei e 40-40
SNOW aPP-MON APP-0IOUD ..eveeiieiieierierie e stestestestesbesiesseeseeseeseessesbesbesbeseesbessesseeseas 40-45
SNOW apP-MON aPP-TECOIT ....viuiiieieiteie sttt bbb 40-47
show app-mon ipv4-flow-table ... 40-50

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xli



Contents

Chapter 41

Chapter 42

Chapter 43

show app-mon ipv6-flow-table ... 40-53
Show app-mon 14port-eXCIUE .........cooeiviieirec s 40-56
SNOW @PP-MON SEALS ..e.veveieeieiiiieieeterie ettt sttt seene e 40-58
show app-mon aging enforcement ..........cocooveriiieiinee e 40-60
ShOW app-mMON VC-tOPOIOGY ...cveveieieiiriese sttt nee s 40-62
clear app-mon apP-lISt ....c.oiiiee i 40-64
Application Fingerprinting Commands ............cccceeiiee e 41-1
app-fingerprint admMiN=-State .........cccoiviieeiierieierce e 41-2
1o 0 LT [=T o1 a1 o Lo} o S 41-3
app-fingerprint signature-file ..o 41-5
app-fingerprint reload-signature-file ...........cccooviiiiiiiiice e 41-6
APP-FINQEIPIINE TrAP oeoveiicicicece e 41-7
show app-fingerprint ConfigUration .........ccocooveereiiininse e 41-8
Show app-fiNGerprint POt .......ovoiieice s 41-10
show app-fingerprint aPP-NAME .......ccccereirieeie e e 41-12
show app-fingerprint aPP-groUP .......ooverererereseseeeeieeee et 41-14
show app-fingerprint database ..........ccccoovvieiiiiiiieceee e 41-16
show app-fingerprint StatiStiCS ........ccovvvvevieriirese e 41-19
FIP SN00PING COMMANAS .....oooviiiiieiiiee e see et s e te e s ee e srae e sne e neeseeeens 42-1
FCOB FIP-SNOOPING .veveeeiiceee e 42-3
TCOE AAAIESS-MOUE ...t 42-4
(o0 o] (o] 1RSSO 42-6
fCOB Priority-ProtECiON ......cccooeiieiiiece e e 42-8
fcoe priority-proteCtion aCtion ............ccccivieeiiiceeicce e 42-10
fcoe filtering-resource trap-threshold ... 42-12
fcoe house-keeping-time-period ............coererriineneeee e 42-13
FCOB VIAN .ottt 42-14
TCOB FCT MAC ...viecee s 42-16
(oL o 0 - o TSP 42-18
fcoe disCOVEry-atdVertiSEMENt ...........cooivieiieiir e 42-20
FCOB TOIE bbb 42-22
SNOW FCOB ...t bbbt 42-25
SNOW TCOB POILS ...vviieesie ettt enrenae s 42-27
SNOW FCOB SESSIONS ...ttt 42-29
SNOW FCOB BNOME ... .eiiieicie e 42-34
SNOW FCOB TCF ..o s 42-36
SNOW TCOB TC-MAP .ttt bbb 42-38
show fcoe diSCOVEry-advertiSEBMENT ..........cooeveiirerinieiee e 42-40
SNOW TCOB SLALISTICS ...c.veviiiiiiiiiiiesiee ettt bbb 42-42
Clear fCOB STALISTICS .....oiveeieiieiiie it 42-46
FCOE/FC Gateway COMMANAS ........cccuveiiiiieeiie e e seeesteestee e e see e sraeesseeeseesneeans 43-1
FIDre-Channel VSaN ..ot 43-4
fibre-channel POrt MOGE ........covoieiice e e 43-6
fibre-channel vSan MemMBDENS ... 43-8
FCOB VSAN-MAP ...viiiiiiicie ettt ettt ettt sre st 43-10
fibre-channel npiv-proxy load-balance ............cccocovviiiiiiiiiicccc e 43-12
fibre-channel npiv-proxy load-balance static ...........cc.cccovevviiieieicicic i 43-14
FCOB E-TUNNEL .o 43-16
Show fibre-Channel VSan ... 43-18

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xlii



Contents

Chapter 44

Chapter 45

show fibre-channel vsan Members ... 43-20
Show fibre-Channel POt ..........cvoiei i s 43-22
SNOW fCOB VSAN-IMEP ...eeveieiieeieieieeiieie ettt st seene e 43-24
show fibre-channel SESSIONS .........cccvveiiiieire s 43-26
show fibre-channel NOTE ..........ccooiiiiii e 43-29
SNOW FCOB E-TUNNEL ... 43-31
ShOW FIDIe-Channel ..o s 43-33
show fibre-channel StatiStiCS .......c.cccvveriiiiii s 43-35
Show fcoe StatistiCs NPIV-PrOXY ...cvcvoeiieieieiere e 43-38
ShOW FCOE SLAtISTICS M-NPIV ....ecviiieiicicc e 43-41
Show fcoe StatistiCs €-TUNNEL ........coiiiiiiii s 43-44
show fibre-channel npiv-proxy load-balance ...........c.ccoeviveieiiiccicce 43-47
clear fibre-channel StatiStiCS ........cccvveiiireiree e 43-49
clear fibre-channel SESSIONS ..........ooeiiiirieiiice e 43-51
clear fCoe StatiStICS NPIV ..ovciiiieicere e 43-53
clear fCoe StAtiStICS M-NPIV .....ooveeiice e 43-55
clear fcoe StatiStiCs e-TUNNET ..o 43-57
Clear FCOB SESSIONS .....eviictiieiiite ettt 43-59
VXLAN SNooping COMMANAS ......ccveiiiieeeiiiee e se et e s e e e 44-1
VM-SNOOPING AAMIN-STALE ...veiveeeiiieieieeere s 44-2
VM-SNOOPING POIICY-MOE .....ocvveiieieeec e e 44-3
A RSt aToToT oL Lo I £ o PSSR 44-6
vm-snooping filtering-resource trap threshold ............ccccoov i 44-8
VM-SN00PING SAMPIING-TALE ....cveevveieieicec e e 44-9
VM-SNOOPING AQING-TIMEL ..o.viiiiiiiieeee et 44-10
VM-SNOOPING VXIAN UAP-POIT ....eoviieiiiiieieie et 44-12
VM-SNooPINg StatiC-POIICY TUIE .....ccvoiieeieiece e 44-14
vm-snooping 10gging-threshold ... 44-16
ALt aToToT o 1T 1o N oo} o S ST 44-18
ShOW VM-SNOOPING CONTIG ..veeiierieiiecesie e 44-20
SNOW VM-SNOOPING POIT ..o.veeiieiieiiesieieie ettt re et e ae e resre e e sreeneeeas 44-22
Show VM-SN00PING AAtADASE .....cvevveeiiieiese e 44-24
clear vm-snooping database .........cccceceveieieiie s 44-28
show vm-snooping Virtual-machings ............ccccoeviieiiiiie e 44-29
show vm-snooping filtering-reSOUICE .........ccevveveieiieie s 44-31
ShOW VM-SNO0PING SLALISTICS ....ccveiviiveiieiiciciciesc e 44-33
Show vM-SN00PING StAtiC-POIICY .....cveveriiriiieiese s 44-35
clear VM-SN00PING StALISICS ....c.eiiiiiiiiieiee et 44-37
Port Mapping COMIMANAS .......ccoiiiiiiiiieiecie e sree 45-1
port-mapping USer-port NEWOIK-POI .........ccooveiriereriere e 45-2
00T 1T o T SRS 45-4
port-mapping unidirectional bidirectional ...........cccccooeieiiiineni e, 45-6
port-mapping unknown-unicast-flooding ...........cccccevviienievinnin s, 45-8
port-mapping dyNamiC-ProXY-arP ......c.cceceereeresreeruereeruesuesessessesesessessesseeseessessenes 45-10
ShOW POrt-MapPing SLALUS ......cc.ccveverieriere i 45-12
SNOW POIt-MAPPING ..eviiviiriiieeie ettt re st e e re e e e sbesresesrennens 45-14
ShOW ip dYNAMIC-PrOXY=8IP .oiveiveiiireeieiiesieiee e steste e ste ettt resresre st sreenee e 45-16

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xliii



Contents

Chapter 46 Learned Port Security COMMANAS .......cooiiiiiiiiiieie e 46-1
010 4 BT ToT ] OSSR TRSRRPRR 46-2
port-security 1earning-WiNAOW ...........cccoiriiereinieneise e 46-5
POIt-SECUTitY CONVEI-t0-STATIC ..oveveiiieiiiisieiee e 46-9
POFE-SECUFTEY IMEC ...vvveerieieiieieesiesieste sttt sie et e e et seeseeste st sreese e e e e e e e seeneeseeseees 46-11
POFt-SECUFILY MAXIMUIM L...iiiiieieiiieeeeeieee et see e sre e 46-13
port-security learn-trap-threshold ............ccocvevviieiei i 46-15
port-security port Max-filtering ..o 46-17
POFt-SECUNILY MAC-TANGE ...vevveriereeiereesie e stesie e sre e e e e e e see st e seesaeseesresreseesresseeneans 46-19
POrt-security POrt VIOIAtION .........cccvviiiiiie e 46-22
SNOW POIE-SECUNILY ...viiviiiiitieiieti ettt sttt st ettt et st esrestestesreenaeeas 46-24
SNOW POIt-SECUNILY MAC-TANTE ..evevverriieieieieiesreste e stestesre e eraese e e e e saesresesrennens 46-27
ShOW POFt-SECUNILY BIIET ..ovieiiiieie e 46-29
show port-security [earning-WiNAOW ..........cccccerviininneiinesie s 46-31
Chapter 47 Port Mirroring and Monitoring Commands .........ccccocerieiiiiinieneenecesee e 47-1
port-mirroring SOUrce destination ..........ccccoereierene s 47-2
00T (T 0] 1o SRS 47-6
POFt-MONITOIING SOUICE ..vvviieeeieieereeiesieieseesteseestestesresseeneeaeseeseeseeseessesseenesseeseeneens 47-8
o0 0T 0T (0] 4 [ 1T S 47-11
SNOW POrt-MIrrOring STALUS ....ccvevvevieriiiesiese sttt ene s 47-13
ShOW POrt-MONItOrING SLALUS .....ccverveieierie e 47-15
show port-monitoring file ... 47-17
Chapter 48 SFIOW COMIMEANAS ...ttt st et be e srne e saee s 48-1
STIOW QQENT ..o e 48-3
STIOW FECRIVET ...t et sttt nes 48-5
STIOW SAMPIET . e 48-7
SFIOW POIIET ... e 48-9
SNOW STIOW AGENT ....veee e 48-11
SNOW STIOW FECRIVET .....viiiiiiite e 48-13
SNOW STIOW SAMPIEE ... 48-15
SNOW STIOW POLIEE .. 48-17
Chapter 49 241V [ @]\ I 00] 051 0 1 F=1 g o £ SSSS 49-1
TN o 0] 1RSSR 49-2
SNOW FMON PrODES ...veviiiiiieciecte ettt st sttt b e re et teene e e 49-4
SNOW FIMON BVENES ...ttt bbbt bbb e 49-7
Chapter 50 Switch Logging COMMANTS ....ocueiiiiiiiiiiiiee e 50-1
SWIOD ettt bbbttt bttt ettt ne e 50-2
SWI0Q SYSIOQ-FACTILY-10 ....ovviviiiieic e 50-4
1T 0T I Vo] o1 o PSPPSR 50-6
1V (oo 111 o1 | SRS 50-9
swlog output flash-file-SIZe .......ccceieviiee e 50-12
VT (oo = To V7 T ot PR PSRR 50-13
SWI0g Size-trap-threshold ... 50-14
1T oo ol =T T OSSP 50-15
SNOW 10Q SWIOQ ...vveiiciecie ettt 50-17
SNOW SWIOQ <.t nne 50-19
SWIOQ CONSOIE BVEL ... e 50-23

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xliv



Contents

SNOW 10Q BVENLS ..ottt sttt et st nesre et 50-25
SNOW 10g EVENTS QULPUL .....oviiiieiciiiecciee et 50-27
Chapter 51 Health Monitoring COMMEANAS .......cccccoiiiiiieie e 51-1
health threShold .........c.cooiiiiie e e 51-2
health INTEIVAL ..........ooviiiec s 51-4
show health configuration .........cccoieiiie i 51-5
SNOW NEAITN ... e 51-7
SNOW hEAlth Al ... s 51-9
Chapter 52 Ethernet OAM COMMANAS ......oooiiiei i e e nneee e 52-1
EEhOAM VIAN ..o e 52-3
Eth0aM AOMAIN ... b 52-5
ethoam domain MNF ... e 52-7
ethoam domain id-PermiSSION .......cccccuiiereiiririeie et 52-8
€thoam aSSOCIATION .......cecviiiciicecece e 52-10
ethoam association Primary VIaN ..o 52-12
ethoam association MNT ... 52-14
ethoam association id-PermMiSSION .........cccocovirerrienie e 52-16
ethoam association CCM-INTEIVal ... 52-18
ethoam association endpoint-list ... 52-20
clear eth0am STALISTICS ........cciviiiiiee e e 52-22
ethoam default-domain 1eVEl ... 52-24
ethoam default-domain Mhf ... 52-25
ethoam default-domain id-permisSion ..........cccccovvieiiiiicicie e 52-26
ethoam default-domain primary-vIan ..........c.ccccooiiiiiiiiii i 52-27
€thoam ENAPOINT ....ocuiiiiie bbb 52-29
ethoam endpoint adMIN-SAte ..........cccviriiiiiiee e 52-31
ethoam endpoint ITP ....oooii i 52-33
ethoam endPOINT COM .....iiiiiiece e e 52-35
ethoam endpoint PrOFILY .....ccocovereii e 52-37
ethoam endpoint lowest-priority-defect ..........ccocvovviiriiiiiinienecee e 52-39
Ethoam HINKEFACE .....cvieiiiie e 52-41
€thoam 100PDACK ..o 52-43
ethoam fault-alarm-time ... 52-45
ethoam fault-reSEt-time ... s 52-47
ethoam oNne-Way-delay ... 52-49
ethoam tWO-WaY-0EIAY .......coviiriiire e s 52-51
ClEar BtNOAM ....ioei e 52-53
SNOW BLNOAM ...t sre e b e e sa e e e sre e b 52-54
ShOW €thoam dOMEIN ......ccoiiiieiic e nae s 52-56
show ethoam domain aSSOCIALION ...........ccureirieriiire s 52-58
show ethoam domain association end-point ..........cccccoeveieeiriieieiciene e 52-60
show ethoam default-domain configuration .............ccoceevveiviieeieiniene e 52-63
show ethoam default-domain ..........cccocereiiiiiiiii e 52-65
show ethoam remote-endpoint dOMAIN ........cccevviiriiriesece e 52-67
ShOW ethoam CFMSLACK .........oiuiiiiiiiirie s 52-69
Show ethoam lINKLrace-rePly ......cooeoiiiiiierce s 52-71
show ethoam liNKLrace-tran-id ... 52-74
SNOW €thOaM VIAN .....ooiiiiie s 52-76
ShOW €thoam STALISTICS ......civviieiieiece s 52-77
ShOW €th0am CONTIG-BITON ....coviiiiiiiiie e 52-79

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xlv



Contents

show ethoam one-Way-0delay ..........ccccoeviieiiiieiiese e 52-81
Show ethoam tWO-Way-aelaY .........ccooiiirrriiieie e 52-83
Chapter 53 LINK OAM COMMANTS ....oeiiiiiiieiieie ittt sttt bttt sr et snee 53-1
efM-0am adMIN-STALE .......ccccoviieiicccece e 53-3
efm-0am POrt admMIN-SALE .........cccoeierire e 53-4
€fM-0aM POt MOTE ....eoivieiecee e e 53-6
efm-oam port keepalive-interval ............cccooveiiiiicc e 53-8
efm-o0am port hello-interval ..o oo 53-10
efm-o0am port remote-100phack .........ccccvvieiiiiii i 53-12
efm-oam port remote-loopback start ... 53-14
efm-0am port Propagate-eVeNtS ..........cccveieieiiere s 53-16
efm-o0am errored-frame-Period ..........cccoveieiiiiiie s 53-18
efm-0am errored-frame ..o 53-20
efm-oam errored-frame-seconds-SUMMANY .........cccoceovreririeneieieneene e 53-22
efm-0am MUItIPIe-PAU-COUNT .......cooeiiiie s 53-24
€fM-0am POIt I1-PING .ooviieicicee e 53-25
show efm-0am CONFIQUIALION .........ccooiiriiie e 53-27
SNOW €FM-08M POIT .evieeeiee ettt nee e 53-29
show efm-0am port detail ...........ccooovviiiinieecee e 53-33
Show efm-0am POrt StALISTICS ........cocviiviiieieeicere e 53-36
show efm-oam port remote detail ..........cccoeverevi i 53-40
show efm-0am POrt NIStONY .......cccovoieieie e 53-42
show efm-oam port 11-ping detail .........ccooeveieiiii i 53-44
clear efmM-0am SEAtISICS ....ccooeiiiiiiiee e 53-46
clear efmM-0am 10g-NiSTOIY .......cccoiiiiii i e 53-47
Chapter 54 CPE Test Head COMMANAS ........coiiiiiiiiieie et 1-1
(TS 0= o TP PP OTPRTPPPN 1-3
TESE-0AM AIFECLION ....viviiiieiic et 1-5
test-oam src-endpoint dSt-eNAPOINT ......ccveiiieieeie e 1-7
TEST-0AIM POIT ...ttt b b e e esbe e b 1-9
test-0am VIaN teSE-Trame ... 1-11
TESE-08IM TOIE ...ttt b e 1-13
test-oam duration rate PACKEt-SIZE .......cccevveieriiivere e 1-15
ESE-0AM TFAME ... bbb 1-17
EESE-08IM 1258 ...ttt et 1-19
TEST-08IM SLAIT STOP .ovveiieeiie ettt 1-21
tESt-0aM FEMOTE-SYS-TMAC ....eciuviiiiiiiiiiiee s 1-23
test-oam statistics flash-10gging ... 1-25
SNOW TEST-0AIM ...ttt ettt e sbeebeeneans 1-26
SNOW teSt-0aM SLALISTICS ....eveviiviieeiirieie e 1-30
ShOW teSt-0am S88 SALISTICS ....c.voveieeiireieiitee e 1-32
Clear test-0am StATISTICS ......ooveeiireeiiecre e 1-34
TEST-08IM GIOUPD veereeiiieiiee ittt ettt et st s be e sbe et e e sbe s 1-35
TEST-08IM GrOUP TESES ..eveiiieitieie ettt nbe e e 1-37
tESE-08M FEEABT ...t 1-39
test-oam group src-endpoint dst-endpoint ..........cccceeeiveiieieiene 1-40
teSt-0aM GrOUP TOIE ..o re e 1-42
TEST-0aM GrOUP POIT ..o 1-44
teSt-0am group QIFECLION .....ceiiiieieiee e 1-46
test-0am group dUration rae .........cccoeeeriiiinieie e e 1-48

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xlvi



Contents

Chapter 55

Chapter 56

Chapter 57

teSt-0am groUp SEAIT STOP ...c.eoveiiiriee et 1-50
test-0am group remMOLE-SYS-IMAC ........ccciuerrrieiirieriieiie et 1-52
clear test-0am group StALISICS ......cocvveiriieirere e 1-53
] TV XS o Ty I (o U] o SRR 1-55
Show test-0am group Saa STALISTICS .....ccvvvererierere e 1-59
ShOW test-0am group SEALISTICS ........covereieieiieiee e e 1-61
PPPOE Intermediate AQENT .........ooi it e e ae e 1-1
0] 0] 010 L= - S PPRSRPSSSN 1-2
PPPOE-ia {POrt | HINKAGQ} ..oveveeeeceee et 1-4
PPPOE-1a {LruSt | CHIENE} ...ooiiiece s 1-6
PPPOE-12 ACCESS-NOUB-TU ....viviiiiiiciese ettt 1-8
PPPOE-1A CIFCUIT-IA ..voviieieicieiec e 1-10
PPPOE-12 FEMOTE-T ....eiviiiieeiiieee ettt 1-13
clear PPPOE-ia STALISLICS ....cviveieiiiiiee e e 1-15
Show pppoe-ia CoNFIQUIAtION ........cooveiiiriiicerec e 1-17
show pppoe-ia {port | liNKagg} ...ocoveere e 1-20
SNOW PPPOE-I12 SALISTICS ....veeveeeieieie e 1-23
Service Assurance Agent CoOmMmMAaNdS .......ccccccvveeiiiriie e s 2-1
K LTS RTPR TSR PRUTTTN 2-2
SAA LYPE IP-PING rerveeeieitise ettt e e sresae e s reete e e e e e e eaenre e 2-4
e F Y ST 1 o o] [ oSSR 2-6
R F Y o] o PSPPSR 2-9
SAA SPB TESEL 1..vviviiieie ettt ettt r e re e ann 2-12
SAA SPB FIUSN .o e 2-14
saa type ethoam-100phack ..o 2-15
saa type ethoam-two-Way-delay ... e 2-18
] - PRSPPI 2-20
oo U] (0] o TP SO PP PSP 2-22
SAA XIMI .t 2-24
SNIOW SBA ..ttt bbbt 2-26
SNOW Sa@ tYPE CONFIQ .vevveie e 2-28
] L0 LTS T T o] S 2-33
SNOW SAA XIMI .ot 2-35
SNOW S8A SEALISTICS ....vevevieeieeiisie et 2-37
SNOW SAA VI ..ttt bbb 2-40
(0111, 11Y 07014 o110 o= Ta T |3 3-1
FEIOAA SECONUANY ..o.viviieiieiieie ettt saeneene e 3-2
FEIOAA Al ... e e 3-4
FEIOAA TrOM ...eiiii et be e beebe e 3-6
TEIOAT SIOT ...t 3-8
FEI0A CASSIS-IT ...e.veieeiiieietieeet e 3-9
COPY CEITITIBA ..ottt nns 3-11
ISSU FrOM bbbt 3-13
ISSU SIOT .ttt bbb 3-14
WL MEIMIOTY oottt sttt st e s et e e et e st e tesbesbesbaeneeneaneeseens 3-15
COPY ruNNING CEItITIEA ...ocviiiiiee e 3-17
MOdify rUNNING-IrECIONY ....oviviiiiiece e 3-19
COPY FIaSh-SYNCAIO ..o 3-20
TAKBOVET ..ttt ettt b e b et e et ae e nee 3-21

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xlvii



Contents

Chapter 58

SNOW FUNNING-AITECLONY ...cvviviieiiiecic sttt 3-22
SNOW FEIOAA ..ottt 3-24
SNOW MICTOCOUE ...ttt ettt sttt b et s be e besbeeraeneere e e e 3-26
U] o OSSOSO OUERPEUPUPRPRON 3-28
USH baCKup adMIN=-STALE ......cccceriiieieieieee e e 3-29
U] o 10 (0 ol )Y/ 3-31
IMIOUNT .ttt r e bRt r e e b nn e nenr e sr e r e neer e 3-33
073310 U] | TSP TP PP UR PR 3-34
SNOW USD STALISEICS ....e.veviceiieieieseeise e e 3-35
SNOW ISSU SEALUS ...ttt bttt 3-37
AULO-CONTIG-A00MT ..o e 3-39
iMage INtegrity ChECK .....cccviiiicecc e 3-40
IMAge INTEGIItY GEL-KEY ....iiieiiiiieiriere et 3-42
Chassis Management and Monitoring Commands ...........cccoeevinienieneenenn 4-1
SYSTEM CONTACT ... 4-4
SYSEEIM NMAMIE ettt sttt b e bbbt e b e e st e st e e sbe e sbeeeesbeesbee b s 4-5
SYSEEM TOCALION ..ot ettt sttt ne e e e e nee e 4-6
R A1 N P 4-7
A1 0 S 4-8
SYSEEM LIMEZONE ..viveieeieicieeeee e e et re e e e na e e eenaenaenren 4-9
system daylight-SavingS-tiMEe .......c..ccceieieiere e 4-11
UPAALE UDOOL ..ottt srenre 4-13
update fPga-CPIA ......cveiec e 4-14
FEIOAM SIOT ... et bttt 4-16
POWEE SIOT ..ttt et b st e e st e eneebe e 4-17
POWETSUPPIY ENADIE ..o 4-18
POWETSUPPIY POWEISAVE ....eviveriieitenieiesieesie sttt ste e saesestesbesesseseeseseeseesesseneas 4-19
POWETSUPPIY TYPE .ottt sttt e e see e srenne s 4-20
NASN-CONEIOL ... 4-22
DIUBTOOTN ... 4-24
CaPADIILY PrOfile ..ovoiiie e 4-25
capability profile t€am MOUE ..........ccoov i 4-26
capability trap-threShold ..o 4-28
1iCENSE APPIY FIlE woveeeeee e 4-30
] L0 LTV V] (=1 12 RSSO 4-32
SNOW hardware-info ... e 4-34
SNOW CRASSIS ..ivviiiiiiciie it re e re e 4-36
K 101V o111 1 OSSPSR 4-38
SNOW SIOT .ottt re e 4-40
SNOW MOTUIE ..o 4-42
SNOW MOAUIE TONG ...t 4-44
SNOW MOTUIE STALUS ...ttt 4-46
SNOW POWETSUPPIY wvveieiiiiieiiete ettt ena e es 4-48
SNOW FAN . 4-50
] L0 £ 0L - S 4-52
SNOW EIMPEIALUIE ...ttt ettt ettt sb et b e 4-54
SNOW hash-CONTIOL .......cooii e 4-56
SNOW TICENSE-INTO ..ot e 4-58
ShOW DIUBLOOLN STALTUS .....veivieiicc e 4-60
K 10TV 111 RSP S 4-62
ShOW t€aM ULTHZAION ....oviiiiiiieicc e 4-63

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 Xlviii



Contents

Chapter 59

Chapter 60

show tcam utilization detail ... 4-65
SNOW tCAM APP-GIOUPS ..vveveveriiereerisiereeresieeeteseesesteseeesseseesesteseesesseseesesseseesesseseeseses 4-68
show capability Profile ... 4-70
SNOW PIMA-FIIES ..t 4-72
show capability trap-threshold ... 4-74
] 0TV (=T o] U o] o Lo o PSS 4-75
security key-chain gen-random-KeY ..........cccccererererieninnesiesesieseseereesee e see e 4-77
SECUNLY KBY oottt ettt et besreeraeneene e e e 4-78
SECUNILY KEY-ChAIN ..ottt 4-81
SECUNILY KEY-ChAIN KEY ....oviiiiiiiciecice st 4-83
SNOW SECUIILY KBY viuviviiiiciiceictiet ettt st sttt na e e 4-85
ShOW SECUNItY KEY-ChaiN .....cc.civeiiiiiiiece e 4-87
ALAIMN N oottt re e 4-89
AlAIM BVENT ..o 4-91
AIAIIN QUL ..o e et ettt b et et re s 4-93
LT 0T 0 T PSR 4-95
1AM AUBTION .o e 4-97
A1ArM CIEAN STATUS .. .veveeiceieeste e 4-99
show alarm iNPUL CONTIQ ...eovveieieci e 4-101
Show alarm event CONTIG ....ccoovveiiii i 4-103
SNOW AlAIM STALUS ..ot 4-105
0] 0] 1010 | ST UPUSTR I 4-107
APPMOE LISE oottt 4-109
APPMGE COMIMIL .ttt ettt b bbbt b e b saens 4-111
01200 11 ] G USSR 4-112
PROMGE TIST ..o bbbttt b e e e 4-114
PKOMGE COMIMIT ..ot s ee e 4-116
Chassis MAC Server (CMS) COMMANAS .....c.cocvveiiieiie e see e 5-1
MAC-TANGE BEPIOMN ittt sttt e bt st et esre e st e et e s e e sbe e sbe st e sbeesbeenbeesbesbeesbeenbesnbenbee e 5-2
SNOW MAC-TANGE ....veveeeeiteiteeieeteaieeees et e seestesteseestestesseeseeseaseeeesaeseseestestesseaseaseaneensens 5-4
SNOW MAC-TANQE AIOC ....vvvveeiceiece e 5-6
Network Time Protocol COmMmaNdS ..........ccoeeiiiiiiiiiieieceee e 6-1
Q1T V< TSRS 6-3
NtP SEIVEr SYNCRIONIZEA ....c.voveiecie e 6-6
NtP SEIVEr UNSYNCNIONIZEA ......oviiiiiveciecieece et 6-7
00 J o1 11T | PSSP 6-8
NP SIC-IP PIEFEITEU ... e 6-9
NP DroadCast-CHENT ..o 6-11
NP DroadCast-delaY ... 6-12
D KBY ettt ettt Ee b nreene e reeneeneens 6-13
NP KEY 108U ... re 6-15
NP AUENENTICALE ..eviivieeieie et see e snenne s 6-17
0110 10 ] =] TP SSPOS PR 6-18
0 TN =T o Lot ST PRSRN 6-19
NP MAX-ASSOCIALIONS ....veviiviiteiiitecte ettt st re e raenee e 6-20
Ao JN o] 0T Lo (o ) A SRS 6-21
0110 0L USROS RPRRPRRN 6-23
NEP VIT-NAITIE .ottt bbb bbbt 6-25
SNOW NP STALUS ...ttt bbb b bbb bbb e 6-26
SNOW NP CHENT ..ot 6-28

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 xlix



Contents

Chapter 61

Chapter 62

Show NP Client SENVEr-HISt ........ccveiiiiiieee e 6-30
ShOW NtP SEIVEr CHENT-TISt .....oviiiicc e 6-32
SNOW NEP SEIVEE STALUS ...veveveriieesieiiiie ettt sttt 6-34
SNOW NEP KBYS .ottt sttt 6-37
SNOW NP PEEIS .vvieeeeieeeie sttt sttt e ettt st te s testesteese e e e eetestesaesbesrenseeneeneenes 6-39
show ntp server disabled-interfaces ........cccooeveiiieniiiine e 6-41
Session Management COMMAaNAS .......ccccuvve e e 7-1
SESSION 10QIN-tEEMPL ...cveceeeie e e 7-3
SESSION 10GIN-TIMEOUL ......oviiieiieie e neen 7-4
SESSION DAMNNET ...ttt ettt bbb bbb e 7-5
SESSION TIMEBOUL ...ttt ettt bbbt b e b e 7-7
=R [0 I o1 (0] 1] o USSR 7-9
SESSION XON-XOTE L..viitiiiiicc e e 7-10
SNOW PIEFIX ettt 7-11
USEF PrOfIlE SAVE ..ot 7-12
USET PrOTIIE FESEL ...viieceeeeeee ettt 7-13
0TS o] YT 7-14
OSSO TSSOSO P PP TR PRPUPTPO 7-15
(o70] 0] 0=V o I o o PSSP 7-17
KT bbb b e bbbt bbbt e be 7-18
BXIT ettt bbb e R bR bt bbbt bbbt e e 7-19
WHRIOBIMI .ttt bt e et 7-20
WHIO ettt bbb et ne et et 7-22
SNOW SESSION CONTIQ w.eviviiiiciicii et 7-24
ShOW SESSION XON-XOTT ...c.eiiiiiiic e 7-26
010 (T PO PRUPRPP 7-27
1] 1 1= SRS RR 7-28
L] O TSSOSO PP PSP PP PR 7-30
SSN 10QIN-0raCe-tiME ....cceiiiiieiieeiee ettt sttt nes 7-32
SSh enforce-pubKeY-auth ........ccccooiiiiieeee e 7-33
S (ST (0 40 o1 o] =T S 7-34
SSN SEFONG-NIMACS ...eveiiiieieiiceeee e eesre s 7-35
INSLAIISSNKEY ... re e 7-36
FEVOKESSNKEY ...ttt ettt sb e 7-37
SNOW COMMEANG-10Q ...ttt bbb 7-38
ShOW cOMMANG-10Qg SLALUS ......oveieeiiieiieiiieeee e 7-40
SNOW TEINET ..o e 7-41
SNOW SSN et 7-42
File Management COMMEANAS ..ot 8-1
(oo [ T T TSSOSO PP PSP PSP 8-2
PW ettt ettt e e et e et R R R e Rt Rt Rt e Rt R et e tenEenRenteeneereereeneenean 8-3
IMKAIT bbbttt 8-4
FIMIOIE <o b et b et bt bbbt 8-6
TSP TSSOSO UPT PR URURUOPRTPRROR 8-8
1 TP U TR PPV PTUR TP PPTPRPRON 8-10
o o RS TSR 8-12
o3 S PR 8-14
101 PP P PSP PPPP 8-16
ChMOA .ot be s be s reereeneas 8-18
TTESPACE .ttt b bbbttt bt b bbb ens 8-19

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020



Contents

Chapter 63

Chapter 64

Chapter 65

L1 GRS SRURPTR PR 8-20
4Ty USRS 8-22
1 PRSPPI 8-23
11172 8-25
] 10T 1 PSS 8-27
L1 11« T TSP T TSP PP TS PP UPPRTPPPRP 8-28
] 110 SR 8-29
10T 8-31
] 110 1T 11 o PSR 8-33
Web Management COMMANAS ........coouiiiiiieiiee e 9-1
WEDVIBW SEIVET ...ttt sttt sttt bbbt et e et sbe e e et e 9-2
WEDVIBW BCCESS ...viuiteteiieiesieie sttt sttt b e se et be bbb bt st e et e e e bt sbe e enenbe e 9-4
WEDVIEBW FOFCE-SSI ...t 9-6
WEDVIEW NEED-POIT .ot 9-7
WEDVIEW NEEPS-POIT ...t 9-8
WEDVIEW SSI-SErONG-CIPNEIS ..o 9-9
webview wlan cluster-virtual-ip preCedence ..........ccoceverererie v, 9-10
webview wlan cluster-virtual-ip ... 9-12
show webview WIan CONFig ..o 9-13
SNOW WEDVIBW ...ttt bbb 9-15
Configuration File Manager COmmands ........ccccccceviiieiiiiecciee e 10-1
CONFIQUIAtioN @PPIY .ovvieeceieeee s 10-2
configuration error-file-limit ... 10-4
ShOW CONFIGUIAtION SALUS .......ecveieiciesc e 10-6
CONFIGUIALION CANCEI ....voviieiicicce et 10-8
configuration SYNtaxX-ChECK ..........cooveeriiiiienicee s 10-9
configuration SNAPSNOTL .......cceieiiiiee e 10-11
show configuration SNAPSNOL .........ecviiiiecce e 10-13
WITEE TEIMINAL L. 10-15
configuration apply NELWOIK-SYNC ........ccoveieiieiieiinieieeee e 10-16
SNIMP COMMEANTS ....eviiiiieiiieitee ettt et be et e e b e s reesrneesene s 11-1
R AT I3 e LA T o S 11-3
SNOW SNMP SEALION ...veieieiciiciceee et sre e 11-6
SNMP SNMP-ENGINEIA-TYPE .oviiviiiecicir et 11-8
Show SNMP SNMP-ENGINEIA ......ccciiiiiiciceeeee e 11-10
SNMP COMMUNITY=IMAP ©..veiveiveeieeieeieieeeree st e e sre st e e sre e s e s esee s e sae st esesresaeas 11-11
SNMP COMMUNILY-MAP MOTE ....eovenieiiiieieiesie et 11-13
ShOW SNMP COMMUNIEY-MAP ...veveviieiriiieeeesee et ere e seens 11-15
SNIMIP SECUNTLY vttt sttt sttt sttt bbb e s e sre e e s s 11-17
SNMP SECUNTLY TSIM <eeviiiiiesiieeee e sttt sre e eneeees 11-19
SNMP ESM-IMAP oottt bbbt ettt b e e b e sbeebe e e naeas 11-20
SNOW SNIMP ISM=MAP ..vvveeiieiieiieieeee ettt e e et eeseeseesresresreaneas 11-21
SNOW SNIMP SECUNILY .evviviiieieieieeesieieie e s te sttt e et e s ese e e e sresaeeesrennens 11-23
SNOW SNMP SEALISTICS ...vvvviieieeerce e nne s 11-25
show snmMpP MIB-Tamily ...c.ccooviiii 11-27
SNMP-Lrap @BSOIPLION .....veiviieiciice e 11-29
SNMP-LrAP t0-WEDVIEW ...cvviiiiiiciece et 11-30
SNMP-TrAP FEPIAY-IP eevieiiiieiiei e bbbt 11-31
SNMP-LrAP FHLEI-IP e 11-33

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 li



Contents

Chapter 66

Chapter 67

Chapter 68

Appendix A

SNMP aUthENEICALION-TrAP ....c.ccvevveiiiccie s e 11-35
ShOW SNMP-Lrap FEPIAY-IP «oveeieerieiieieie e 11-36
Show SNMP-trap FIlEr-iP ...ccoooviiiiec s 11-38
show snmp authentiCatioN-trap ........ccocoovrerieiirersie s 11-40
SNOW SNMP-LrAP CONTIQ .voveeiiiieiece st 11-41
BVENT-ACTION ...ttt bbbt 11-43
SNOW BVENT-ACTION ...t 11-45
OmniVista Cirrus COMMANAS .......c.ooiiiiiiiiiiieiiee e 64-1
cloud-agent admMin-StAte ........cc.cceverieieiieiire e 64-2
cloud-agent disCOVErY-iNterval ...........ccccoviiiiiiiiiiiececee e 64-4
cloud-agent remove-inconsistent-certificate ............ccocovvvvveiviiveiiciescse e, 64-6
ShOW ClOUd-AQENT SALUS .....cvviveieeciiciiciese e 64-7
Show cloud-agent VPN STALUS ........cooveiierieiceree et 64-9
OPENFIOW COMIMEANTS ....ooiiiiiiiiiciccee et 65-1
openflow back-0ff-MaX ..o 65-2
openflow idle-probe-tiMEOUL ...........ccovereieee s 65-3
openflow 10gICal-SWILCH .......ccooiiiiicec s 65-4
openflow logical-switCh CONTIOHIEN ..........coveieiiiiie s 65-7
openflow logical-switch iNterfaces .........ccccooeriierieiiiinie e 65-9
SNOW OPENFIOW <..veee e nne s 65-11
show openflow 10giCal-SWItCh ...........cocoveieicice e 65-12
(D] NN IS 101 1 01010 F=T o U T USSR 66-1
IP dOMAIN-I00KUD ..o.veiiiie e 66-2
1D NAME-SEIVET ...eieviieieie ettt te et ta et e et e b e et e st et e be st e e besaeesaeseese e st e steeentesrens 66-4
IPVB NAME-SEIVET ....ecveeerieiesteeetesietste et ste e te e e ste st e e s te e tesbeseesesbeeeseseeneaneseeneas 66-6
IP OMAIN-NEAIMIE .. .oviitiieiiie ettt st et et sbe e 66-8
SNOW NS .ttt ettt et b e et e ere e se e e et et e besbeebeebeere e s 66-9
Software License and Copyright Statements ........cccccccvvvi e A-1
ALE USA, InC. LiCENSE AQIEEMENT ...vvivieeierieiieiesie e sie e sie e se st stesee e seeseeseeseeneeseeseenes A-1
ALE USA, INC. SOFTWARE LICENSE AGREEMENT .....ccccoviiniiiinciicnn, A-1
Third Party Licenses and NOLICES .....c.cocvveveiivieiieieieie et A-4

CLI Quick Reference

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 lii



About This Guide

This OmniSwitch AOS Release 8 CLI Reference Guide is a comprehensive resource to all Command Line
Interface (CLI) commands available on the OmniSwitch.

Supported Platforms

The information in this guide applies only to the following products:

OmniSwitch 6465 Series

OmniSwitch 6560 Series

OmniSwitch 6860 Series
OmniSwitch 6865 Series

OmniSwitch 6900 Series

OmniSwitch 9900 Series

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to
configure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain
knowledge on the details of all CLI commands available on the OmniSwitch will benefit from the material
in this reference guide. However, advanced users who have already familiarized themselves with the
OmniSwitch CLI commands will benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software features can be found in
the OmniSwitch AOS Release 8 Switch Management Guide, OmniSwitch AOS Release 8 Network
Configuration Guide, OmniSwitch AOS Release 8 Advanced Routing Configuration Guide, and
OmniSwitch AOS Release 8 Data Center Switching Guide. Once you are familiar with the procedures and
base CLI commands in these configuration guides you can obtain more detailed information on the
individual commands in this guide.
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What is in this Manual?

This reference guide includes information on every CLI command available in the switch. Command
reference information is included for base software commands as well as commands associated with
optional software packages, such as Advanced Routing (multicast routing protocols and OSPF). The
information provided for each CLI command includes:

= Command description.

= Syntax.

= Description of all keywords and variables included in the syntax.

= Default values.

= Usage guidelines, which include tips on when and how to use the command.

<« Examples of command lines using the command.

< Related commands with descriptions.

= Release history, which indicates the release when the command was introduced.

« SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a
command.

What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the
appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVista can be found in the context-sensitive on-line
help available with those applications.

How is the Information Organized?

Each chapter in this guide includes reference material for all commands related to a single software
feature, such as server load balancing or link aggregation. Typically commands in a single chapter will
share a common prefix.
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Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this guide.

bold text Indicates basic command and keyword syntax.
Example: show snmp station

italicized text Indicates user-specific information such as IP addresses, slot numbers,
passwords, names, etc.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ ] (Straight Brackets) Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server

show aaa server server_name (where server_name is the user-
specified server name, e.g., show aaa server myserverl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces) Indicates that the user must choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you must choose one of the following:

port mirroring enable or port mirroring disable

| (\Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process.The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: OmniSwitch Hardware Users Guide
Release Notes

This guide provides all the information you need to get your switch up and running the first time. It
provides information on unpacking the switch, rack mounting the switch, installing NI modules, unlocking
access control, setting the switch’s IP address, and setting up a password. It also includes succinct
overview information on fundamental aspects of the switch, such as hardware LEDs, the software
directory structure, CLI conventions, and web-based management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: OmniSwitch Hardware Users Guide
OmniSwitch AOS Release 8 Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its
hardware and software. Information about switch hardware is provided in the OmniSwitch Hardware
Users Guide. This guide provide specifications, illustrations, and descriptions of all hardware components,
such as chassis, power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules,
and cooling fans. It also includes steps for common procedures, such as removing and installing switch
components.

The OmniSwitch AOS Release 8 Switch Management Guide is the primary users guide for the basic
software features on a single switch. This guide contains information on the switch directory structure,
basic file and directory utilities, switch access security, SNMP, and web-based management. It is
recommended that you read this guide before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: OmniSwitch AOS Release 8 Network Configuration Guide
OmniSwitch AOS Release 8 Advanced Routing Configuration Guide
OmniSwitch AOS Release 8 Data Center Switching Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANSs, Spanning Tree, and network routing
protocols. The OmniSwitch AOS Release 8 Network Configuration Guide contains overview information,
procedures, and examples on how standard networking technologies are configured on the OmniSwitch.

The OmniSwitch AOS Release 8 Advanced Routing Configuration Guide includes configuration
information for networks using advanced routing technologies (OSPF and BGP) and multicast routing
protocols (DVMRP and PIM-SM).
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The OmniSwitch AOS Release 8 Data Center Switching Guide includes configuration information for data
center networks using virtualization technologies, such as Data Center Bridging (DCB) protocols, Virtual
eXtensible LAN (VXLAN), and Fibre Channel over Ethernet (FCoE) network convergence.

Anytime

The OmniSwitch AOS Release 8 CLI Reference Guide contains comprehensive information on all CLI
commands supported by the switch. This guide includes syntax, default, usage, example, related CLI
command, and CLI-to-MIB variable mapping information for all CLI commands supported by the switch.
This guide can be consulted anytime during the configuration process to find detailed and specific
information on each CLI command.
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Related Documentation

The following are the titles and descriptions of all the related OmniSwitch user manuals:
= OmniSwitch 6465, 6560, 6860, 6865, 6900, 9900 Hardware Users Guides

Describes the hardware and software procedures for getting an OmniSwitch up and running as well as
complete technical specifications and procedures for all OmniSwitch chassis, power supplies, fans, and
Network Interface (NI) modules.

« OmniSwitch AOS Release 8 CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

= OmniSwitch AOS Release 8 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

= OmniSwitch AOS Release 8 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP and IPX),
security options (authenticated VLANS), Quality of Service (QoS), link aggregation, and server load
balancing.

= OmniSwitch AOS Release 8 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

= OmniSwitch AOS Release 8 Data Center Switching Guide

Includes an introduction to the OmniSwitch data center switching architecture as well as network
configuration procedures and descriptive information on all the software features and protocols that
support this architecture. Chapters cover Data Center Bridging (DCB) protocols, Virtual Network
Profile (vNP), VXLAN, and FCoE/FC transit and gateway functionality.

= OmniSwitch AOS Release 8 Transceivers Guide
Includes SFP and XFP transceiver specifications and product compatibility information.
= OmniSwitch AOS Release 8 Specifications Guide

Includes Specifications table information for the features documented in the Switch Management
Guide, Network Configuration Guide, Advanced Routing Guide, and Data Center Switching Guide.

= Technical Tips, Field Notices
Includes information published by Alcatel-Lucent Enterprise’s Customer Support group.
< Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You’ll also receive regular software updates to maintain and maximize your Alcatel-
Lucent Enterprise product’s features and functionality and on-site hardware replacement through our
global network of highly qualified service delivery partners.

With 24-hour access to Alcatel-Lucent Enterprise’s Service and Support web page, you’ll be able to view
and update any case (open or closed) that you have reported to Alcatel-Lucent Enterprise’s technical
support, open a new case or access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent Enterprise’s Service Programs:
Web: businessportal2.alcatel-lucent.com
Phone: 1-800-995-2696

Email: ebg_global_supportcenter@al-enterprise.com
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1 Ethernet Port Commands

The Ethernet port software is responsible for configuring and monitoring Ethernet ports. This includes:
< Performing hardware diagnostics, loading software, and initializing hardware.

= Notifying other software modules in the system when Ethernet links become active or inactive.

< Configuring basic line parameters for Ethernet ports.

= Gathering basic line statistics for Ethernet ports and passing this information to the user interface and
configuration manager.

MIB information for the Ethernet Port commands is as follows:

Filename: ALCATEL-IND1-PORT-MIB.mib
Module: alcatelIND1PortMIB

Filename: EtherLike-MIB.mib
Module: etherMIB
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Ethernet Port Commands

A summary of the available commands is listed here.

Interfaces commands

interfaces

interfaces speed

interfaces crossover
interfaces duplex

interfaces alias

clear interfaces

interfaces max-frame-size
interfaces inter-frame-gap
interfaces flood-limit
interfaces flood-limit action
interfaces ingress-bandwidth
interfaces pause

interfaces link-trap
interfaces ddm

interfaces ddm-trap
interfaces wait-to-restore
interfaces wait-to-shutdown
interfaces eee

interfaces primary-port split-mode
interfaces fec

interfaces hybrid-mode
interfaces loopback

clear violation

show interfaces

show interfaces alias

show interfaces status

show interfaces capability
show interfaces accounting
show interfaces counters
show interfaces counters errors
show interfaces flood-rate
show interfaces traffic

show interfaces ingress-rate-limit
show interfaces ddm

show interfaces split-mode
show transceivers

show violation

Interface violation commands

violation recovery-maximum
violation recovery-time

violation recovery-trap

show violation

show violation-recovery-configuration
clear violation

Link monitoring commands

interfaces link-monitoring admin-status
interfaces link-monitoring time-window
interfaces link-monitoring link-flap-threshold
interfaces link-monitoring link-error-threshold
interfaces clear-link-monitoring-stats

show interfaces link-monitoring config

show interfaces link-monitoring statistics
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Ethernet Port Commands

Time Domain Reflectometry
(TDR) commands

interfaces tdr
show interfaces tdr-statistics

Link fault propagation
commands

link-fault-propagation group

link-fault-propagation group source
link-fault-propagation group destination
link-fault-propagation group wait-to-shutdown
show link-fault-propagation group

LED beacon commands

interfaces beacon
show interfaces beacon

IEEE 1588 Precision Time
Protocol (PTP) commands

interfaces ptp admin-state
interfaces port ptp p2p
show interfaces ptp config

MAC Security commands

interfaces macsec admin-state
show interfaces macsec

show interfaces macsec static
show interfaces macsec dynamic
show interfaces macsec statistics
clear interfaces macsec statistics

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020

page 1-3



Ethernet Port Commands interfaces

interfaces

Enables or disables auto negotiation or administrative status on a single port, a range of ports, or an entire
Network Interface (NI).

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} {admin-state | autoneg | epp} {enable |
disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.
port[-port2] The port number. Use a hyphen to specify a range of ports.
admin-state enable Enables administrative state.
admin-state disable Disables administrative state.

autoneg enable Enables auto negotiation.

autoneg disable Disables auto negotiation.

epp enable Enables Enhanced Port Performance.
epp disable Disables Enhanced Port Performance.
Defaults

parameter default

enable | disable enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= |f auto negotiation is disabled, auto MDIX, flow control, auto speed, and auto duplex are not accepted.
See the interfaces crossover command on page 1-8 and the interfaces duplex command on page 1-10
for more information.

= When EPP is enabled the fiber port receiver performance is enhanced by increasing its sampling rate.
This enhancement can help with port link connection reliability or CRC problems that may occur with
direct copper cable interfaces.

< Autonegotiation cannot be disabled on 10GBase-T ports.

= The 2.5G capable ports will advertise either 2.5G or 1G when auto-negotiation is enabled depending
on the port's configured speed. The default is 2.5G.
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Ethernet Port Commands interfaces

< Autonegotiation is disabled for 10G port types and optical transceivers. It is enabled for 25G, 40G, and
100G direct-attached cables.

Examples

-> interfaces port 1/3/1 autoneg disable
-> interfaces slot 1/3 autoneg disable
-> interfaces port 1/3/1-4 autoneg disable

Release History

Release 7.1.1; command introduced.

Related Commands

interfaces speed Configures interface speed.

interfaces crossover Configures crossover port settings.

interfaces duplex Enables or disables flow (pause).

show interfaces alias Displays interface line settings.

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.
MIB Objects

esmConfTable

esmPortCfgAutoNegotiation
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Ethernet Port Commands interfaces speed

interfaces speed

Configures interface line speed.

interfaces {slot chassis/slot | port chassis/slot/port [-port2]} speed {10 | 100 | 1000 | 2500 | 20000 | 40000
| 200000 | 2000 | 4000 | 8000 | auto | max {100 | 1000 | 4000 | 8000}}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.

auto The switch automatically sets the line speed to match the attached
device (auto-sensing).

10 Sets the interface to 10 Mbps.

100 Sets the interface to 100 Mbps.

1000 Sets the interface to 1000 Mbps (1 Gigabit).

2500 Sets the interface to 2500 Mbps (2.5 Gigabits).

10000 Sets the interface to 40000 Mbps (10 Gigabits).

40000 Sets the interface to 10000 Mbps (40 Gigabits).

100000 Sets the interface to 100000 Mbps (100 Gigabits).

2000 Sets the interface to 2000 Mbps for FibreChannel.

4000 Sets the interface to 4000 Mbps for FibreChannel.

8000 Sets the interface to 8000 Mbps for FibreChannel.

max 100 Sets the maximum speed to 100 Mpbs.

max 1000 Sets the maximum speed to 1000 Mbps (1 Gigabit).

max 4000 Sets the maximum speed to 4000 Mbps for FibreChannel.

max 8000 Sets the maximum speed to 8000 Mbps for FibreChannel.

Defaults

parameter default

auto enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Ethernet Port Commands interfaces speed

Usage Guidelines

The changing of a port's speed, when changing between 100M/1G and 2.5G or vice-versa, is applied in
port pairs. Meaning, changing the speed of one port of a pair will cause the other port's speed to change as
well. The port pairs are 17/18, 19/20, 21/22, 23/24. This does not apply when changing the speed between
100M and 1G.

Examples

-> interfaces slot 1/3 speed auto
-> interfaces port 1/3/1 speed 100
-> interfaces port 1/3/2-8 speed 1000

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable
esmPortCfgSpeed
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Ethernet Port Commands interfaces crossover

interfaces crossover

Configures port crossover settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} crossover {auto | mdix | mdi}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.

auto The interface automatically detects the crossover settings.

mdix Sets the crossover configuration to Media Dependent Interface with

Crossover (MDIX), which is the standard for hubs and switches.

mdi Sets the crossover configuration to Media Dependent Interface (MDI),
which is the standard for end stations.

Defaults
parameter default
auto | mdix | mdi auto

Platforms Supported

Not supported in this release.

Usage Guidelines

= |f auto negotiation is disabled, then automatic crossover is also disabled. See the interfaces command
for more information.

< You cannot configure crossover settings on fiber ports. These ports use the MDI standard.

Examples

-> interfaces slot 1/3 crossover mdi
-> interfaces port 1/3/1 crossover mdix
-> interfaces port 1/3/1-4 crossover auto

Release History

Release 7.1.1; command introduced.
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Ethernet Port Commands interfaces crossover

Related Commands

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable
esmPortCfgCrossover
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Ethernet Port Commands interfaces duplex

interfaces duplex

Configures duplex mode. In full duplex mode, the interface transmits and receives data simultaneously. In
half duplex mode, the interface can transmit or receive data at a given time. Auto duplex setting causes the
switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} duplex {full | half | auto}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
full Sets interface to full duplex mode.

half Sets interface to half duplex mode.

auto Switch automatically sets both the duplex mode settings to auto-

negotiation.

Defaults

parameter default

full | half | auto full

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

You can only configure one slot at a time. Repeat the command to configure additional slots.

The OmniSwitch 6860(E)/6865/6900 do not support 10/100 half-duplex.

Half duplex mode is not supported on Gigabit modules if a port is detected as Gigabit (1000 Mbps).

Gigabit and 10 Gigabit fiber ports only support full duplex.

Examples

-> interfaces port 1/3/1 duplex auto
-> interfaces slot 1/3 duplex half
-> interfaces port 1/3/1-4 auto

Release History

Release 7.1.1; command introduced.
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Ethernet Port Commands interfaces duplex

Related Commands

interfaces Configures interface line speed. Set to auto to set speed and duplex
mode to auto-sensing.

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable

esmPortAutoDuplexMode
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Ethernet Port Commands

interfaces alias

interfaces alias

Configures a description (alias) for a single port.

interfaces port chassis/slot/port alias description

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number.

description A description for the port, which can be up to 64 characters long.
Description tags with spaces must be enclosed within quotes (e.g., “IP
Phone”).

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< You can only configure one port at time. You cannot configure an alias for multiple ports.

= To remove an alias use a description consisting of two quotes without any spaces (e.g., ™).

Examples

-> interfaces port 1/3/1 alias "switch port"”
-> interfaces port 1/2/2 alias "IP Phone™
-> interfaces port 1/3/1 alias "

Release History

Release 7.1.1; command introduced.
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Ethernet Port Commands interfaces alias

Related Commands

show interfaces alias Displays port status (up or down) and any aliases for a port.

MIB Objects

ifXTable
ifAlias
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Ethernet Port Commands clear interfaces

clear interfaces

Resets all Layer 2 statistics counters or Time Domain Reflectometry (TDR) statistics counters.

clear interfaces {slot chassis/slot | port chassis/slot/port[-port2} {I2-statistics [cli] | tdr-statistics}

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.
slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
cli Clears the CLI statistics only.

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< TDR is supported only on the OmniSwitch 6860.

= There is no global clear statistics command for TDR. The highest level granularity supported for
clearing statistics is per chassis/slot.

Examples

-> clear interfaces port 1/1/20 I2-statistics
-> clear interfaces port 1/1/30 I2-statistics cli
-> clear interfaces port 1/1/40 tdr-statistics

Release History

Release 7.1.1; command introduced.
Release 8.1.1; tdr-statistics parameter added.
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Related Commands

show interfaces counters Displays general interface information, including when statistics
were last cleared.

show interfaces tdr-statistics  Displays the results of the last TDR test performed on a port.

MIB Objects

alcetherStatsTable
alcetherClearStats

esmTdrPortTable
esmTdrPortClearResults
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interfaces max-frame-size

Configures the maximum frame size for Gigabit Ethernet interfaces.

interfaces {slot chassis/slot | port chassis/slot/port[-port2} max-frame-size bytes

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
bytes Maximum frame size, in bytes. Valid range is 1518-9216.
Defaults

parameter default

bytes (Gigabit Ethernet Packets) 9216

bytes (Ethernet Packets) 1553

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
N/A

Examples

-> interfaces port 1/3/1 max-frame-size 1518
-> interfaces slot 1/3 max-frame-size 1518

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable
esmPortCfgMaxFrameSize
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interfaces inter-frame-gap

Configures the inter-frame gap.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} inter-frame-gap bytes

Syntax Definitions

chassis
slot

port[-port2]

bytes

Defaults

The chassis identifier.

The slot number for a specific module.

The port number. Use a hyphen to specify a range of ports.

Number of bytes for the inter-frame gap. Valid range is 8-31 bytes.

parameter

default

bytes

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

N/A

Examples

-> interfaces port 1/1/1 inter-frame-gap 15

Release History

Release 8.4.1.R01; command was introduced.

Related Commands

show interfaces

MIB Objects

NZA

Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.
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interfaces flood-limit

Configures the flood rate settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} flood-limit {bcast | mcast | uucast | all} rate
{pps pps_num| mbps mbps_num | cap% cap_num | enable | disable | default} [low-threshold low_num]

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
bcast Specifies broadcast flood limit.

mcast Specifies multicast flood limit.

uucast Specifies unicast flood limit.

all Specifies flood limit for all types of traffic.

pps_num Packets per second.

mbps_num Megabits per second.

cap_num Percentage of port’s capacity.

enable Enables flood rate limits.

disable Disables flood rate limits.

default Sets default flood rate limits

low_num Specifies the low threshold value, which must be lower than the high

threshold value set for the pps_num, mbps_num, or cap_num value.
This parameter is not supported on the OmniSwitch 6560 when used
with the uucast parameter option.

Defaults
parameter default
enable | disable enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No Yes Yes Yes Yes Yes No No No

Usage Guidelines

< The packets-per-second (pps) setting is based on a 512 byte frame size. When configuring the
threshold value as a percentage (cap%o) or in megabits-per-second (mbps), only approximate limits
can be achieved because values are always estimated based on the packet-per-second size (512 bytes).
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< The low-threshold parameter is set to help with the auto-recovery of a port that was shutdown because
of a STORM violated state. The shutdown action is configured through the interfaces flood-limit
action command.

Examples

-> interfaces slot 1/2 flood-limit all rate cap% 50

-> interfaces slot 1/3 flood-limit bcast rate mbps 100

-> interfaces port 1/1/1 flood-limit bcast rate mbps 60 low-threshold 40
-> interfaces port 1/1/5 flood-limit mcast rate pps 2000 low-threshold 1000

Release History

Release 7.1.1; command introduced.
Release 8.2.1; default and low-threshold parameters added.

Related Commands

show interfaces flood-rate Displays interface flood rate settings.

MIB Objects

esmConfigTable
esmPortCfgFlow

dot3PauseTable
dot3PauseAdminMode
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interfaces flood-limit action

Configures the action on a single port, a range of ports, when the port reaches the storm violated state.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} flood-limit {bcast | mcast | uucast | all}
action {shutdown | trap | default}

Syntax Definitions

chassis
slot
port
port2
bcast
mcast
uucast

all

shutdown

trap

default

Defaults

N/A

Platforms Supported

The chassis identifier.

Slot number to configure.

Port number of the interface to configure.

Last port number in a range of ports to configure.
Broadcast flood limit.

Multicast flood limit.

Unicast flood limit. This parameter is not supported on the OmniSwitch
6560.

Flood limit for all types of traffic.
When the high threshold is violated, port is put into a blocked state.

When the high threshold is crossed, trap is sent with the violation
reason.

When traffic reaches the high threshold, packets above that rate will be
dropped.

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No Yes Yes Yes Yes No No No

Usage Guidelines

= When high threshold is violated, and the port needs to be put in blocked state, set the action as
“shutdown”.

< Use the low-threshold parameter of the interfaces flood-limit command to assist with auto-recovery

of a port that was shutdown.

<= When high threshold is crossed, and a trap has to be sent with violation reason, set the action as “trap”.

= When traffic reaches high threshold, and the packets above that rate needs to be dropped, set the action
as “default”.
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Examples

-> interfaces port 1/1/1 flood-limit bcast action shutdown
-> interfaces port 1/1/4 flood uucast action trap

-> interfaces port 1/1/11 flood-limit all action shutdown
-> interfaces port 1/1/14 flood mcast action default

Release History

Release 8.2.1; command introduced.

Related Commands

interfaces flood-limit Configures the high and low threshold values for flood rate limiting.
show interfaces flood-rate Displays interface flood rate settings.

MIB Objects

esmConfigTable

esmPortBcastThresholdAction
esmPortMcastThresholdAction
esmPortUucastThresholdAction
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interfaces ingress-bandwidth

Configures the ingress bandwidth settings on a single port, a range of ports, or an entire Network Interface

(NI).

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} ingress-bandwidth {mbps| enable | disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
mbps Specifies the ingress bandwidth in mbps.

enable Enables ingress bandwidth limiting.

disable Disables ingress bandwidth limiting.

Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
N/A

Examples

-> interfaces slot 1/3 ingress-bandwidth enable
-> interfaces slot 1/3 ingress-bandwidth mbps 30

Release History

Release 7.1.1; command introduced.
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Related Commands
show interfaces ingress-rate-  Displays the ingress-rate-limit set for each interface port.
limit

MIB Objects

esmConfTable
esmPortingressRateLimitEnable
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interfaces pause

Configures whether or not the switch will transmit and/or honor flow control PAUSE frames on the
specified interface. PAUSE frames are used to temporarily pause the flow of traffic between two
connected devices to help prevent packet loss when traffic congestion occurs between switches.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} pause {tx | rx | tx-and-rx | disable}

Syntax Definitions

chassis
slot

port[-port2]

x
rx

tx-and-rx

disable

Defaults

The chassis identifier.

The slot number for a specific module.

The port number. Use a hyphen to specify a range of ports.

Allows interface to transmit PAUSE frames to peer switches.

Allows interface to honor PAUSE frames from peer switches and

temporarily stop sending traffic to the peer.

Allows the interface to transmit and honor PAUSE frames to/from peer

switches.

Disables flow control on the interface.

By default, flow control is disabled on all switch interfaces.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= Flow control is only supported on interfaces configured to run in full-duplex mode; half-duplex mode
is not supported. In addition, flow control is not supported across a virtual fabric link (VFL).

< |f both autonegotiation and flow control are enabled on the same local interface, autonegotiation
calculates operational flow control settings for that interface. Note that the operational settings override
the configured settings as long as autonegotiation and flow control are both enabled for the interface.

< |f autonegotiation is disabled, the configured flow control settings are applied to the local interface.

Examples

-> interfaces
-> interfaces
-> interfaces
-> interfaces

port 1/2/4 pause rx
port 1/1/11 pause tx
port 1/2/1 pause tx-and-rx
port 1/2/1-6 disable
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Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces status Displays interface line settings.

MIB Objects

esmConfTable
esmPortCfgPause
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interfaces link-trap

Enables trap link messages. If enabled, a trap is generated whenever the port changes state.

interfaces [slot chassis/slot | port chassis/slot/port [-port2]] link-trap {enable | disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
enable Port link up/down traps are displayed on the NMS.
disable Port link up/down traps are not displayed on the NMS.
Defaults

parameter default

enable | disable enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
N/A

Examples

-> interfaces port 1/2/1 link-trap enable
-> interfaces slot 1/3 link-trap enable
-> interfaces port 1/1/1-6 link-trap enable

Release History

Release 7.1.1; command introduced.
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Related Commands

show interfaces status Displays interface line settings.

MIB Objects

esmConfigTable

esmPortSlot
esmPortlF
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interfaces ddm

Configures the Digital Diagnostics Monitoring (DDM) administrative status.

interfaces ddm {enable | disable}

Syntax Definitions

enable Enables DDM functionality.
disable Disables DDM functionality.
Defaults

parameter default

ddm disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< DDM capability will vary based on the transceiver manufacturer.

= DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm enable
-> interfaces ddm disable

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Objects

ddmConfiguration
ddmConfig

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 1-28



Ethernet Port Commands interfaces ddm-trap

interfaces ddm-trap

Configures the Digital Diagnostics Monitoring (DDM) administrative status or trap capability.

interfaces ddm-trap {enable | disable}

Syntax Definitions

enable Enables DDM trap functionality.
disable Disables DDM trap functionality.
Defaults

parameter default

ddm-trap disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm-trap enable
-> interfaces ddm-trap disable

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Objects

ddmConfiguration

ddmTrapConfig
ddmNotificationType
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interfaces wait-to-restore

Configures the wait to restore timer on a specific slot, port, or a range of specified ports. The timer is
enabled when a link up event is detected. Other applications are notified of the link up event only after the

wait to restore timer has elapsed.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} wait-to-restore num

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
num The number of seconds the switch waits before notifying other

applications. The valid range is 0-300 in multiples of 5 seconds.

Defaults

By default, the timer is set to zero (disabled).

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

« Set the wait-to-restore timer to zero to disable the timer.

= Enter a slot number to configure the timer value for all interfaces on a specific slot.

< Enter a slot and port number or a range of port numbers to configure the timer value for a specific

interface or a range of interfaces.

Example

-> interfaces slot 1/1 wait-to-restore 30

-> interfaces port 1/1/1 wait-to-restore 10
-> interfaces port 1/1/1-7 wait-to-restore 250
Release History

Release 7.3.2; command introduced.
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Related Commands
show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

MIB Objects

alaLinkMonConfigTable
alaLinkMonWaitToRestoreTimer
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interfaces wait-to-shutdown

Configures the wait to shutdown timer on a specific slot, port, or a range of specified ports. The timer is
enabled when a link down event is detected. Other applications are notified of the link down event only

after the wait to shutdown timer has elapsed.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} wait-to-shutdown num

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.

num The number of milliseconds the switch waits before notifying other

applications. The valid range is 0-300 in multiples of 10msec.

Defaults

By default, the timer is set to zero (disabled).

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< This command can be used to reduce port flapping. If the port comes back up before the timer expires
then the timer will be canceled and other applications will not be notified of the link down event.

« Set the wait-to-shutdown timer to zero to disable the timer.

= The WTS timer is not started when the switch is first booted. But administratively disabling the port

will start the timer if enabled.

< The link-status of the remote port will be down when the WTS timer is running. This is due to the port
being physically down and only the link-down event not being communicated to other applications.

Example

-> interfaces slot 1/1 wait-to-shutdown 30
-> interfaces port 1/1/1 wait-to-shutdown 10
-> interfaces port 1/1/1-7 wait-to-shutdown 250

Release History

Release 7.3.2; command introduced.
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Related Commands
show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

MIB Objects

alaLinkMonConfigTable
alaLinkMonWaittoShutdownTimer
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interfaces eee

Enables or disabled Energy Efficient Ethernet.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} eee {enable | disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
enable Enables EEE functionality.

disable Disables EEE functionality.

Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes Yes Yes Yes Yes No

Usage Guidelines

= EEE is only supported on copper ports.
< Enabling EEE will start advertising EEE capability to peer ports. Disabling EEE will stop
EEE capability to peer ports.

Examples

-> interfaces port 1/1/1 eee enable
-> interfaces slot 1/1 eee disable

Release History

Release 7.3.2; command was introduced.

advertising
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Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

MIB Objects
N/A
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interfaces primary-port split-mode

Configures the mode of splitter cable capable ports.

interfaces primary-port chassis/slot/port split-mode {auto | 4X25G | 4X10G | 40G | 100G}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port The port number.

auto Automatically detects if a splitter cable is connected.
4x10g Sets the port to the 4X10G splitter functionality.
4x25¢g Sets the port to the 4X25G splitter functionality.
40g Sets the port to 40G functionality.

100g Sets the port to 100G functionality.

Defaults

parameter default

enable | disable auto

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No Yes Yes Yes Yes

Usage Guidelines
= This command is only supported on ports and platforms that support the splitter cable functionality.

= The proper cable should be used based on the port’s configuration. For example, if set to 4X10G with a
40G cable connected, the port will only operate as a 10G port.

Examples

-> interfaces primary-port 1/1/1 split-mode 4X10G

Release History

Release 7.3.4; command was introduced.
Release 8.5R2; primary-port keyword added.
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Related Commands
show interfaces split-mode Displays the configured and operational state of the splitter cable
capable ports.

MIB Objects

esmPortModeTable
esmConfiguredMode
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interfaces fec

Configures the Reed Solomon (RS-FEC) and Fire Code (FC-FEC) FEC also known as BASE-R FEC.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} fec {disable | auto | fc | rs}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
disable Disables FEC.

auto Automatically determines the FEC.
fc FC-FEC is forced.

rs RS-FEC is forced.

Defaults

parameter default

fec auto

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No No Yes No Yes

Usage Guidelines

< This command is only supported on modules that support FEC configuration.

= For 10G/40G the FEC will default to FC-FEC. For 25G/100G the FEC will default to RS-FEC.

Examples

-> interfaces port 1/1/1 fec fc
-> interfaces slot 1/2 fec auto

Release History

Release 8.4.1.R03; command was introduced.
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Related Commands

show interfaces status Displays the configured and operational state of the ports.

MIB Objects

esmPortModeTable
esmConfiguredMode
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interfaces hybrid-mode

Configures the mode of a combo port to either fiber or copper.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} hybrid-mode {fiber | copper}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
fiber Enables the fiber combo port.

copper Enables the copper combo port.

Defaults

parameter default

hybrid-mode fiber

Fiber/Copper Speed 1000Mbps/auto

Fiber/Copper Duplex Full/auto
Fiber/Copper Autoneg Enabled/Enabled

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes No No No No No No No No

Usage Guidelines

= Each combo port can be set to either fiber or copper but not both at the same time.

<= When the mode is changed on a port the speed, duplex and auto-negotiation parameters will be set to
the default for that port type (see table above). Other port settings will remain the same (i.e. admin

status, flood limits, alias, etc.)

Examples

-> interfaces port 1/1/9 hybrid-mode copper
-> interfaces port 1/1/10 hybrid-mode fiber

Release History

Release 8.6R1; command introduced.
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Related Commands

interfaces speed Configures interface speed.

interfaces crossover Configures crossover port settings.

interfaces duplex Enables or disables flow (pause).

show interfaces status Displays interface line settings.

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.
MIB Objects

esmConfTable

esmPortCfgHybridActiveType
esmPortCfgHybridMode
esmPortOperationalHybridType
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interfaces loopback

Enables or disables the loopback mode for the specified front-panel port. Enable the port loopback mode
to support L3 VPN in-line routing for an IP over Shortest Path Bridging (SPB) configuration.

interfaces port chassis/slot/port[-port2] loopback

no interfaces port chassis/slot/port[-port2] loopback

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

By default, the port loopback mode is disabled.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No No Yes No No

Usage Guidelines
< Use the no form of this command to disable the port loopback mode.

< This command applies only to front-panel ports. A single port can provide the loopback function or the
port can be assigned to a static link aggregate that is also configured to run in loopback mode.

= When the loopback mode is enabled, the port can be configured as a bridge and access port to provide
the loopback functionality on the same port (no external cable required). However, other switch
functionality is not supported on loopback ports.

< For more information about SPB L3 VPN, see the “IP over SPBM” section of the “Configuring
Shortest Path Bridging” chapter in the OmniSwitch AOS Release 8 Network Configuration Guide.

Examples

-> interfaces port 1/1/1 loopback
-> interfaces port 1/1/2-5 loopback
-> no interfaces port 1/1/1 loopback

Release History

Release 8.6R2; command introduced.
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interfaces loopback

Related Commands

linkagg static agg loopback
show interfaces status
show interfaces

MIB Objects

alaPortXTable
alaPortXLoopbackStatus

Configures a link aggregate to run in the loopback mode.
Displays the interface line settings (for example, speed and mode).

Displays general interface information (for example, hardware,
MAC address, input errors, and output errors).
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clear violation

Clears all the MAC address violation logs for a particular port and session. After the violations are
cleared, the specific port resumes normal operation. This includes applying an existing application

configuration.

clear violation {port chassis/slot/port[-port2] | linkagg agg_id[-agg_id2]}

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
agg_id[-agg_id2] Enter a link aggregate 1D number. Use a hyphen to specify a range of

link aggregate IDs.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< When a violation is set on a physical port that is part of a link aggregate, the violation is set for the
whole link aggregate. All ports on that link aggregate are brought down. When this command is

applied to a link aggregate ID, all member ports of the link aggregate are activated.

= When this command is applied, all MAC addresses known to the port are cleared from the MAC

address table for the switch.

Examples

-> clear violation port 1/10
-> clear violation port 2/1-5
-> clear violation linkagg 5
-> clear violation linkagg 10-20

Release History

Release 7.1.1; command introduced.
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Related Commands
show violation Displays the address violations that occur on ports with LPS
restrictions.

MIB Objects

portViolationTable
portViolationClearPort
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violation recovery-maximum

Configures the maximum number of recovery attempts allowed before the port is permanently shut down.
This value is configurable on a global basis (applies to all ports on all modules) and on a per-slot or per-
port basis.

violation recovery-maximum {infinite | max_attempts}

violation [slot chassis/slot | port chassis/slot/port[-port2]] recovery-maximum {infinite | default |
max_attempts}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
infinite Sets the recovery attempt to infinite auto recovery.

default Sets the number of recovery attempts to the global value for the

specified ports. This parameter is only available when a slot, port, or
range of ports is specified with this command.

max_attempts The maximum number of recovery attempts. Valid range is 0-50.

Defaults

By default, this command configures the global maximum number of recovery attempts. The global value
applies to all ports on all modules in the switch.

parameter default

max_attempts 10

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
< Set the maximum number of recovery attempts value to 0 to disable this recovery mechanism.
= Enter a slot number to configure the number of recovery attempts for all interfaces on a specific slot.

< Enter a slot and port number or a range of ports to configure the number of recovery attempts for a
specific interface or a range of interfaces.

= When this command is used to configure the number of recovery attempts for all ports on a slot or for a
specific port or range of ports, the value specified overrides the global maximum number of attempts
configured for the switch.
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<« When configuring the number of recovery attempts for a specific slot, port, or range of ports, use the
default parameter to reset this value to the global maximum number of attempts.

= The number of recovery attempts increments whenever a port recovers using automatic recovery timer
mechanism. When the number of recovery attempts exceeds the configured threshold, the port is
permanently shut down.

< Once an interface is permanently shut down, only the clear violation command can be used to recover
the interface.

= The recovery mechanism tracks the number of recoveries within a fixed time window (FTW). The
FTW =2 * maximum recovery number * recovery timer. For example, if the maximum number of
recovery attempts is set to 4 and the recovery timer is set to 5, the FTW is 40 seconds (2 * 4 * 5=40).

Examples

-> violation recovery-maximum 25

-> violation slot 1/2 recovery-maximum 10

-> violation port 1/2/3 recovery-maximum 20

-> violation port 1/2/4-9 recovery-maximum 50

-> violation port 1/2/4-9 recovery-maximum default
-> violation port 1/2/3 recovery-maximum O

-> violation recovery-maximum infinite

-> violation recovery-maximum O

Release History

Release 8.2.1; command was introduced.

Related Commands

violation recovery-time Configures the time interval after which the port is
automatically re-activated if the port was shut down for any
violation.

show interfaces Displays the administrative, operational, violation, and

recovery status and configuration for the specified port.

show violation-recovery-configuration Displays the globally configured recovery time, SNMP
recovery trap status, and maximum recovery attempts.

MIB Objects

alaPortViolationRecoveryTable
alaPortViolationRecoveryMaximum
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violation recovery-time

Configures the time interval after which the port is automatically re-activated if the port was shutdown for
any violation. This value is configurable on a global basis (applies to all ports on all modules) and on a
per-slot or per-port basis.

violation recovery-time seconds

violation [slot chassis/slot | port chassis/slot/port[-port2]] recovery-time {seconds | default}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of port.

seconds The number of seconds after which a port is reactivated. The valid range
is 30-600 seconds.

default Sets the recovery time to the global value for the specified ports. This

parameter is only available when a slot, port, or range of ports is
specified with this command.

Defaults

= By default, this command configures the global recovery time. The global value applies to all ports on
all modules in the switch.

= By default, the violation recovery time is set to 300 seconds.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= When the recovery timer expires, the interface is operationally re-enabled and the violation on the
interface is cleared.

< The violation recovery time value does not apply to interfaces that are in a permanent shutdown state.
A port in this state is only recoverable using the clear violation command.

= The interface violation recovery mechanism is not supported on link aggregates, but is supported on
the link aggregate member ports.

< Enter a slot number to configure the recovery time for all interfaces on a specific slot.

= Enter a slot and port number or a range of ports to configure the recovery time for a specific interface
or a range of interfaces.
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<= When this command is used to configure the recovery time for all ports on a slot or for a specific port
or range of ports, the value specified overrides the global maximum recovery time configured for the
switch.

= When configuring the time for a specific slot, port, or range of ports, use the default parameter to reset
this value to the global maximum number of attempts.

Examples

-> violation recovery-time 600

-> violation slot 1/2 recovery-time 100

-> violation port 1/2/3 recovery-time 200

-> violation port 1/2/4-9 recovery-time 500

-> violation port 1/2/4-9 recovery-time default

Release History

Release 8.2.1; command introduced.

Related Commands
violation recovery-maximum Configures the maximum number of recovery attempts
before a port is permanently shut down.

show violation Displays the violation and recovery status for the
specified port.

show violation-recovery-configuration Displays the globally configured recovery time, SNMP
recovery trap enable/disable status and maximum
recovery attempts.

MIB Objects

alaPortViolationRecoveryTable
alaPortViolationRecoveryTime
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violation recovery-trap

Enables or disables the sending of a violation recovery trap when any port is re-enabled after the violation
recovery time has expired.

violation recovery-trap {enable | disable}

Syntax Definitions

enable Enables the ports to send violation recovery traps.
disable Disables the ports from sending violation recovery traps.
Defaults

By default, sending of a violation recovery trap is disabled.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

This is a global command that is applied to all ports on all modules.
Examples

-> violation recovery-trap enable

-> violation recovery-trap disable

Release History

Release 8.2.1; command was introduced.

Related Commands

violation recovery-time Configures the time interval to automatically re-enable the ports
that were shutdown due to a violation.

show violation-recovery- Displays the globally configured recovery time, SNMP recovery

configuration trap status, and maximum recovery attempts.

MIB Objects

esmViolationRecovery
esmViolationRecoveryTrap
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show interfaces

Displays general interface information (for example, hardware, MAC address, input errors, and output
errors).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]]

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

<« The Link-Quality parameter and Enhanced Port Performance capabilities are only supported on the
OmniSwitch 6900.

= EEE will be appended to the Autonegotiation output when EEE is enabled (EEE is supported only on
the OmniSwitch 6860, 6865, 6900).

Examples

-> show interfaces port 1/1/2
Chassis/Slot/Port 1/1/2
Operational Status > oup,
Last Time Link Changed : Mon Jan 5 17:09:30 2019,
Number of Status Change: 1,
Port-Down/Violation Reason: None,

Type : Ethernet,

SFP/XFP : GBIC_SX,

Interface Type : Fiber,

EPP : Disabled,

Link-Quality = Good

MAC address : 00:d0:95:b2:39:85,

BandWidth (Megabits) - 1000, Duplex : Full,
Autonegotiation : 1 [ 1000-F 100-F 100-H 10-F 10-H 1,

Long Accept : Enable, Runt Accept : Disable,
Long Frame Size(Bytes) : 9216, Runt Size(Bytes) : 64,

Inter Frame Gap(Bytes) : 12,
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show interfaces

loopback mode

Rx

Bytes Received
Broadcast Frames:
UnderSize Frames:
Lost Frames

CRC Error Frames:
X :
Bytes Xmitted
Broadcast Frames:
UnderSize Frames:
Lost Frames
Error Frames
Late Collisions :

output definitions

- N/ZA,

7967624, Unicast Frames :
124186, M-cast Frames : 29
0, OverSize Frames:
0, Error Frames
0, Alignments Err :

[eNeNeoNoNe)

255804426, Unicast Frames :
3178399, M-cast Frames

0, OverSize Frames:

0, Collided Frames:

0, Collisions

0,

24992,
465789,

[eNeoNeoNe)

Exc-Collisions :

Chassis/Slot/Port
Operational Status

Last Time Link Changed
Number of Status Change

Port-Down/Violation Reason

Type
SFP/XFP
Interface Type

EPP
Link-Quality

MAC address
WWPN

Interface chassis, slot, and port number.

Interface status:

up—rport is operationally up.

down—port is operationally down

dormant—SFP/SFP+ transceiver is inserted into a port configured for
Fibre Channel or Fibre Channel transceiver in inserted into a port
configured for Ethernet and the link has become active.

The last time the configuration for this interface was changed.

The total number of times that the configuration of this interface has
changed.

This is displayed if the port is down. If the port is down due to software
reasons or violations the reason is displayed. If it is down due to
physical fault, “None” is displayed. The reason displayed applies only
to the physical port, for a link aggregate use the show violation
command.

Interface type (Ethernet/Fast Ethernet/Gigabit Ethernet).
The type of transceiver detected.

The type of interface for this port. (Copper, Fiber, Combo-Copper,
Combo-Fiber)

Enhanced Port Performance setting.

The link quality of the connection:

GOOD—The port will connect with no problems and transfer data
with no errors.

FAIR—The port may have intermittent problems connecting and
maintaining its connection to a remote port and/or intermittent CRC's
could occur.

POOR—The port will have problems connecting and maintaining a
connection with remote port. If the ports connect, it’s likely CRC errors
will occur.

N/A—The port link quality is either very poor or the port type does not
support the Link Quality capability.

Interface MAC address.

OmniSwitch 64-bit World Wide Port Name (WWPN) for each Fibre
Channel port.
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show interfaces

output definitions (continued)

Bandwidth
Duplex
Autonegotiation
Long Accept
Runt Accept
Long Frame Size
Runt Size

Inter Frame Gap
loopback mode

Bytes Received

Rx Unicast Frames

Rx Broadcast Frames
Rx M-cast Frames

Rx Undersize Frames
Rx Oversize Frames
Rx Lost Frames

Rx Error Frames

Rx CRC Error Frames

Rx Alignments Err
Bytes Xmitted

Tx Unicast Frames
Tx Broadcast Frames
Tx M-cast Frames
Tx Undersize Frames
Tx Oversize Frames
Tx Lost Frames

Tx Collided Frames
Tx Error Frames
Collisions

Late Collisions
Exc-Collisions

Bandwidth (in megabits).

Duplex mode (Half/Full/Auto).

The auto negotiation settings for this interface.
Long Frames status (enable/disable).

Runt Frames status (enable/disable).

Long Frame Size (in Bytes).

Runt Frame Size (in Bytes).

Inter-packet gap (in Bytes).

The loopback mode for the port (N/A or SPB-VPN). Ports are
configured to run in the loopback mode to support L3 VPN in-line
routing for an IP over Shortest Path Bridging (SPB) configuration.

Number of Bytes received.

Number of unicast frames received.
Number of broadcast frames received.
Number of multicast frames received.
Number of undersized frames received.
Number of oversized frames received.
Number of Lost Frames received.
Number of error frames received.

Number of CRC error frames received. Only applies to frames that are
less than or equal to Max/Long Frame Size. Frames larger than Long

Frame Size are counted as OverSizeFrames.
Number of Alignments Error frames received.
Number of Bytes transmitted.

Number of unicast frames transmitted.
Number of broadcast frames transmitted.
Number of multicast frames r transmitted.
Number of undersized frames transmitted.
Number of oversized frames transmitted.
Number of Lost Frames transmitted.

Number of collision frames received or transmitted.
Number of error frames transmitted.

Number of single collisions.

Number of late collisions.

Number of excessive collisions.

Release History

Release 7.1.1; command introduced.
Release 8.6R2; “Port-Down Reason/Violation Reason”, “Interface Type”, and “loopback mode” output

fields added.
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show interfaces

Related Commands

show interfaces accounting
show interfaces counters

show interfaces status
show interfaces traffic

MIB Objects

ifTable

ifOperStatus
ifType
ifPhysAddress
ifSpeed
iflnDiscards
IfOutDiscards

esmConfTable
esmPortSlot
esmPortlF

esmPortCfgLongEnable
esmPortCfgRuntEnable

esmPortCfgMaxFrameSize

esmPortCfgRuntSize
esmPortDownReason
esmPortinterfaceType

alaPortXTable

alaPortXLoopbackStatus

ifXTable

ifHCINnOctets
ifHCInUcastPkts
ifHCInBroadcastPkts
ifHCInMulticastPkts
IFHCOutOctets
IfHCOutUcastPkts
IfHCOutBroadcastPkts
IfHCOutMul ticastPkts

alcetherStatsTable

Displays interface accounting information (e.g., packets received/
transmitted).

Displays interface counter information (e.g., unicast packets
received/transmitted).

Displays the interface line settings (e.g., speed and mode).
Displays interface traffic statistics (input/output bytes and packets).

alcetherStatsRxUndersizePkts
alcetherStatsCRCAlignErrors
alcetherStatsTxUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsTxCollisions

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsFCSErrors
dot3StatsLateCollisions
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show interfaces alias

Displays interface line settings (e.g., speed and mode).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] alias

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If no slot/port numbers are entered, line settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces port 1/1/2 alias
Legends:WTS - Wait to shutdown
# - WTS Timer is Running & port is in wait-to-shutdown state

Chas/

Slot/ Admin Link WTR WTS  Alias

Port Status Status (sec) (msec)

----- S
1/1/2 disable down 5 #10 "

output definitions

Chas/Slot/Port Interface chassis/slot/port number.

Admin Status The administrative status of the port.

Link Status The link status of the port.Autonegotiation status (Enable/Disable).
WTS (msec) The wait-to-shutdown configuration time.

WTR (sec) The wait-to-restore configuration time.

Alias The configured alias for the port.
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Release History

Release 7.1.1; command introduced.

Related Commands

interfaces alias Configures the port alias.

MIB Objects

ifXTable
ifAlias
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show interfaces status

Displays interface line settings (for example, speed and mode).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] status

Syntax Definitions

chassis

The chassis identifier.

slot Slot number to display information about all ports on a specific slot.

port[-port2]

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

If no slot/port numbers are entered, line settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces status

Chas/ DETECTED-VALUES CONF1GURED-VALUES

Slot/ Admin Auto Speed Duplex Pause FEC Speed Duplex Pause FEC Link

Port Status Nego (Mbps) Det (Mbps) Cfg Trap EEE
———————— [ S —— Fomm e [ Fom_—— Fom e B Fom—— Fo——— Fom— B -
1/1/71A en en - - - - 40000 Full AUTO en dis
1/1/1B en dis - - - - 10000 Full AUTO en is
1/1/1C en dis - - - - 10000 Full AUTO en dis
1/1/1D en dis - - - - 10000 Full AUTO en dis
1/1/2A en en - - - - 40000 Full AUTO en dis
1/71/2B en dis - - - - 10000 Full AUTO en dis
1/1/2C en dis - - - - 10000 Full AUTO en dis
1/1/2D en dis - - - - 10000 Full AUTO en dis
1/3/1 en dis - - - - 10000 Full AUTO en dis
1/3/2 en dis - - - - 10000 Full AUTO en dis
1/3/3 en dis - - - - 10000 Full AUTO en dis
17374 en dis - - - - 10000 Full AUTO en dis
1/3/5 en dis - - - - 10000 Full AUTO en dis
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-> show interfaces port 1/3/1 status

Chas/ DETECTED-VALUES CONFIGURED-VALUES

Slot/ Admin Auto Speed Duplex Pause FEC Speed Duplex Pause FEC Link

Port Status Nego (Mbps) Det (Mbps) Cfg Trap EEE
—————— e — S Fomm Fommmm S Fommm—— Fommm fommmm fom—— e
1/73/1 en dis - - - - 10000 Full - AUTO en dis

output definitions

Chas/Slot/Port
Admin Status

AutoNego

Detected Speed
Detected Duplex
Detected Pause
FEC Det
Configured Speed

Configured Duplex

FEC Cfg
Configured Pause

Link Trap

EEE

Interface chassis/slot/port number.

The administrative status of the port. Configured through the
interfaces command.

Autonegotiation status (Enable/Disable). Configured through the
interfaces command.

Detected line speed in Mbps.

Detected line duplex (Half duplex/Full duplex/Auto).
Detected pause control configuration.

The detected FEC settings (DIS, FC, RS).

Configured line speed (10/100/Auto/1000/10000 Mbps). Configured
through the interfaces speed command.

Configured line duplex (Half duplex/Full duplex/Auto). Configured
through the interfaces duplex command.

The configured FEC settings (Disable, Auto, FC, RS).

Detected pause control configuration. Configured through the
interfaces pause command.

Link Trap status. Configured through the interfaces link-trap
command.

Energy Efficient Ethernet configuration (dis/ena).

Release History

Release 7.1.1; command introduced.
Release 8.4.1.R03; FEC Det and FEC Cfg fields added.

Related Commands

interfaces

interfaces duplex
interfaces fec

Configures interface line speed, sets speed, and duplex mode to
auto-sensing.

Configures interface duplex mode.

Configures the Reed Solomon (RS-FEC) and Fire Code (FC-FEC)
FEC also known as BASE-R FEC.
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MIB Objects

esmConfTable

esmPortSlot

esmPortlF

esmPortAutoSpeed
esmPortAutoDuplexMode
esmPortCfgAutoNegotiation
esmPortCfgSpeed
esmPortCfgbDuplexMode
esmPortCfgPause
esmPortLinkUpDownTrapEnable
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show interfaces capability

Displays default auto negotiation, speed, duplex, flow, and cross-over settings for a single port, a range of
ports, or all ports on a Network Interface (NI) module.

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] capability

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

Displays defaults settings in two rows of data for each port. The first row of data, identified by the label
CAP, displays the valid user-defined configuration settings available for the port. The second row,
identified by the label DEF, displays the default settings for the port.

Examples
-> show interfaces capability

Macsec Macsec
Ch/Slot/Port  AutoNeg Pause Crossover Speed Duplex Supported 256-bit
-------------- R
1/1/1 CAP  EN/DIS  Tx/Rx/Tx&Rx/DIS MDI/X/Auto 10/100/1G Full/Half NO NO
17171 DEF EN DIS Auto Auto Auto
17172 CAP  EN/DIS  Tx/Rx/Tx&Rx/DIS MDI/X/Auto 10/100/1G Full/Half NO NO
1/1/2 DEF EN DIS Auto Auto Auto
1/1/3 CAP  EN/DIS  Tx/Rx/Tx&Rx/DIS MDI/X/Auto 10/100/1G Full/Half NO NO
1/1/3  DEF EN DIS Auto Auto Auto
1/1/25 CAP DIS  Tx/Rx/Tx&Rx/DIS - 106G Full YES YES
1/1/25 DEF DIS DIS - 106G Full
171726 CAP DIS  Tx/Rx/Tx&Rx/DI1S - 10G Full YES NO
1/1/26 DEF DIS DIS - 106G Full
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output definitions

Cha/Slot/Port The chassis/slot/port identifier.

AutoNeg In the row labeled CAP, the field displays the valid auto negotiation
configurations for the port. In the row label DEF, the field displays the
default auto negotiation settings for the port. The possible values are
EN (enabled) or DIS (disabled).

Pause In the row labeled CAP, the field displays the valid pause
configurations for the port. In the row label DEF, the field displays the
default pause settings for the port.

Crossover In the row labeled CAP, the field displays the valid cross over
configurations for the port. In the row label DEF, the field displays the
default cross over settings for the port. The possible values are Auto,
MDI/X/Auto (MDI/MDIX/Auto), or -- (not configurable and/or not
applicable).

Speed In the row labeled CAP, the field displays the valid line speed
configurations for the port. In the row label DEF, the field displays the
default line speed settings for the port. The possible values are 10/100,
100, 1G, 10/100/1G, 10G, or Auto.

Duplex In the row labeled CAP, the field displays the valid duplex
configurations for the port. In the row label DEF, the field displays the
default duplex settings for the port. The possible values are Full, Full/

Half, or Auto.
Macsec Supported Indicates if the interface has support for MACsec 128-bit encryption.
Macsec 256-bit Indicates if the interface has support for MACsec 256-bit encryption.

Release History

Release 7.1.1; command introduced.
Release 8.5 R1; Macsec Supported field added.
Release 8.7R1; Macsec 256-bit field added.

Related Commands

interfaces Enables and disables auto negotiation.
interfaces crossover Configures crossover port settings.
interfaces Configures interface speed.
interfaces duplex Configures duplex settings.
show interfaces alias Displays interface line settings.
MIB Objects
esmConfTable

esmPortCfgAutoNegotiation

esmPortCfgFlow

esmPortCfgCrossover

esmPortCfgSpeed

esmPortAutoDuplexMode
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show interfaces accounting

Displays interface accounting information (e.g., packets received/transmitted and deferred frames
received).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] accounting

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
slot/port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= |f no slot/port numbers are entered, accounting information for all slots/ports on the switch is
displayed.

<« The OmniSwitch 9900 supports different packet size ranges than the other OmniSwitch platforms. All
packets sized 1024 octets or larger are classified into the “1024 to MAX” category. As a result, this
command displays a different output on the OmniSwitch 9900.

Examples
The following command example shows the fields that are displayed on all OmniSwitch platforms, except

for the OmniSwitch 9900:

-> show interfaces accounting
1/1/39:

Rx Undersize = 0, Tx Undersize = 0,
Rx Oversize = 0, Tx Oversize = 0,
Rx Jabber = o,
Rx/Tx 64 Octets = 312890503,
Rx/Tx 65 ~ 127 Octets = 10496825,
Rx/Tx 128 ~ 255 Octets = 189426,
Rx/Tx 256 ~ 511 Octets = 39328,
Rx/Tx 512 ~ 1023 Octets = 756,
Rx/Tx 1024 ~ 1518 Octets = 48551,
Rx/Tx 1519 ~ 4095 Octets = 0,
Rx/Tx 4096 ~ MAX Octets = 0
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The following command example shows the fields that are displayed on an OmniSwitch 9900 (the “Rx/Tx
1024 - MAX Octets” field replaces the “Rx/Tx 1024 - 1518 Octets”, “Rx/Tx 1519 - 4095 Octets”, and
“Rx/Tx 4096 - MAX Octets” fields that are displayed on the other platforms:

-> show interfaces accounting
1/4/38:

Rx Undersize = 0, Tx Undersize = 0,
Rx Oversize = 0, Tx Oversize = o,
Rx Jabber = 0,
Rx/Tx 64 Octets = 361616757,
Rx/Tx 65 ~ 127 Octets = 20510941,
Rx/Tx 128 ~ 255 Octets = 377413,
Rx/Tx 256 ~ 511 Octets = 45391,
Rx/Tx 512 ~ 1023 Octets = 2319,
Rx/Tx 1024 ~ MAX Octets = 63555,
output definitions
Rx Undersize Number of undersized packets received.
Tx Undersize Number of undersized packets transmitted.
Rx oversize Number of oversized packets received.
Tx oversize Number of oversized packets transmitted.
Rx Jabber Number of Jabber packets received (longer than 1518 octets).
Rx/Tx Octets Number of packets received and transmitted in each listed octet range.
Release History
Release 7.1.1; command introduced.
Release 8.3.1; display updated for OmniSwitch 9900.
Related Commands
interfaces ddm Displays general interface information (e.g., hardware, MAC

address, and input/output errors).

show interfaces counters Displays interface counter information (e.g., unicast packets
received/transmitted).
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show interfaces accounting

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsDeferredTransmissions

alcetherStatsTable

alcetherStatRxsUndersizePkts
alcetherStatTxsUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsPkts640ctets
alcetherStatsPkts65t01270ctets
alcetherStatsPkts128to02550ctets
alcetherStatsPkts256to5110ctets
alcetherStatsPkts512t010230ctets
alcetherStatsPkts1024to015180ctets
gigaEtherStatsPkts1519to040950ctets
gigaEtherStatsPkts4096t092150ctets
alcetherStatsRxJabber
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show interfaces counters

Displays interface counters information (e.g., unicast, broadcast, and multi-cast packets received/
transmitted).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] counters

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If no slot/port numbers are entered, counter information for all slots/ports on the switch is displayed.

Examples

-> show interfaces port 1/3/1 counters

1/3/1 ,

InOctets = 54367578586897979, OutOctets = 5_.78E19,
InUcastPkts = 55654265276, OutUcastPkts = 5.78E20,
InMcastPkts = 58767867868768777, OutMcastPkts = 5465758756856,
InBcastPkts = 576567567567567576, OutBcastPkts = 786876,
InPauseFrames = 567798768768767, OutPauseFrames= 786876,

output definitions

InOctets Number of octets received.

OutOctets Number of octets transmitted.
InUcastPkts Number of unicast packets received.
OutUcastPkts Number of unicast packets transmitted.
InMcastPkts Number of multicast packets received.
OutMcastPkts Number of unicast packets transmitted.
InBcastPkts Number of broadcast packets received.
OutBcastPkts Number of unicast packets transmitted.
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output definitions (continued)
InPauseFrames Number of MAC control frames received.

OutPauseFrames Number of MAC control frames transmitted.

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces counters errors  Displays interface error frame information (e.g., CRC errors, transit
errors, and receive errors).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ITHCINnOctets
ITHCOutOctets
IfHCInUcastPkts
IfHCOutUcastPkts
IfHCInMul ticastPkts
IfHCOutMul ticastPkts
IfHCInBroadcastPkts
IfHCOutBroadcastPkts

dot3PauseTable

dot3InPauseFrame
dot30utPauseFrame
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show interfaces counters errors

Displays interface error frame information (e.g., CRC errors, transit errors, and receive errors).

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] counters errors

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If no slot/port numbers are entered, counter error information for all slots/ports on the switch is displayed.

Examples
-> show interfaces port 1/2/1 counters errors
1/72/1 ,
Alignments Errors = 6.45E13, FCS Errors = 7.65E12
IfInErrors = 6435346, I1fOutErrors = 5543,
Undersize pkts = 867568, Oversize pkts = 5.98ES8
output definitions
Chas/Slot/Port Interface chassis, slot, and port number.
Alignments Errors Number of Alignments errors.
FCS Errors Number of Frame Check Sequence errors.
IfInErrors Number of received error frames.
IfOutErrors Number of transmitted error frames.
Undersize pkts Number of undersized packets.
Oversize pkts Number of oversized packets (more than 1518 octets).
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Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces counters Displays interface counters information (e.g., unicast, broadcast,
and multi-cast packets received/transmitted).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

ifTable

iflnErrors
ifOutErrors

alcetherStatsTable
alcetherStatsRxUndersizePkts
dot3StatsTable

dot3StatsAlignmentErrors
dot3StatsFCSErrors
dot3StatsFrameToolLong
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show interfaces flood-rate

Displays interface peak flood rate settings.

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] flood-rate [bcast | mcast | uucast]

Syntax Definitions

chassis
slot

port[-port2]

Defau
N/A

Its

Platforms Supported

The chassis identifier.

Slot number to display information about all ports on a specific slot.

The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 | 6900 6900 9900
V72/C32 | X48C6/T48C6
No Yes | Yes Yes Yes Yes No No No
Usage Guidelines
N/A
Examples
-> show interfaces flood-rate
Chas/

Slot/ Bcast Bcast Bcast Ucast Ucast Ucast Mcast Mcast Mcast
Port Value Type Status Value Type Status Value Type Status
————— e
1/1/1 496 mbps enable 496 mbps enable 496 mbps disable
17172 496 mbps enable 496 mbps enable 496 mbps disable
1/1/3 496 mbps enable 496 mbps enable 496 mbps disable
17174 496 mbps enable 496 mbps enable 496 mbps disable
1/1/5 496 mbps enable 496 mbps enable 496 mbps disable

output definitions
Slot/Port Interface slot and port numbers.
Value The value set based on the type of flood limiting.
Type The type of flood limiting: mbps, pps, or %
Status Status of the type of flood-limiting: enabled or disabled.
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Release History

Release 7.1.1; command introduced.

Related Commands

interfaces flood-limit Configures the peak flood rate for an interface.

MIB Objects

esmConfTable

esmPortSlot

esmPortlF
esmPortMaxFloodRate
esmPortFloodMcastEnable
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show interfaces traffic

Displays interface traffic statistics.

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] traffic

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If no slot/port numbers are entered, traffic settings for all slots/ports on the switch are displayed.

Examples

-> show interfaces traffic

Ch/Slot/Port Input packets Input bytes Output packets Output bytes
------------- T T L T T
1/1/72 322 20624 5125 347216
17372 322 20620 5133 347764

output definitions

Ch/Slot/Port Interface chassis, slot, and port numbers.
Input packets Input packets detected.

Input bytes Input bytes detected.

Output packets Output packets detected.

Output bytes Output bytes detected.

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces ddm Displays general interface information (e.g., hardware, MAC
address, and input/output errors).

show interfaces counters Displays interface counter information (e.g., unicast packets
received/transmitted).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ifHCInOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts
ifHCOutBroadcastPkts
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show interfaces ingress-rate-limit

Displays the ingress-rate-limit set for each interface port.

show interfaces [slot chassis/slot| port chassis/slot/port[-portl]] ingress-rate-limit

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If the slot number is not specified, then the switch back pressure feature must be enabled or disabled on an
entire chassis.

Examples

-> show interfaces port 1/1/1-4 ingress-rate-limit
Chas/

Slot/ Rate Limit Burst Size Status

Port (Mbps) (MB)
—————— o

1/1/1 496 19 disable

1/1/2 496 19 disable

1/1/3 496 19 disable

1/1/74 496 19 disable

output definitions

Chas/Slot/Port Interface chassis, slot, and port numbers.
Rate Limit (Mbps) Rate limit in Megabits.

Burst Size (MB) Burst size in Megabytes.

Status Status of rate limiting.
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Release History

Release 7.1.1; command introduced.

Related Commands

interfaces duplex Configures the ingress-rate-limit.

MIB Objects

esmConfTable

esmPortSlot
esmPortlF
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show interfaces ddm

Displays the Digital Diagnostics Monitoring (DDM) information for the specified transceivers.

show interfaces [slot chassis/slot| port chassis/slot/port[-port1]] ddm [w-low | w-high | status | a-low |
a-high | actual]

Syntax Definitions

chassis The chassis identifier.

slot Display all the transceivers on the specified slot.

port[-port2] The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

w-low Display the transceivers Warning Low value.

w-high Display the transceivers Warning High value.

status Display the administrative status of DDM.

a-low Display the transceivers Alarm Low value.

a-high Display the transceivers Alarm High value.

actual The real-time values indicated by the transceiver. Values displayed in

parentheses indicate the Warning or Alarm value that has been reached.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

If the threshold values of the transceiver are ‘0’ then NS (Not Supported) will be displayed in the DDM
output display.

Examples

-> show interfaces ddm w-low

Chas/

Slot/Port  Temp (C) Voltage (V) Tx Bias (mA) Output (dBm) Input (dBm)
--------- e
1/1 48 5.15 50 2.50 2.50

1/2 47 5.35 49 2.43 2.43

1/3 NA NA NA NA NA
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-> show interfaces ddm a-high
Chas/

Slot/Port Temp (C) Voltage (V) Tx Bias (mA) Output (dBm) Input (dBm)
————————— e
1/1/1 50 5.75 75 3.22 3.22
1/1/2 50 5.95 65 3.22 3.22
1/1/3 NA NA NA NA NA
-> show interfaces port 1/1/1 ddm
Chas/
Slot/ Thres- Temp Voltage Tx Bias Output Input
Port hold © ) (mA) (dBm) (dBm)
--------- S
1/71/1 Actual 50 1.95(WL) 75 4_92(AH) 3.22
Alarm High 120 5.75 100 4.91 4.91
Warning High 90 3.00 90 4.77 4.77
Warning Low 10 2.00 60 0.00 0.00
Alarm Low -5 1.75 20 -3.01 -10

-> show interfaces ddm status
DDM Status : enable
DDM Trap Status : disable

output definitions

Chas/Slot/Port
Temp C
Voltage (V)

Tx Bias (mA)
Output (dBm)
Input (dBm)
N/A

N/S

Actual

Alarm High (AH)

Warning High (WH)
Warning Low (WL)
Alarm Low (AL)

DDM Status
DDM Trap Status

Interface chassis, slot, and port numbers.

The transceiver temperature, in degrees centigrade.

The transceiver supply voltage, in volts.

The transceiver transmit bias current, in milliamps.

The transceiver output power, in decibels.

The transceiver received optical power, in decibels.

Indicates the transceiver does support DDM.

Indicates the transceiver does not support the DDM attribute.

The real-time values indicated by the transceiver. Values displayed in
parentheses indicate the Warning or Alarm value that has been reached.

Indicates the value at which the transceiver’s functionality may be
affected.

Indicates the transceiver is approaching the High Alarm value.
Indicates the transceiver is approaching the Low Alarm value.

Indicates the value at which the transceiver’s functionality may be
affected.

The administrative status of DDM.
The administrative status of DDM traps.

Release History

Release 7.1.1; command introduced.
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Related Commands

interfaces ddm Configures the DDM administrative status or trap capability.

MIB Objects

ddmNotifications

ddmTemperature
ddmTempLowWarning
ddmTempLowAlarm
ddmTempHiWarning
ddmTempHiAlarm
ddmSupplyVoltage
ddmSupplyVoltageLowWarning
ddmSupplyVoltageLowAlarm
ddmSupplyVoltageHiWarning
ddmSupplyVoltageHiAlarm
ddmTxBiasCurrent
ddmTxBiasCurrentLowWarning
ddmTxBiasCurrentLowAlarm
ddmTxBiasCurrentHiWarning
ddmTxBiasCurrentHiAlarm
ddmTxOutputPower
ddmTxOutputPowerLowWarning
ddmTxOutputPowerLowAlarm
ddmTxOutputPowerHiWarning
ddmTxOutputPowerHiAlarm
ddmRxOpticalPower
ddmRxOpticalPowerLowWarning
ddmRxOpticalPowerLowAlarm
ddmRxOpticalPowerHiWarning
ddmRxOpticalPowerHiAlarm
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show interfaces split-mode

Displays the configured and operational state of the 4X10G capable ports.

show interfaces [slot chassis/slot | port chassis/slot/port[-port1]] split-mode

Syntax Definitions

chassis The chassis identifier.
slot Display all the ports on the specified slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults

By default, information for all ports that support the splitter cable functionality is displayed.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No Yes Yes Yes Yes

Usage Guidelines

The output is only displayed for those ports that support the splitter cable functionality.

Examples
-> show interfaces split-mode
Cch/s Ch/

Slot/ Split-Mode Slot
Primary-Port Configured Operational Member-Port
—————————————— e
1/1/71A 4X10 4X106G 1/1/1A-1/1/1D
1/71/2A AUTO 406G 1/1/2A-1/1/2D
1/71/3A 406G 406 1/1/3A-1/1/3D
1/71/4A AUTO None 1/1/4A-1/1/4D

<output truncated>

output definitions

Ch/Slot/Port The chassis, slot, and port.

Configured The configured split-mode of the port. (AUTO/4X10G/4X25G/40G/
100G)

Operational The current operational split-mode of the port. (AUTO/4X10G/4X25G/
40G//100G/None)
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Release History

Release 7.3.4; command introduced.

Related Commands

interfaces primary-port split-  Configures the mode of the splitter cable capable ports.
mode

MIB Objects

esmPortModeTable
esmConfiguredMode
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show transceivers

Displays transceiver manufacturer and status information.

show transceivers [slot chassis/slot [transceiver transceiver_num]]

Syntax Definitions

chassis The chassis identifier.

slot Display all the ports on the specified slot.
transceiver_num The number of the transceiver to display.
Defaults

By default, information is displayed for all transceivers.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
= Specify a chassis/slot number to display transceiver information for a specific module.

= Specify a transceiver model number to display information for a specific transceiver.

Examples

-> show transceivers
Chassis ID 1
Slot 1 Transceiver 53

ALU Model Name: QSFP-40G-C1M ,
ALU Model Number: 120387-90 ,
Hardware Revision: A,

Serial Number: 404820066 ,
Manufacture Date: Feb 17 2014,
Laser Wave Length: N/A,

Admin Status: POWER ON,
Operational Status: upP

Chassis ID 2
Slot 1 Transceiver 30

ALU Model Name: QSFP-40G-C1M ,
ALU Model Number: 120387-90 ,
Hardware Revision: A,

Serial Number: 404820066 ,
Manufacture Date: Feb 17 2014,
Laser Wave Length: NZA,

Admin Status: POWER ON,
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show transceivers

Operational Status:

Slot 1 Transceiver 39

Manufacturer Name:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Laser Wave Length:
Admin Status:
Operational Status:

upP

PICOLIGHT ,
PL-XPL-00-S13-00,

P100Q1F ,
Jul 2 2002,

NZA,

POWER ON,

up

-> show transceivers slot 2/1

Slot 1 Transceiver 30

ALU Model Name:

ALU Model Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Laser Wave Length:
Admin Status:
Operational Status:

Slot 1 Transceiver 39

Manufacturer Name:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Laser Wave Length:
Admin Status:
Operational Status:

-> show transceivers slot
Slot 1 Transceiver 39

Manufacturer Name:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Laser Wave Length:
Admin Status:
Operational Status:

output definitions

QSFP-40G-C1M ,
120387-90 »

A,

404820066 ,
Feb 17 2014,

NZA,

POWER ON,

up

PICOLIGHT ,
PL-XPL-00-S13-00,

P100Q1F ,
Jul 2 2002,

N/A,

POWER ON,

uP

2/1 transceiver 39

PICOLIGHT ,
PL-XPL-00-S13-00,

P100Q1F ,
Jul 2 2002,

N/ZA,

POWER ON,

upP

Manufacturer Name
Part Number

Hardware Revision
Serial Number
Manufacture Date
Laser Wave Length
Admin Status
Operational Status

The name of the transceiver’s manufacturer.

The part number of the transceiver.

The hardware revision of the transceiver.
The serial number of the transceiver.

The manufacture date of the transceiver.
The laser wavelength of the transceiver.
The administrative status of the transceiver.
The operational status of the transceiver.

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020

page 1-81



Ethernet Port Commands show transceivers

Release History

Release 7.1.1; command introduced.

Related Commands

show interfaces ddm Displays the DDM administrative status or trap capability.

MIB Objects
N/A
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show violation

Displays the violation conditions that exist on specific ports or link aggregates.

show violation [port chassis/slot/port[-port2] | linkagg agg_id[-agg_id2]]

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

agg_id[-agg_id2] Enter a link aggregate 1D number. Use a hyphen to specify a range of

link aggregate IDs.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
NA

Examples
In the following example, the admin down action for link aggregate 2 indicates that a port violation has
occurred on one of the ports related to the link aggregate group with ID 2.

-> show violation
* = Link Agg ID

LAG 1D/ Recovery Recovery
Port Source Action Reason WTR Time Max/Remain
---------- o

17171 src Irn simulated down Ips shutdown 0 300 10/5

1/1/1 src Irn simulated down Ips restrict 0 300 10/10
*0/2 qos admin down policy 0 300 10/10

output definitions\

Port The slot and port numbers or link aggregate IDs on which violations
occurred.
Source Specifies the source application that detected the violation.
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show violation

output definitions\

Action

Reason
WTR

Recovery Time

Recovery Max/Remain

Specifies the action that is taken when the violation is detected on the
port. There are two types of actions:

admin down - deactivates the physical port.

simulated down - the port is put in blocking state.

Specifies the reason for the violation.

The wait-to-restore timer value. Specifies the number of seconds the
switch waits before notifying other applications that the link is up.
Configured through the interfaces wait-to-restore command.

The amount of time after which the port is automatically re-activated if
the port was shutdown. Configured through the violation recovery-
time command.

The maximum number of recovery attempts allowed and the number of
attempts remaining. Configured through the violation recovery-
maximum command.

Release History

Release 7.1.1; command introduced.

Related Commands

clear violation

MIB Objects

portViolationTable

portViolationSource
portViolationEntry
portViolationTrap
portViolationSource
portViolationReason
portViolationAction
portViolationTimer
portViolationTimerAction

Clears all the MAC address violation logs for a particular port and
session. After the violations are cleared, the specific port resumes
normal operation.
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show violation-recovery-configuration

Displays the global violation recovery configuration details (recovery trap, recovery maximum, and

recovery time.

show violation-recovery-configuration {slot chassis/slot | port chassis/slot/port[-port2]}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

N/A

Examples

-> show violation-recovery-configuration
Global Violation Trap : enable
Global Recovery Maximum - 20
Global Recovery Time : 200
Port Recovery Max Recovery Time
______ e
17171 10 300

17172 10 300

-> show violation-recovery-configuration port 3/1/1-2

Global Recovery Trap : enable
Global Recovery Maximum : 20
Global Recovery Time : 200
Port Recovery Max Recovery Time
______ S By
3/71/71 10 300
37172 10 300
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show violation-recovery-configuration

output definitions\

Global Violation Trap

Global Recovery Maximum

Global Recovery Time
Port

Recovery Max
Recovery Time

Displays the global status of the violation trap recovery.
Displays the global value set for the maximum violation recovery.
Displays the global value set for the recovery time.

Displays the chassis, slot and port numbers or link aggregate I1Ds on
which address violations occurred.

Displays the maximum number of retry configured.
Displays the duration taken for recovery.

Release History

Release 8.2.1; command introduced.

Related Commands

clear violation

violation recovery-maximum
violation recovery-time

violation recovery-trap

MIB Objects

portViolationTable

alaPvrGlobalTrapEnable

alaPvrGlobalRetryTime

alaPvrGlobalRecoveryMax

alaPvrRetryTime
alaPvrRecoveryMax

Clears all the MAC address violation logs for a particular port and
session. After the violations are cleared, the specific port resumes
normal operation.

Configures the maximum number of recovery attempts allowed
before the port is permanently shut down.

Configures the time interval after which the port is automatically re-
activated if the port was shutdown for any violation.

Enables or disables the sending of a violation recovery trap when
any port is re-enabled after the violation recovery time has expired.
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interfaces link-monitoring admin-status

Enables or disables link monitoring on a specific slot, port, or a range of specified ports.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} link-monitoring admin-status {enable |
disable}

Syntax Definitions

chassis
slot

port[-port2]

The chassis identifier.

The slot number for a specific module.

The port number. Use a hyphen to specify a range of ports.

enable Enables link monitoring for the specified port.
disable Disables link monitoring for the specified port.
Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= Configuring link monitoring parameters are allowed even if the link monitoring status is disabled for
the specified ports.

<« The Automatic Recovery Timer and link monitoring must not be enabled on Remote Fault Propagation
(RFP) enabled ports.

= Enter a slot number to configure link monitoring for all interfaces on a specific slot.

= Enter a slot and port number or a range of port numbers to configure link monitoring for a specific
interface or range of interfaces.

< Link Monitoring can be enabled on the member ports of the link aggregate, but not on the entire link
aggregate. Link Monitoring is not supported on the VFL ports.

Example

-> interfaces
-> interfaces
-> interfaces
-> interfaces
-> interfaces

slot 1/1 link-monitoring admin-status enable

port 1/1/1 link-monitoring admin-status enable
port 1/1/1-7 link-monitoring admin-status enable
port 1/2/5 link-monitoring admin-status disable
port 1/2/5-20 link-monitoring admin-status disable
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Release History

Release 7.3.2; command introduced.

Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.
show interfaces ddm Displays the link monitoring configuration for the specified ports.

show interfaces link-monitoring Displays the link monitoring statistics for the specified ports.
statistics

MIB Objects

alaLinkMonConfigTable
alaLinkMonStatus
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interfaces link-monitoring time-window

Configures the monitoring time window on a specific slot, port, or a range of specified ports. This is the
length of time during which the link is monitored.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} link-monitoring time-window seconds

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.

seconds The length of time during which the link is monitored. The valid range

is 0-3600 seconds.

Defaults

By default, the time window value is set to 300 seconds.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< Enter a slot number to configure the monitoring time window for all interfaces on a specific slot.

= Enter a slot and port number or a range of port numbers to configure the monitoring time window for a
specific interface or a range of interfaces.

Example

-> interfaces slot 1/1 link-monitoring time-window 20
-> interfaces port 1/1/1 link-monitoring time-window 40
-> interfaces port 1/1/1-7 link-monitoring time-window 2500

Release History

Release 7.3.2; command introduced.
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Related Commands
show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

show interfaces link-monitoring Displays the link monitoring configuration for the specified ports.
config

show interfaces link-monitoring Displays the link monitoring statistics for the specified ports.
statistics

MIB Objects

alaLinkMonConfigTable
alaLinkMonTimeWindow
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interfaces link-monitoring link-flap-threshold

Configures the number of link flaps allowed on a specific slot, port, or a range of specified ports in the
time interval, before the port is shutdown.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} link-monitoring link-flap-threshold
link_flaps

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
link_flaps The number of link flaps. The valid range is 2-10.
Defaults

By default, the number of link flaps allowed is set to 5.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< Enter a slot number to configure the number of link flaps allowed for all interfaces on a specific slot.

= Enter a slot and port number or a range of port numbers to configure the number of link flaps allowed
for a specific interface or a range of interfaces.

Example

-> interfaces slot 1/1 link-monitoring link-flap-threshold 6
-> interfaces port 1/1/1 link-monitoring link-flap-threshold 3
-> interfaces port 1/1/1-7 link-monitoring link-flap-threshold 10

Release History

Release 7.3.2; command introduced.
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Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

show interfaces ddm Displays the link monitoring configuration for the specified ports.

show interfaces link-monitoring Displays the link monitoring statistics for the specified ports.
statistics

MIB Objects

alaLinkMonConfigTable
alaLinkMonLinkFlapThreshold
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interfaces link-monitoring link-error-threshold

Configures the number of MAC errors allowed on a specific slot, port, or a range of specified ports in the
time interval, before the port is shutdown. MAC errors refer to lost frames, error frames, alignment frames
and cyclic redundancy check (CRC).

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} link-monitoring link-error-threshold
mac_errors

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
mac_errors The number of MAC errors. The valid range is 1-100.
Defaults

By default, the number of MAC errors allowed is set to 5.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

< Enter a slot number to configure the number of MAC errors allowed on all interfaces on a specific slot.

= Enter a slot and port number or a range of port numbers to configure the number of MAC errors
allowed on a specific interface or on a range of interfaces.

Example

-> interfaces slot 1/1 link-monitoring link-error-threshold 30
-> interfaces port 1/1/1 link-monitoring link-error-threshold 10
-> interfaces port 1/1/1-7 link-monitoring link-error-threshold 35

Release History

Release 7.3.2; command introduced.
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Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

show interfaces ddm Displays the link monitoring configuration for the specified ports.

show interfaces link-monitoring Displays the link monitoring statistics for the specified ports.

statistics

MIB Objects

alaLinkMonConfigTable
alaLinkMonLinkErrorThreshold
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interfaces clear-link-monitoring-stats

Clears the link monitoring statistics on a specific slot, port, or a range of specified ports.

interfaces {slot chassis/slot| port chassis/slot/port[-port2]} clear-link-monitoring-stats

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
= Enter a slot number to clear monitoring statistics for all interfaces on a specific slot.

= Enter a slot and port number or a range of port numbers to clear monitoring statistics for a specific
interface or a range of interfaces.

Example

-> interfaces slot 1/1 clear-link-monitoring-stats
-> interfaces port 1/1/1 clear-link-monitoring-stats
-> interfaces port 1/1/1-7 clear-link-monitoring-stats

Release History

Release 7.3.2; command introduced.
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Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

show interfaces ddm Displays the link monitoring configuration for the specified ports.

show interfaces link-monitoring Displays the link monitoring statistics for the specified ports.

statistics

MIB Objects

alaLinkMonStatsTable

alaLinkMonStatsClearStats

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 1-96



Ethernet Port Commands show interfaces link-monitoring config

show interfaces link-monitoring config

Displays configuration information for the Link Monitoring feature. This includes the link monitoring
status on a specific slot, port or a range of specified ports, time window, link flap threshold, and link error
threshold.

show interfaces {slot chassis/slot| port chassis/slot/port[-port2]} link-monitoring config

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines

= Enter a slot number to display information for all interfaces on a specific port.

< Enter a slot and port number or a range of port numbers to display information for a specific interface
or a range of interfaces.

Example

-> show interfaces slot 1/1 link-monitoring config

Ch/

Slot/ Status Time Link-flap Link-error

Port Window Threshold Threshold
(sec)

—————— e e e e

1/1/1 enabled 10 5 10

1/1/2 disabled 10 5 10

1/1/3 disabled 200 8 20

1/1/24 disabled 150 2 99
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-> show interfaces port 1/1/1-3 link-monitoring config

Ch/

Slot/ Status Time Link-flap Link-error

Port Window Threshold Threshold
(sec)

------ e

1/1/1 enabled 10 5 10

1/1/2 disabled 10 5 10

1/1/3 disabled 200 7 99

-> show interfaces port 1/1/1 link-monitoring config

Ch/

Slot/  Status Time Link-flap Link-error

Port Window  Threshold Threshold
(sec)

—————— Ry

1/1/1 enabled 10 5 10

-> show interfaces port 1/1/2 link-monitoring config

Ch/
Slot/  Status Time Link-flap Link-error
Port Window  Threshold Threshold
(sec)
—————— T Ty
1/71/2 disabled 10 5 10
output definitions
Ch/Slot/Port Interface chassis, slot, and port number.
Status Link monitoring status (enable/disable).
Time Window Time interval, in seconds, for which the link is monitored.
Link-flap threshold Number of link flaps allowed on a specific slot, port, or a range of
specified ports in the time interval before the port is shutdown.
Link-error threshold Number of MAC errors allowed on a specific slot, port, or a range of

specified ports in the time interval before the port is shutdown.

Release History

Release 7.3.2; command introduced.

Related Commands

show interfaces Displays information of the interface port status.
show interfaces link-monitoring Displays the Link Monitoring statistics.
statistics

interfaces link-monitoring Enables or disables link monitoring.

admin-status

interfaces link-monitoring Configures the monitoring of the time-window of the link.
time-window

interfaces link-monitoring link- Configures the number of link flaps that are allowed before the port
flap-threshold is shutdown.

interfaces link-monitoring link- Configures the number of MAC errors that are allowed before the
error-threshold port is shutdown.
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MIB Objects

alaLinkMonConfigTable

alaLinkMonStatus
alaLinkMonTimeWindow
alaLinkMonLinkFlapThreshold
alaLinkMonLinkErrorThreshold
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show interfaces link-monitoring statistics

Displays the Link Monitoring statistics for a specific slot, port, or a range of specified ports.

show interfaces {slot chassis/slot| port chassis/slot/port[-port2]} link-monitoring statistics

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes Yes Yes Yes Yes

Usage Guidelines
= Enter a slot number to display information for all interfaces on a specific port.

< Enter a slot and port number or a range of port numbers to display information for a specific interface
or a range of interfaces.

Example

-> show interfaces slot 1/1 link-monitoring statistics

Ch/

Slot/  State Current Current Current Current Current Total Total
Port Flap Error CRC Lost Align Flap Error
—————— T LT T T e T T T T
1/1/1 shutdown 6 3 2 0 0 15 6
1/1/2  down 3 2 1 0 0 12 3
1/71/24  up 3 2 1 0 0 12 3
-> show interfaces port 1/1/1-2 link-monitoring statistics

Ch/

Slot/  State Current Current Current Current Current Total Total
Port Flap Error CRC Lost Align Flap Error
------ R S Sy 2
1/1/1 shutdown 6 3 2 0 0 15 6
1/1/2  down 3 2 1 0 0 12 3
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-> show interfaces port 1/1/1 link-monitoring statistics

Ch/

Slot/ State Current Current Current Current Current Total Total
Port Flap Error CRC Lost Align Flap Error
—————— Ry S
1/1/1 shutdown 6 3 2 0 0 15 6

Release History

Release 7.3.2; command introduced.

Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

show interfaces link-monitoring Displays configuration information of the Link Monitoring.
config

interfaces link-monitoring Enables or disables link monitoring.
admin-status

interfaces clear-link- Clears the Link Monitoring statistics.
monitoring-stats

interfaces link-monitoring link- Configures the number of MAC errors that are allowed before the
error-threshold port is shutdown.

MIB Objects

alaLinkMonStatsTable

alaLinkMonStatsPortStatus
alaLinkMonStatsCurrentLinkFlaps
alaLinkMonStatsCurrentErrorFrames
alaLinkMonStatsCurrentCRCErrors
alaLinkMonStatsCurrentLostFrames
alaLinkMonStatsCurrentAlignErrors
alaLinkMonStatsCurrentLinkErrors
alaLinkMonStatsTotalLinkFlaps
alaLinkMonStatsTotalLinkErrors
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interfaces tdr

Initiates a Time Domain Reflectometry (TDR) cable diagnostics test on the specified port. The TDR
feature sends a signal down a cable to determine the distance to a break or other discontinuity in the cable
path. The length of time it takes for the signal to reach the break and return is used to estimate the distance
to the discontinuity.

interfaces port chassis/slot/port tdr enable

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.
port The port number.

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes No No No No No No

Usage Guidelines

= TDR is an on-demand, out-of-service test. The test is not automatically triggered; data and protocol
traffic is interrupted.

<« Only one TDR test can be run at any given time.
< TDR is not supported on link aggregate ports, fiber ports, or stacking ports.
= TDR results are automatically cleared when a new test is started on the port or when the module for the

port is reset.

Examples
-> interfaces port 1/1/1 tdr enable

Release History

Release 8.1.1; command was introduced.
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Related Commands

clear interfaces Clears the statistics of the last test performed on the port
show interfaces tdr-statistics ~ Displays the results of the last TDR test performed on a port.

MIB Objects

esmTdrPortTable
esmTdrPortTest
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show interfaces tdr-statistics

Displays the results of the last TDR test performed on a port.

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] tdr-statistics

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
Defaults

By default, TDR statistics are shown for all ports on all modules

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes No No No No No No

Usage Guidelines

< Enter a slot number to display information for all interfaces on a specific slot.

< Enter a slot and port number or a range of port numbers to display information for a specific interface
or range of interfaces.

Examples

-> show interfaces port 1/1/3 tdr-statistics

Chs

Slot/ No of Fuzzy Pairl Pairl Pair2 Pair2 Pair3 Pair3 Pair4 Pair4d Test
Port Pairs Len State Len State Len State Len State Len Results

Pair Length Accuracy may vary +/- Fuzzy Length
Legend: Pair 1 - Orange and White

Pair 2 - Green and White

Pair 3 - Blue and White

Pair 4 - Brown and White

output definitions

Ch/Slot/Port The interface chassis, slot, and port number.
No of pairs The number of pairs in the cable for which the test results are valid.
Fuzzy Length The error in the estimated length of the cable.
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show interfaces tdr-statistics

output definitions (continued)

Cable State

Pairl State
Pairl Length

Pair2 State
Pair2 Length

Pair3 State
Pair3 Length

Pair4 State
Pair4 Length

Test Result
Legend

State of a cable as returned by the TDR test. The state of the cable wire.
(@) OK - Wire is working properly

(b) Open - Wire is broken

(c) Short - Pairs of wire are in contact with each other

(d) Crosstalk - Signal transmitted on one pair of wire creates an undesired
effect in another wire.

(e) Unknown - Cable diagnostic test unable to find the state of a cable.

The state of the Pair 1 cable wire (OK, Open, Short, Crosstalk, or Unknown)

The length of the Pair 1 cable at which the fault is detected, if the pair is faulty.
Else, specifies the complete length of the cable.

The state of the Pair 2 cable wire (OK, Open, Short, Crosstalk, or Unknown)

The length of the Pair 2 cable at which the fault is detected, if the pair is faulty.
Else, specifies the complete length of the cable.

The state of the Pair 3 cable wire (OK, Open, Short, Crosstalk, or Unknown)

The length of the Pair 3 cable at which the fault is detected, if the pair is faulty.
Else, specifies the complete length of the cable.

The state of the Pair 4 cable wire (OK, Open, Short, Crosstalk, or Unknown)

The length of the Pair 4 cable at which the fault is detected, if the pair is faulty.
Else, specifies the complete length of the cable.

The status of the TDR test performed, success or fail.

Eight-conductor data cable contains 4 pairs of twisted Pair Copper Cable wires.
Each pair consists of a solid (or predominantly) colored wire and a white wire
with a strip of the same color. The pairs are twisted together.

Release History

Release 8.1.1 command was introduced.

Related Commands

interfaces tdr
clear interfaces

MIB Objects
esmTdrPortTable

Initiates the cable diagnostics on a port.
Clears the statistics of the last test performed on the port.

esmTdrPortCableState
esmTdrPortValidPairs
esmTdrPortPairlState
esmTdrPortPairllLength
esmTdrPortPair2State
esmTdrPortPair2Length
esmTdrPortPair3State
esmTdrPortPair3Length
esmTdrPortPair4State
esmTdrPortPair4lLength
esmTdrPortFuzzLength
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link-fault-propagation group

Configures a Link Fault Propagation (LFP) group to associate with source and destination ports.
link-fault-propagation group group_id [admin-status {enable | disable}]

no link-fault-propagation group {group_id[-group_id2]}

Syntax Definitions

group_id A group ID number. The valid range is 1-8.

group_id[-group_id2] A group 1D number to remove. Use a hyphen to specify a range of
existing group 1D numbers (5-8). Specifying a range is only used to
remove group IDs, not to create them.

enable Enables LFP for the specified group.
disable Disables LFP for the specified group.
Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes No Yes X72 Yes Yes Yes

Usage Guidelines
< Use the no form of this command to remove a LFP group or a range of groups.
« Up to eight LFP groups per switch are allowed.

<= Once a LFP group is created, assign source and destination ports to that group.

Example

-> link-fault-propagation group 1

-> no link-fault-propagation group 4
-> no link-fault-propagation group 4-7
Release History

Release 7.3.2; command introduced.
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Related Commands
link-fault-propagation group  Configures the source port assignments for the LFP group.
source

link-fault-propagation group  Configures the destination port assignments for the LFP group.
destination

link-fault-propagation group  Configures the amount of time LFP waits before shutting down the
wait-to-shutdown destination ports.

show link-fault-propagation Displays the LFP group configuration for the switch.
group

MIB Objects

alaLFPGroupTable

alaLFPGroupld
alaLFPGroupRowStatus
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link-fault-propagation group source

Configures the source port assignments for a Link Fault Propagation (LFP) group.

link-fault-propagation group group_id source {port chassis/slot/port[-port2?] | linkagg agg_id[-
agg_id2]}

no link-fault-propagation group group_id source {port chassis/slot/port[-port2] | linkagg agg_id[-
agg_id2]}

Syntax Definitions

group_id An existing LFP group ID number. The valid range is 1-8.

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports and/or a
space to specify multiple port entries.

agg_id[-agg_id2] The link aggregate ID number. Use a hyphen to specify a range of 1Ds

and/or a space to specify multiple ID entries (1-5 10 12).

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes No Yes X72 Yes Yes Yes

Usage Guidelines
= Use the no form of this command to remove a source port association with the specified LFP group.
= Make sure the LFP group specified with this command already exists in the switch configuration.

< Configuring the source ports and destinations ports for the specified LFP group is allowed within the
same command (see the examples on this command page).

= A group can have a maximum of 64 source ports and 64 destination ports.

< A maximum of 64 link aggregates is supported, regardless of the number of ports in each aggregate in
a group.

= A port/linkagg added as a source/destination port for a particular group cannot be added as a
destination/source port for this group or for any other group.

< |faportis recovered due to the Interface Recovery Timer, then the port will revert to the shutdown
state if the error persists.
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Example

-> link-fault-propagation group 1 source port 1/2

-> link-fault-propagation group 1 source port 1/2-5 2/3

-> link-fault-propagation group 1 source linkagg 1

-> link-fault-propagation group 1 source linkagg 1-3

-> link-fault-propagation group 1 source port 2/3 destination port 1/6

-> link-fault-propagation group 1 source port 3/1-5 destination linkagg 6
-> no link-fault-propagation group 1 destination port 1/10

Release History

Release 7.3.2; command introduced.

Related Commands

link-fault-propagation group  Configures an LFP group, including the administrative status.

link-fault-propagation group  Configures the destination port assignments for the LFP group.
destination

link-fault-propagation group  Configures the amount of time LFP waits before shutting down the
wait-to-shutdown destination ports.

show link-fault-propagation Displays the LFP group configuration for the switch.
group

MIB Objects

alaLFPGroupTable
alaLFPGroupld
alaLFPConfigTable

alaLFPConfigPort
alaLFPConfigPortType
alaLFPConfigRowStatus
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link-fault-propagation group destination

Configures the destination port assignments for a Link Fault Propagation (LFP) group.

link-fault-propagation group group_id destination {port chassis/slot/port[-port2] | linkagg agg_id[-
agg_id2]}

no link-fault-propagation group group_id destination {port chassis/slot/port[-port2] | linkagg agg_id[-
agg_id2]}

Syntax Definitions

group_id An existing LFP group ID number. The valid range is 1-8.
chassis The chassis identifier.
port[-port2] The port number. Use a hyphen to specify a range of ports and/or a

space to specify multiple port entries.

agg_id[-agg_id2] The link aggregate 1D number. Use a hyphen to specify a range of IDs
and/or a space to specify multiple ID entries (1-5 10 12).

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes No Yes X72 Yes Yes Yes

Usage Guidelines

= Use the no form of this command to remove a destination port association with the specified LFP
group.

<« Make sure the LFP group specified with this command already exists in the switch configuration.

= Configuring the source ports and destinations ports for the specified LFP group is allowed within the
same command (see the examples on this command page).

< A group can have a maximum of 64 source ports and 64 destination ports.

= A maximum of 64 link aggregates is supported regardless of the number of ports in each aggregate in a
group.

= A port or link aggregate that is configured as a source port cannot be configured as a destination port
for any group. However, a source port can be associated with multiple LFP groups.

< A port or link aggregate that is configured as a destination port cannot be configured as a source port
for any group. However, a destination port can be associated with multiple LFP groups.
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link-fault-propagation group destination

< |f port is recovered due to the Interface Recovery Timer, then the port will revert to the shutdown state

if the error persists.

Example

-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation
-> link-fault-propagation

group
group
group
group
group
group
group
group

1
1
1
1
1
1
1
1

destination port 1/4
destination port 1/5-8 2/3
destination linkagg 6
destination linkagg 6-10

source
source
source
source

port 1/2 2/3 destination port 1/6
port 1/2 2/3 destination linkagg 6
linkagg 3 destination port 1/6 1/9
linkagg 3 destination linkagg 1

-> no link-fault-propagation group 1 source port 1/9
-> no link-fault-propagation group 1 destination port 1/10

Release History

Release 7.3.2; command introduced.

Related Commands

link-fault-propagation group
link-fault-propagation group
source

link-fault-propagation group
wait-to-shutdown

show link-fault-propagation
group

MIB Objects

alaLFPGroupTable
alaLFPGroupld

alaLFPConfigTable
alaLFPConfigPort

alaLFPConfigPortType
alaLFPConfigRowStatus

Configures an LFP group, including the administrative status.

Configures the source port assignments for the LFP group.

Configures the amount of time LFP waits before shutting down the

destination ports.

Displays the LFP group configuration for the switch.
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link-fault-propagation group wait-to-shutdown

Configures the wait-to-shutdown timer value for the Link Fault Propagation (LFP) group. This is the
amount of time after all the source ports go down that LFP waits before shutting down the destination
ports.

link-fault-propagation group group_id wait-to-shutdown seconds

Syntax Definitions

group_id An existing LFP group 1D number. The valid range is 1-8.

seconds The number of seconds LFP waits before shutting down the destination
ports. The valid range is 0-300 in multiples of 5.

Defaults

By default, the timer is set to zero (disabled).

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes No Yes X72 Yes Yes Yes

Usage Guidelines
« Set the wait-to-shutdown timer value to 0 to disable the timer.

<« Make sure the LFP group specified with this command already exists in the switch configuration.

Example

-> link-fault-propagation group 1 wait-to-shutdown 40
-> link-fault-propagation group 3 wait-to-shutdown 70
-> link-fault-propagation group 5 wait-to-shutdown 0O

Release History

Release 7.3.2; command introduced.
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Related Commands

link-fault-propagation group  Configures an LFP group, including the administrative status.

show link-fault-propagation Displays the LFP group configuration for the switch.
group

MIB Objects

alaLFPGroupTable

alaLFPGroupld
alaLFPGroupWaitToShutdown
alaLFPGroupRowStatus
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show link-fault-propagation group

Displays information for the specified Link Fault Propagation (LFP) group.

show link-fault-propagation group [group_id]

Syntax Definitions

group_id

Defaults

An existing LFP group 1D number. The valid range is 1-8.

By default, information is displayed for all existing LFP groups.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes No Yes X72 Yes Yes Yes

Usage Guidelines

< Enter a LFP group ID number with this command to display information for a specific group.

= [favirtual port such as a link aggregate is configured as a source or destination port it will be
displayed instead of the physical ports.

Example

-> show link-fault-propagation group

Group Id
Source Port(s)

: 2

Destination Port(s)

Group-Src-Ports Status

Admin Status
Wait To Shutdown

Group Id
Source Port(s)

-7

Destination Port(s)
21 1/1/23,

Group-Src-Ports Status

Admin Status
Wait To Shutdown

: 0/1-2 1/1/1-5 1/1/7,

: 0/3 1/1/10-13,
D oup,

: enable,
- 10

: 1/1/71 1/173,
: 0/3 1/1/5 1/1/7 1/1/11 1/1/13 1/1/15 1/1/17 1/1/19 1/1/

I oup,

: enable,
: 100

-> show link-fault-propagation group 2
Group Id :

2
Source Port(s)

Destination Port(s)

Group-Src-Ports Status

Admin Status
Wait To Shutdown

: 0/1-2 1/1/1-5 1/1/7,

: 0/3 1/1/10-13,
D oup,

: enable,
- 10
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Release History

Release 7.3.2; command introduced.

Related Commands

link-fault-propagation group  Configures a LFP group, including the administrative status.

link-fault-propagation group  Configures the amount of time LFP waits before shutting down the
wait-to-shutdown destination ports.

MIB Objects

alaLFPConfigTable

alaLFPConfigPort
alaLFPConfigPortType

alaLFPGroupTable

alaLFPGroupld
alaLFPGroupAdminStatus
alaLFPGroupOperStatus
alaLFPGroupWaitToShutdown
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interfaces beacon

Configures the LED color and behavior for a port or group of ports.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} beacon [admin-status {enable | disable}]
[led-color color] [led-mode {solid | activity}]

no interfaces {slot chassis/slot | port chassis/slot/port[-port2]} beacon

Syntax Definitions

chassis
slot

port
-port2
led-mode

activity
solid

led-color
color
admin-status

enable
disable
no

The chassis ID for the switch on which the LEDs are being configured.
For standalone switches, use 1.

The slot ID for the switch on which the LEDs are being configured. For
standalone switches, use 1.

The port number of the interface LED you want to configure.

The last port number in a range of interface LEDs you want to
configure. Be sure to insert a hyphen between port range numbers (for
example, 7-10)

Indicates that LED behavior (activity or solid) is being configured for
the corresponding interface LEDs.

The LEDs will blink when traffic is detected on the corresponding ports.

The LEDs will remain solid whether or not traffic is detected on the
corresponding ports.

Indicates that the LED color is being configured for the corresponding
port(s).

The color to be displayed on the corresponding port LED(s). Options
include yellow, white, red, magenta, green, blue, aqua and off.

Indicates that the beacon LED administrative status is being configured
for the corresponding port(s).

Enables the beacon function on the corresponding port(s).
Disables the beacon function on the corresponding port(s).

Adding the no syntax to the beginning of the command clears all
information stored in the beacon settings table. Refer to Usage
Guidelines below for more information.
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Defaults

parameter default
led-mode activity
led-color magenta
admin-status enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No X72/Q32 No No No

Usage Guidelines
= Supported on the OmniSwitch 6900-X72/Q32 models only.

< The no interfaces beacon command syntax clears the beacon settings from the show interfaces
beacon table and resets LEDs to original factory-set behavior. (Once stored beacon settings are
cleared, they can no longer be retrieved and beacon settings must be reconfigured.)

= The interfaces beacon command is supported on all Ethernet ports on the switch. However, when
specifying a range in the command line, please note that The Beacon LED feature is not supported on
sub-ports 'b', 'c’, or 'd' when an interface is operating in 4X10G mode. Additionally, only Solid mode is
supported on sub-port 'a’ for 4X10G interfaces.

Examples

-> interfaces port 1/1/7-10 beacon led-mode solid admin-status enable led-color
aqua

-> interfaces slot 1/1 beacon led-color magenta

-> no interfaces slot 1/1/1 beacon

Release History

Release 7.3.4; command introduced.

Related Commands

show interfaces beacon Displays current interface beacon settings.

MIB Objects

esmPortBeaconTable

esmPortBeaconEntry
esmBeaconAdminState
esmBeaconLedColor
esmBeaconlLedMode
esmBeaconRowStatus
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show interfaces beacon

Displays current interface beacon settings.

show interfaces [slot chassis/slot | port chassis/slot/port[-port2]] beacon

Syntax Definitions

chassis The chassis ID for the switch on which beacon settings are being shown.
For standalone switches, use 1.

slot The slot ID for the switch on which beacon settings are being shown.
For standalone switches, use 1.

port The port number for which beacon settings are being shown.

-port2 The last port number in a range for which beacon settings are being

shown. Be sure to insert a hyphen between port range numbers (for
example, 7-10)

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No | X72/Q32 No No No

Usage Guidelines
Supported on the OmniSwitch 6900-X72/Q32 models only.

Examples

-> show interfaces beacon
Ch/Slot/Port Admin-Stat LED-Color LED-Mode

———————————— Ry
1/71/1A Disable Magenta Solid
1/1/2A Disable Blue Activity
1/1/30A Enable Magenta Solid
1/71/31A Enable Off Solid

output definitions

Ch/Slot/Port The chassis/slot/port ID for the switch on which beacon settings are
being shown.
Admin-Stat The beacon administrative status (Enable/Disable).
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output definitions (continued)

LED-Color The LED color being displayed on the corresponding interface LED.
Options include yellow, white, red, magenta, green, blue, aqua
and off.

LED-Mode The current LED behavior on the corresponding interface LED.

Options include solid or activity (default).

Release History

Release 7.3.4; command introduced.

Related Commands

interfaces beacon Allows network administrators to change LED color and behavior
from a remote location.

MIB Objects

esmPortBeaconTable

esmPortBeaconEntry
esmBeaconAdminState
esmBeaconLedColor
esmBeaconlLedMode
esmBeaconRowStatus
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interfaces ptp admin-state

Enables or disables IEEE 1588 Precision Time Protocol (PTP) on all the interfaces.

interfaces ptp admin-state {enable | disable} [loopback-portlist chassis/slot/port chassis/slot/port]
[chassis/slot/port] [priority {num | default}]

Syntax Definitions

enable Enables the PTP end-to-end transparent clock on all the interfaces.
disable Disables the PTP end-to-end transparent clock on all the interfaces.
chassis The chassis identifier.

slot/port The slot and port number (for example, 3/1).

num Set the internal priority for the incoming PTP packet. Valid range is 1-7.
default Sets the internal priority to the default value 5.

Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes No Yes No Yes | X72/Q32 No No No

Usage Guidelines

< This command enables PTP end-to-end transparent clock across all ports.

= PTP end-to-end transparent clock is supported in a standalone mode (virtual chassis of one) and virtual
chassis of two. PTP end-to-end on a virtual chassis of two is supported only on OmniSwitch 6900-X72.

< Single loopback port per chassis is required to support PTP in a virtual chassis of two.

< Loopback ports dedicated for PTP must not be used by any other feature. Ensure PTP is configured on
unused ports.

<« PTP on a virtual chassis of two is not supported on chassis ID 1.
< |GMP snooping must not be configured on PTP reserved IPv4 and IPv6 multicast addresses.

= The two 10G ports, 1/1/27 and 1/1/28 on OmniSwitch 6465-P28 does not support PTP.

Examples

-> interfaces ptp admin-state enable
-> interfaces ptp admin-state disable
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-> interfaces ptp admin-state enable priority 4

-> interfaces ptp admin-state enable priority default

-> interfaces ptp admin-state enable loopback-portlist 2/1/12 3/1/23
WARNING: User ports 2/1/12 and 3/1/23 will be out of service for users.

Release History

Release 8.4.1 R02; command introduced.

Release 8.4.1 R03; OmniSwitch 6860, 6865 support for PTP added.
Release 8.5R1; OmniSwitch 6465 support for PTP added.

Release 8.5R2; loopback-portlist keyword added.

Related Commands

show interfaces ptp config Displays the current IEEE 1588 Precision Time Protocol (PTP)
status on the switch.

MIB Objects

alaPtpConfiguration
alaPtpConfigAdminStatus
alaPtpConfigPriority
alaPtpConfigMode
alaPtplLoopBackPortl
alaPtpLoopBackPort2
alaPtpLoopBackPort3
alaPtpLoopBackPort4
alaPtpLoopBackPort5
alaPtpLoopBackPort6
alaPtpLoopBackPort7
alaPtpLoopBackPort8
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interfaces port ptp p2p

Enables or disables IEEE 1588 PTP peer-to-peer transparent clock on an interface.

interfaces port chassis/slot/port ptp p2p admin-state {enable | disable}

Syntax Definitions

chassis The chassis identifier.

slot/port The slot and port number (for example, 3/1).

enable Enables the PTP peer-to-peer transparent clock on an interface.
disable Disables the PTP peer-to-peer transparent clock on an interface.
Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes No No No No No No No No

Usage Guidelines
= PTP must be enabled globally for PTP peer-to-peer support.
= PTP peer-to-peer supports only one-step mode.

= When peer-to-peer is enabled on a port, link delay will be computed dynamically for the corresponding
link.

< Ensure LoopbackO IP interface is configured on the switch as loopbackO interface address will be used
as the source IP for peer delay measurement packets. If loopbackO IP interface is not configured, then
peer delay measurement feature will not work.

Examples

-> interfaces port 1/1/1 ptp p2p admin-state enable
-> interfaces port 1/1/1 ptp p2p admin-state disable

Release History

Release 8.6R1; command introduced.
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Related Commands

interfaces ptp admin-state Enables or disables IEEE 1588 Precision Time Protocol (PTP) end-
to-end transparent clock on the switch.
show interfaces ptp config Displays the current IEEE 1588 Precision Time Protocol (PTP)

status on the switch.

MIB Objects

alaPtpPortAdminStatus
AlalpServiceSourcelpApplIndex
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show interfaces ptp config

Displays the current PTP status on the switch.

show interfaces ptp config

Syntax Definitions

N/A

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 6900 6900 6900 9900
V72/C32 | X48C6/T48C6

Yes No Yes No Yes | X72/Q32 No No No
Usage Guidelines

N/A

Examples

-> show interfaces ptp config

End-to-End TC:
Admin-state : Enabled

Priority -5

Chassis-connected 2

LoopBack-PortList

Peer-to-Peer TC:

t1.1.1.1

Pkt source-ip

Port

1/1/5

output definitions

Admin State
________ S

Enabled

 2/1/12, 3/1/23

End-to-End TC:

Admin State

Priority

Chassis-connected

LoopBack-PortL.ist

The PTP end-to-end administrative status on the switch (Enable/

Disable).

The internal priority configured for the incoming PTP packet.

Number of chassis connected in a virtual chassis.

Configured loopback ports to support PTP end-to-end on a virtual
chassis of two.
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output definitions (continued)
Peer-to-Peer TC:

Pkt source-ip LoopbackO IP interface used as the source IP for peer delay
measurement packets.

Port The chassis, slot, and port number.
Admin State The PTP peer-to-peer administrative status on the switch (Enable/
Disable).

Release History

Release 8.4.1 R02; command introduced.

Release 8.4.1 R03; OmniSwitch 6860, 6865 support for PTP added.
Release 8.5R1; OmniSwitch 6465 support for PTP added.

Release 8.5R2; End-to-End and Peer-to-Peer transparent clock fields added.

Related Commands

interfaces ptp admin-state Enables or disables IEEE 1588 Precision Time Protocol (PTP) end-
to-end transparent clock on the switch.
interfaces port ptp p2p Enables or disables IEEE 1588 PTP peer-to-peer transparent clock

on an interface.

MIB Objects
N/A
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interfaces macsec admin-state

This command enables or disables MACsec on a physical port or a port range.

interfaces {slot chassis/slot | port chassis/slot/port[-port2]} macsec admin-state {enable | disable}
[mode {static sci-rx [hex-num] key-chain keychain_id [encryption] sci-tx [hex-num] key-chain
keychain_id [encryption] | dynamic {keychain cak_keychain_id [server-priority priority] | radius}}
[transmit-interval tx_interval] [encryption]]

no interfaces {slot chassis/slot | port chassis/slot/port[-port2]} macsec [sci-rx [hex-num] [sci-tx]

[keychain] [encryption]

Syntax Definitions

chassis
slot
slot/port[-port2]

admin-state enable
admin-state disable
static

dynamic
hex-num

keychain_id
encryption

cak_kc
priority
tx_interval

The chassis identifier.
The slot number for a specific module.

The slot and port number (3/1). Use a hyphen to specify a range of ports
(3/1-10).

Enables MACsec on a physical port or port range.
Disables MACsec on a physical port or port range.

Sets the SA (secure association) mode to static. This is enabled by
default.

Sets the SA (secure association) mode to dynamic.

The SCI (Secure Channel Identifier) value (up to 8 bytes in length) for
Tx and Rx channel in the hexadecimal format (Oxhex).
The default SCI value is ‘0’ (implicit SCI value).

The keychain ID associated to Tx/Rx channel.

Enable or disable the encryption option on the Tx/Rx channel.
By default, the ‘encryption’ is disabled.

The keychain ID for Static-CAK (Connectivity Association Key).
Specifies the server priority in the range 0 to 255.
Specifies the transmit interval for MKPDU in the range 2 to 10 seconds.
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interfaces macsec admin-state

Defaults
parameter default
enable | disable enable

priority

5, 10, 15, and 15 respectively on
OmniSwitch 9900, OmniSwitch 6860 and
OmniSwitch 6860N, OmniSwitch 6465,
and OmniSwitch 6560.

Note: Lower the priority value, higher the
precedence.

tx_interval

2 seconds

encryption

disabled

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes No No No No Yes

Usage Guidelines

« Use this command to,

— Enable or disable MACsec on a physical port or port range.
— Set the MACsec mode: Static SA Mode or Dynamic SA Mode

< For Static SA Mode - MACsec with Static Secure Association Key (static-SAK), following
configurations can be configured:

— Set the MACsec mode to Static.
— Create MACsec Tx and Rx channels.
— Specify the SCI value for Tx and Rx channels.

— Associate the keychain ID for Tx and Rx channel. For more information on keychain configuration,
refer to the “Chassis Management and Monitoring Commands” chapter in the OmniSwitch AOS
Release 8 CLI Reference Guide.

— Enable or disable encryption on Tx and Rx channel (optional).

<« Dynamic SA Mode has two variations - Dynamic SAK using pre-shared keys and Dynamic SAK using
Extensible Authentication Protocol (EAP).

— For Dynamic SAK using pre-shared keys, following configurations can be configured:
> Set the MACsec mode to Dynamic.

> Configure the keychain for Static-CAK. For more information on keychain configuration, refer
to the *Chassis Management and Monitoring Commands” chapter in the OmniSwitch AOS
Release 8 CLI Reference Guide.

> Configure key server priority (optional).
> Configure transmit interval for MKPDUs (optional).
> Enable or disable encryption on dynamic secure channel (optional).
— For Dynamic SAK using EAPs, the following configurations can be configured:
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> Set the MACsec mode to Radius.
> Configure transmit interval for MKPDUs (optional).
> Enable or disable encryption on dynamic secure channel (optional).

= By default, the MACsec mode is set to ‘static’. For static mode configuration, manually configured SA
keys are used to secure traffic on the point-to-point link between two nodes. For MACsec mode
‘static’, following are the configuration guidelines:

Only one Tx and one Rx channel can be configured per interface.

Each node that expects to receive traffic sent in a particular transmit secure channel must configure
a 'matching’ receive secure channel, with an SCI corresponding to the SCI of the transmit secure
channel of the peer. MACsec supports one secure channel for Tx and one secure channel for Rx
configuration on an interface.

The secure channel for both Tx and Rx on an interface can be configured with SCI value of 8 bytes
long. It can be provided in short form (that is, 0x01) or full form (0x0000000000000001). 0x00 (all
zeros) and OxXFFFFFFFFFFFFFFFF SCI value are not valid.

The secure channel for both Tx and Rx on an interface can be configured without specifying a SCI
value. In this case, the default value will be considered.

The keychain associated with the SCI-Tx and SCI-Rx must have four keys supporting ‘AES-GCM-
128’ algorithm, and the number of keys in the keychain associated with both SCI-Tx and SCI-Rx on
an interface must be equal.

Addition/deletion of keys to/from a keychain already associated with a SCI-Tx and SCI-Rx under
MACsec would not be allowed by Security Keychain module. The keychain also cannot be deleted.

MACsec cannot be administratively enabled on an interface until both SCI-Tx and SCI-Rx are
configured on the interface.

The Tx/Rx secure channel cannot be removed without disabling MACsec on the interface.

The encryption option on the Tx/Rx channel can either be enabled or disabled. By default, the
‘encryption’ is disabled. Enabling ‘encryption’ option ensures that the data in the Ethernet frame
cannot be viewed by anyone monitoring traffic on the link. Use the no form of the command to
disable encryption on Tx/Rx channel.

MACsec SCI-Tx/SCI-Rx values cannot be updated at run-time. The SCI-Tx/Rx values must be
unconfigured and re-configured. Only ‘keychain 1D’ and ‘encryption’ parameters can be updated at
run-time.

During run-time, upon enabling or disabling MACsec on the port, the interface will get re-initialized
(interface will be brought down and up), which will result in temporary traffic loss.

MACsec mandates specifying SCI-Tx and SCI-Rx value (for configured explicit SCI) while
updating its ‘keychain ID’ and ‘encryption’ parameters on an interface.

While unconfiguring ‘keychain 1D’ and “‘encryption’ parameters on an interface, it is not mandatory
to provide MACsec SCI-Tx value, whereas, MACsec mandates specifying SCI-Rx value (for
explicit SCI).

« For MACsec mode ‘dynamic’- dynamic SAK using pre-shared keys, following are the configuration
guidelines:

The keychain or pre-shared key for Static-CAK must have the key mapped either to ‘AES-CMAC-
128’ algorithm or ‘AES-CMAC-256 algorithm. AES-CMAC-256 option would be supported only
on platforms supporting 256-bit key. View show interfaces capability output to check if the
interfaces has the support for MACsec 256-bit encryption.

If there are multiple pre-shared keys configured in the keychain, only the first key would be used for
CAK.

Key server priority would be in the range 0-255, with lower value having higher precedence.
Enabling or disabling Encryption enables or disables encryption on dynamic Secure-Channel (SC).
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< For MACsec mode ‘radius’ - dynamic SAK using EAP, following are the configuration guidelines:

Dynamic mode using RADIUS server requires the switch end port connecting a host (supplicant) to
be enabled with UNP and configured for 802.1x-authentication, and MSK/Key-Name received from
Server as part of the authentication. The authentication method must be either EAP-TLS or PEAP
authentication framework.

The switch end port connecting a host (supplicant) must be enabled with UNP and configured for
802.1x-authentication.

The MACsec mode dynamic on UNP is supported in single supplicant mode only, that is, the UNP
port can learn only one supplicant on the MACsec enabled interface. Also, there cannot be any non-
supplicant learned on the same port.

Flushing the supplicant MAC on UNP port would purge the existing MACsec MKA session, and
the port would be unsecured until the supplicant is learned again.

Re-authentication of supplicant may change the UNP profile or VLAN and the policy applied to the
MAC. The existing MACsec session established (if any) would remain intact if the re-authentication
results in the same MSK/Key-Name from RADIUS server. Otherwise, the existing MKA session
would be purged and a new session is established using the new MSK/Key-Name.

Captive portal authentication, BYOD, and LTP (location/time policy) is not supported on MACsec
enabled UNP ports.

MACsec mode dynamic using ‘radius’ will not be supported on UNP Linkagg.

< MACsec is supported on the following platforms:

OmniSwitch 6465

> All models support MACsec on all ports.

> OmniSwitch 6465-P28 - supported on all ports, except ports 27 and 28.
OmniSwitch 6560

> OmniSwitch 6560-P24X4/24X4 - supported on 1G ports 1-24

> OmniSwitch 6560-P48X4/48X4 - supported on 1G ports 1-48. Supports only MACsec mode
‘dynamic’ on ports 49-50 on 1G ports, and on ports 51-52 on 10G ports.

> OmniSwitch 6560-P48Z16 (part number 904044-90 only) - supported on 1G ports 1-32 and on
ports 33-48 on 2.5G ports. Supports only MACsec mode ‘dynamic’ on ports 49-52 on 10G ports.

> OmniSwitch 6560-X10 - supports only MACsec mode ‘dynamic’ on ports 1-8 on 10G ports.
OmniSwitch 6860 and OmniSwitch 6860E

> All models support MACsec on 10G ports.

> OmniSwitch 6860E-P24 - supported on 1G and 10G ports.

> OmniSwitch 6860E-P242Z8 - supported on 1G and 10G ports (not supported on 2.5G ports).
OmniSwitch 6860N

> Supports MACsec dynamic mode only.

> OmniSwitch 6860N-U28 - Supports MACsec on SFP (1-24), SFP+ (25-28) and SFP28 (31-34)
ports.

> OmniSwitch 6860N-P48Z - Supports MACsec on SFP28 (51-54) ports.

> OmniSwitch 6860N-P48M - Supports MACsec on expansion modules only.
> MACsec is not supported on any 4X10G splitter transceivers.

OmniSwitch 9900

> MACsec is supported on 0S99-CMM (4X10G mode only), 0OS99-GNI-48/P48, OS99-XNI-48/
P48/U48, P48Z216.

> MACsec is not supported on the 0S99-CNI-U8, 0S99-GNI-U48, and 0OS99-CMM in 40G
mode.
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< To confirm the MACsec support on the interface, use the show interfaces capability command.
MACsec 128-bit and 256-bit support on a port is listed respectively against the MACsec Supported
and Macsec 256-bit fields.

= MACsec must be enabled on all ports (on a per physical port basis) that are part of the same link
aggregation.

< MACsec mode cannot be changed if MACsec is already administratively enabled. To change MACsec
mode, administratively disable MACsec first.

= [SSU upgrade from previous releases to the latest version is not compatible for MACsec dynamic
mode. Hence, it is recommended to run the same version of the AOS image on all the MACsec nodes
for MACsec dynamic mode.

< MACsec will not be supported on Service Access Ports/network ports for services like SPB/VXLAN /
L2GRE.

= Use the no form of this command to disable encryption on Tx/Rx channel, remove keychain
configuration on Tx/Rx channel, remove Tx/Rx channel.

Examples

-> interface port 1/1/1 macsec admin-state enable mode static sci-Tx 0x1 key-chain
1 encryption sci-rx 0x1 key-chain 1 encryption

-> interface port 1/1/1 macsec admin-state enable mode dynamic key-chain 1 server-
priority 10 transmit-interval 3

-> interface port 1/1/1 macsec admin-state enable mode dynamic radius
-> no interface port 1/1/1 macsec sci-rx 0x2 keychain

-> no interface port 1/1/1 macsec sci-tx encryption

Release History

Release 8.4.1 R03; command introduced.
Release 8.5R2; Dynamic SA Mode - Dynamic SAK using Pre-Shared Key and Dynamic SAK using EAP
support added.

Related Commands
show interfaces macsec Displays the MACsec configuration on a physical port or port
range.

show interfaces macsec static  Displays the detailed MACsec configuration on a physical port or
port range configured with MACsec mode “Static.

show interfaces macsec Displays the detailed MACsec configuration on a physical port or
dynamic port range configured with MACsec mode *Dynamic’.

show interfaces macsec Displays the MACsec statistics collected for a physical port.
statistics

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 1-130



Ethernet Port Commands interfaces macsec admin-state

MIB Objects

alaSecyTxSCTable

alaSecyTxSClI
alaSecyTxSCKeyChainld
alaSecyTxSCEncryption

alaSecyRxSCTable
alaSecyRxSClI
alaSecyRxSCKeyChainld
alaSecyRxSCEncryption

alaSecylfTable

alaSecylfAdminStatus
alaSecylfMode
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show interfaces macsec

Displays the MACsec configuration on a physical port or port range.

show interfaces macsec [chassis/slot/port[-port2]

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults

By default, the MACsec configuration on all ports is displayed.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes No No No No Yes

Usage Guidelines

Enter a port number with this command to display the MACsec configuration for a specific port.

Examples

-> show interfaces macsec

Chas/Slot/Port  Admin-State Mode Encryption

--------------- Sy
1/1/1 Enabled Static Enabled
1/1/2 Disabled Static Disabled
1/1/3 Disabled Static TX Enabled
1/1/3 Disabled Static RX Enabled
1/1/4 Enabled Dynamic Enabled
1/1/5 Enabled Dynamic Disabled

-> show interfaces macsec 1/1/1

Chas/Slot/Port Admin-State Mode Encryption

--------------- ey
1/1/71 Enabled Static Enabled

-> show interfaces macsec 1/1/1-2

Chas/Slot/Port Admin-State Mode Encryption
——————————————— Sy
17171 Enabled Static Enabled
17172 Disabled Static Disabled
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show interfaces macsec

output definitions

Chas/Slot/Port
Admin-State
Mode
Encryption

The chassis/slot/port identifier.
The interface administrative status.
The MACsec mode.

Status of encryption on Tx/Rx channel.

Encryption field will display "Enabled" or "Disabled" if it is enabled or
disabled respectively on both Tx/Rx. However, if encryption is enabled
only on Tx or only on Rx, it would be disabled as "Tx Enabled" or "Rx
Enabled" respectively.

Release History

Release 8.4.1.R03; command introduced.

Related Commands

interfaces macsec admin-state

MIB Objects

alaSecylfTable

alaSecylfAdminStatus
alaSecylfMode

alaSecyTxSCTable
alaSecyTxSCEncryption

alaSecyRxSCTable
alaSecyRxSCEncryption

Enables or disables MACsec on a physical port or a port range.
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show interfaces macsec static

Displays the detailed MACsec configuration on a physical port or port range configured with MACsec
mode *Static’.

show interfaces macsec static [chassis/slot/port[-port2]

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults

By default, the detailed MACsec configuration on all ports is displayed.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes No No No No Yes

Usage Guidelines

Enter a port number with this command to display the detailed MACsec configuration for a specific port.

Examples

-> show interfaces macsec static

Chas/Slot/Port Admin-State SCI Type Keychain Encryption

--------------- e e T Tt
1/1/1 Enabled 0x0000000000000001  TX 1 Enabled
1/1/1 Enabled 0x0000000000000002  RX 1 Enabled
1/1/2 Disabled - TX 2 Disabled
1/1/2 Disabled - RX 2 Disabled
1/1/3 Disabled 0x0000000000000003  TX 3 Enabled
1/1/3 Disabled 0x0000000000000004  RX 3 Disabled

-> show interfaces macsec static 1/1/1

Chas/Slot/Port Admin-State SCI Type  Keychain Encryption
--------------- S
1/71/71 Enabled 0x0000000000000001 TX 1 Disabled
17171 Enabled 0x0000000000000002 RX 1 Disabled

output definitions
Chas/Slot/Port The chassis/slot/port identifier.
Admin-State The interface administrative status.
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output definitions (continued)

SCI The configured SCI value for Tx and Rx channel in the hexadecimal
format (Oxhex).

Type Specifies the secure channel type: Tx/Rx

Keychain The keychain ID associated to Tx/Rx channel.

Mode The MACsec mode.

Encryption Status of encryption on Tx/Rx channel.

Release History

Release 8.4.1 R03; command introduced.

Related Commands

interfaces macsec admin-state  Enables or disables MACsec on a physical port or a port range.

MIB Objects

alaSecyTxSCTable

alaSecyTxSClI
alaSecyTxSCKeyChainld
alaSecyTxSCEncryption
alaSecyRxSCTable
alaSecyRxSClI
alaSecyRxSCKeyChainld
alaSecyRxSCEncryption
alaSecylfTable

alaSecylfAdminStatus
alaSecylfMode
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show interfaces macsec dynamic

Displays the detailed MACsec configuration on a physical port or port range configured with MACsec
mode ‘Dynamic’.

show interfaces macsec dynamic [details] [chassis/slot/port[-port2]

Syntax Definitions

chassis The chassis identifier.
slot Slot number to display information about all ports on a specific slot.
port[-port2] The port number of a specific interface to display. Use a hyphen to

specify a range of ports.

Defaults

By default, the detailed MACsec configuration on all ports is displayed.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes No No No No Yes

Usage Guidelines

Enter a port number with this command to display the detailed MACsec configuration for a specific port.

Examples

-> show interface macsec dynamic

Server Transmit Key Operation
Chas/Slot/Port Admin-State Mode Keychain Encryption Priority Interval (Sec) Server  Status
———————————————— T N N s e R A R R N R e B
17171 Enabled keychain 2 Enabled 10 3 YES up
1/1/3 Enabled keychain 1 Disabled 12 2 YES upP
1/1/4 Enabled keychain 1 Disabled 13 5 NO upP
1/71/5 Enabled radius NA Disabled 14 6 NO up
-> show interface macsec dynamic 1/1/3-4

Server Transmit Key Operation
Chas/Slot/Port Admin-State Mode Keychain Encryption Priority Interval(Sec) Server Status
———————————————— D T L s e T T R
1/1/3 Enabled keychain 1 Disabled 12 2 YES up
1/1/4 Enabled keychain 1 Disabled 13 5 NO upP
-> show interface macsec dynamic 1/1/5

Server Transmit Key Operation
Chas/Slot/Port Admin-State Mode Keychain Encryption Priority Interval (Sec) Server  Status
———————————————— e e e e e e e
1/71/5 Enabled radius NA Disabled 14 6 NO up
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-> show interfaces macsec dynamic details 1/1/3-4

Chas/Slot/Port SCI Type In-used SA PN
——————————————— e
1/1/3 0x0000000000000001 TX 0 10
1/1/3 0x0000000000000002 RX 1 50
1/1/4 0x0000000000000003 TX 0 20
1/1/4 0x0000000000000004 RX 1 30
1/1/5 0x0000000000000005 TX 0 40
1/1/5 0x0000000000000006 RX 1 50
-> show interfaces macsec dynamic details 1/1/4
Chas/Slot/Port SCI Type In-use SA PN
——————————————— e D R Rl
1/1/4 0x0000000000000003 TX 0 20
1/1/74 0x0000000000000004 RX 1 30

output definitions

Chas/Slot/Port The chassis/slot/port identifier.

Admin-State The interface administrative status.

Mode The MACsec mode. ‘Keychain’, ‘Radius’ keyword denotes dynamic
MACsec using pre-shared key or EAP (RADIUS server) respectively.

Keychain The keychain ID associated to Tx/Rx channel.

Encryption Status of encryption on Tx/Rx channel.

Server Priority
Transmit Interval(Sec)
Key Server

Operation Status

The priority configured for the key server.

The transmit interval configured for MKPDU (in seconds).
Indicates the key server.

The MACsec operational status.

SCI The SCI value dynamically generated for Tx and Rx channel in the
hexadecimal format (Oxhex).

Type Specifies the secure channel type: Tx/RX.

In-use SA Identifier for currently active Association Number (SA) in use for Tx/
Rx channel on the interface.

PN The packet number of the last packet received on the MACsec

interface.

Release History

Release 8.5R2; command introduced.

Related Commands

interfaces macsec admin-state

MIB Objects
N/A

Enables or disables MACsec on a physical port or a port range.
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show interfaces macsec statistics

show interfaces macsec statistics

Displays the MACsec statistics collected for a physical port.

show interfaces macsec statistics [chassis/slot/port[-port2]

Syntax Definitions

chassis
slot
port[-port2]

The chassis identifier.

specify a range of ports.

Defaults

Slot number to display information about all ports on a specific slot.
The port number of a specific interface to display. Use a hyphen to

= |f chassis/slot/port is not specified, the output will be displayed in tabular format but only important

statistics will be displayed.

= |f chassis/slot/port is specified, the output will not be displayed in tabular format but all statistics will

be displayed.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes No No No No Yes
Usage Guidelines
N/A
Examples
->show interfaces macsec statistics
Chas/ TX TX RX RX
Slot/ Bytes Untagged Too-Long Bytes Untagged Bad-Tag
Port Xmitted Pkts Received Pkts Pkts Pkts
--------- g gy S
1/1/3 0 0 0 0 0 0
1/1/74 0 0 0 0 0 0
->show interfaces macsec statistics 1/1/1
Chassis/Slot/Port 1/1/2
Byte Transmitted 21035280, Untagged TX Pkts 0
Too Long TX Pkts : o, Byte Received 0
Untagged RX Pkts o, No Tagged RX Pkts 466
Bad Tagged RX Pkts : o, Unknown SCI RX Pkts 0
No SCI RX Pkts : o, Overrun RX Pkts 0
SCI-TX: 0x0000000000000001
TX Protected Pkts o, TX Encrypted Pkts 0
TX Octets Protected 487920, TX Octets Encrypted 16340448
SA: O
TX Protected Pkts 10165, TX Encrypted Pkts 340427
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show interfaces macsec statistics

SA: 1

TX Protected Pkts o, TX Encrypted Pkts : 0
SCI-RX: 0x0000000000000002
RX Unused SA Pkts o, RX No Using SA Pkts 0
RX Late Pkts o, RX Not Valid Pkts 0
RX Invalid Pkts o, RX Delayed Pkts 0
RX Unchecked Pkts o, RX OK Pkts 0
RX Octets Validated o, RX Octets Decrypted 0
SA: O
RX Unused SA Pkts o, RX No Using SA Pkts : 0
RX Not Valid Pkts o, RX Invalid Pkts : 0
RX OK Pkts 0
SA: 1
RX Unused SA Pkts o, RX No Using SA Pkts : 0
RX Not Valid Pkts 0, RX Invalid Pkts : 0
RX OK Pkts 0s
output definitions
Chas/Slot/Port Interface chassis, slot and port.
Bytes Xmitted Number of Bytes transmitted.
TX Untagged Pkts Number of untagged packets transmitted.
TX Too-Long Pkts Number of long packets transmitted.
Bytes Received Number of Bytes received.
RX Untagged Pkts Number of untagged packets received.
RX Bad-Tag Pkts Number of bad tag packets received.
Unknown SCI RX Pkts Number of unknown packets received.
Overrun RX Pkts Number of packets overrun.
TX Protected Pkts Number of protected packets transmitted.
TX Encrypted Pkts Number of encrypted packets transmitted.
TX Octets Protected Number of packets protected in each listed octet range.
TX Octets Encrypted Number of packets encrypted in each listed octet range.
RX Unused SA Pkts Number of unused SA packets received.
RX No Using SA Pkts Number of SA packets not used.
RX Late Pkts Number of late packets received.
RX Not Valid Pkts Number of discarded packets.
RX Invalid Pkts Number of invalid packets.
RX Delayed Pkts Number of delayed packets received.
RX Unchecked Pkts Number of unchecked packets received.
RX OK Pkts Number of valid packets.
RX Octets Validated Number of packets validated in each listed octet range.
RX Octets Decrypted Number of packets decrypted in each listed octet range.
Release History
Release 8.4.1 R03; command introduced.
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show interfaces macsec statistics

Related Commands

interfaces macsec admin-state  Enables or disables MACsec on a physical port or a port range.

MIB Objects

secyTxSAStatsTable

secyTxSAStatsProtectedPkts
secyTxSAStatsEncryptedPkts

secyTxSCStatsTable

secyTxSCStatsProtectedPkts
secyTxSCStatsEncryptedPkts
secyTxSCStatsOctetsProtected
secyTxSCStatsOctetsEncrypted

secyRxSAStatsTable

secyRxSAStatsUnusedSAPkts
secyRxSAStatsNoUsingSAPkts
secyRxSAStatsNotVal idPkts
secyRxSAStatslInval idPkts
secyRxSAStatsOKPkts

secyRxSCStatsTable

secyRxSCStatsUnusedSAPkts
secyRxSCStatsNoUsingSAPkts
secyRxSCStatsLatePkts
secyRxSCStatsNotVal idPkts
secyRxSCStatslInval idPkts
secyRxSCStatsDelayedPkts
secyRxSCStatsUncheckedPkts
secyRxSCStatsOKPkts
secyRxSCStatsOctetsVal idated
secyRxSCStatsOctetsDecrypted

secyStatsTable

secyStatsTxUntaggedPkts
secyStatsTxToolLongPkts
secyStatsRxUntaggedPkts
secyStatsRxNoTagPkts
secyStatsRxBadTagPkts
secyStatsRxUnknownSCIPkts
secyStatsRxNoSCIPkts
secyStatsRxOverrunPkts
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clear interfaces macsec statistics

Clears the MACsec statistics globally on all MACsec enabled interfaces.

clear interfaces {slot chassis/slot | port [chassis/slot/port [-port2] |all} macsec-statistics

Syntax Definitions

chassis The chassis identifier.

slot Slot number to display information about all ports on a specific slot.

port[-port2] The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

all Displays information on all MACsec enabled interfaces.

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes No No No No Yes

Usage Guidelines

This command is used to clear MACsec statistics on a slot, port, port-range, or on all interfaces globally.

Examples

-> clear interface port 1/1/1 macsec-statistics
-> clear interface port 1/1/1-2 macsec-statistics
-> clear interface slot 1/1 macsec-statistics

-> clear interface all macsec-statistics

Release History

Release 8.4.1 R03; command introduced.
Release 8.5 R1; all keyword added.

Related Commands

interfaces macsec admin-state  Enables or disables MACsec on a physical port or a port range.

MIB Objects

alaSecylfTable
alaSecylfPortClearStats
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2 Power over Ethernet (PoE)
Commands

The Power over Ethernet (PoE) feature is supported on OmniSwitch PoE-capable switches. Refer to the
OmniSwitch Hardware Users Guide for further details.

Note on Terminology. There are several general terms used to describe this feature. The terms Power
over Ethernet (PoE), Power over LAN (PoL), Power on LAN (PoL), and Inline Power are synonymous
terms used to describe the powering of attached devices via Ethernet ports. For consistency, this
chapter and the OmniSwitch AOS Release 8 CLI Reference Guide refer to the feature as Power over
Ethernet (PoE).

Additional terms, such as Powered Device (PD) and Power Source Equipment (PSE) are terms that are
not synonymous, but are directly related to PoE.

= PD refers to any attached device that uses a POE data cable as its only source of power. Examples
include access points such as IP telephones, Ethernet hubs, wireless LAN stations, etc.

< PSE refers to the actual hardware source of the electrical current for PoE (e.g., OmniSwitch PoE-
capable switches).

PoE commands documented in this section comply with IEEE 802.3, 802.af, and 802.3at.
MIB information for the POE commands is as follows:

Filename: ALCATEL-IND1-INLINE-POWER-MIB.mib
Module: alcatelIND1INLINEPOWERMIB

Filename: POWER-ETHERNET-MIB.mib
Module: powerEthernetMIB
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A summary of the available commands is listed here:

lanpower service

lanpower port admin-state
lanpower type

lanpower power

lanpower maxpower

lanpower priority

lanpower ni-priority

lanpower priority-disconnect
lanpower power-rule

lanpower power-policy

lanpower class-detection

lanpower capacitor-detection
lanpower usage-threshold
lanpower dynamic-power-mgmt
lanpower update-from

lanpower 4pair

lanpower power-over-hdmi
lanpower 802.3bt

lanpower fpoe

lanpower ppoe

lanpower fpoe

lanpower high-resistance-detection
show lanpower slot

show lanpower power-rule

show lanpower power-policy

show lanpower class-detection
show lanpower capacitor-detection
show lanpower priority-disconnect
show lanpower ni-priority

show lanpower usage-threshold
show lanpower update-from

show lanpower high-resistance-detection
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lanpower service

lanpower service

Activates or stops PoE service on all ports in a specified slot.

lanpower {chassis chassis | slot chassis/slot } service {start | stop}

Syntax Definitions

chassis The chassis on which the POE power is being turned on or off.
chassis/slot The slot on which the PoE power is being turned on or off.
start Activates PoE on all ports in the specified slot.

stop Turns off PoE on all ports in the specified slot.

Defaults

Power over Ethernet is globally disabled by default.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

The OmniSwitch 6465 cannot auto-detect the type of power supply connected. The type of power supply
connected must be configured so that the system and PoE power information is correctly displayed and

utilized. Use the powersupply type type command to configure the power supply.

Examples

-> lanpower slot 2/1 service start
-> lanpower chassis 1 service stop

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.
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Related Commands

lanpower port admin-state Activates or stops PoE service on an individual port.

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseAdminStatus
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lanpower port admin-state

lanpower port admin-state

Activates or stops PoE service on an individual port.

lanpower port chassis/slot/port admin-state {enable | disable}

Syntax Definitions

chassis/slot/port

enable
stop

Defaults

The individual port on which the POE power is being turned on or off.

Activates PoE on the specified port.

Turns off PoE on the specified port.

Power over Ethernet is globally disabled by default.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

N/A

Examples

-> lanpower port 2/1/1 admin-state enable

-> lanpower port 1/1/12 admin-state disable

Release History

Release 8.1.1; command was introduced.

Related Commands

lanpower service

show lanpower slot

MIB Objects

pethPsePortTable

pethPsePortAdminEnable

Activates or stops PoE service on all ports in a specified slot.

Displays the PoE status and related statistics for all ports in a
specified slot.
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lanpower type

lanpower power

Specifies the amount of power, in milliwatts, provided for a specific port (when chassis/slot/port values

are entered) or across all ports in a chassis or slot.

lanpower {chassis chassis | slot chassis/slot | port chassis/slot/port} power milliwatts

Syntax Definitions

chassis The chassis on which the port power is being defined.

chassis/slot The slot on which the port power is being defined.

chassis/slot/port The specific port on which the port power is being defined.
milliwatts The maximum amount of power for a specified port or slot. Refer to

default and range information below.

Defaults

Refer to the OmniSwitch Hardware Users Guide for default power settings.

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

< Using this command does not immediately allocate the power to the slot or port. Any unused power is

still available and remains a part of the overall PoE budget.

= To globally specify the amount of inline power available to all ports in a slot, refer to the lanpower

maxpower command on page 2-8.

= Be sure that the value specified complies with specific power requirements for all attached PDs.

= Note that the power value for the lanpower power command is specified in milliwatts (mW); the
related command, lanpower maxpower, is specified in watts (W).

Examples

-> lanpower slot 3/1 power 3200
-> lanpower port 1/1/24 power 25000
-> lanpower chassis 1 power 3000

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.
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Related Commands
lanpower maxpower Specifies the maximum amount of inline power, in watts,
available to all POE ports in a specified slot.

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethPsePortTable
alaPethPsePortPowerMaximum
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lanpower maxpower

Specifies the maximum amount of power, in watts, assigned to a specified slot.

lanpower {chassis chassis | slot chassis/slot} maxpower watts

Syntax Definitions

chassis The chassis containing PoE ports on which the maximum amount of
inline power allowed is being configured.

chassis/slot The slot containing PoE ports on which the maximum amount of inline
power allowed is being configured.

watts The maximum amount of inline power, in watts, available to all PoE
ports in the corresponding slot. Refer to the OmniSwitch Hardware
Users Guide for additional PoE specifications.

Defaults

installed power supply default range
920W Power Supply (0S6860) 780W 37-780
600W Power Supply (0S6860) 450W 37-450

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes Yes No No No Yes

Usage Guidelines

< To specify the maximum amount of inline power available to a single port, refer to the lanpower
power.

< Note that the power value for the lanpower maxpower command is specified in watts (W); the related
command, lanpower power, is specified in milliwatts (mW).

Examples

-> lanpower slot 3/1 maxpower 400
-> lanpower chassis 1 maxpower 400

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 2-8



Power over Ethernet (POE) Commands lanpower maxpower

Related Commands

lanpower power Specifies the amount of power, in milliwatts, provided for a
specific port (when chassis/slot/port values are entered) or
across all ports in a slot (if only slot/port values are entered).

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseMaxPower
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lanpower priority

Specifies POE power priority level to a port (when chassis/slot/port values are entered) or across all ports
in a slot (if only slot/port values are entered). Levels include critical, high, and low.

lanpower {chassis chassis | slot chassis/slot | port chassis/slot/port} priority {critical | high | low}

Syntax Definitions

chassis The chassis on which the POE power priority is being set.
chassis/slot The slot on which the POE power priority is being set.
chassis/slot/port The specific port on which the PoE power priority is being set.
critical Intended for ports that have mission-critical devices attached, and

therefore require top (i.e., critical) priority. In the event of a power
management issue, power to critical ports is maintained as long as
possible.

high Intended for ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
power to high-priority ports is given second priority to critical devices.

low Intended for ports that have low-priority devices attached. In the event
of a power management issue, power to low-priority ports is interrupted
first (i.e., before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

For OmniSwitch 6860 switches using 920W power supplies, priority disconnect supports up to a
maximum of 780W of PoE power. For switches using 600W power supplies, priority disconnect supports
up to a maximum of 450W of PoE power.

Examples

-> lanpower slot 2/1 priority low
-> lanpower port 1/1/6 priority critical
-> lanpower chassis 1 priority low
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Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

Related Commands
lanpower priority-disconnect Enables or disables the priority disconnect function on all
ports in a specified slot.

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

pethPsePortTable
pethPsePortPowerPriority
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lanpower ni-priority

lanpower ni-priority

Specifies power priority level to a Network Interface (NI) module. Levels include critical, high, and low.

lanpower {chassis chassis | slot chassis/slot } ni-priority {critical | high | low}

Syntax Definitions

chassis

chassis/slot

The chassis on which the NI priority is being set.
The slot on which the NI priority is being set.

Intended for modules that have mission-critical devices attached, and
therefore require top (i.e., critical) priority. In the event of a power
management issue, power to critical NIs is maintained as long as

Intended for modules that have important, but not mission-critical,
devices attached. If other Nls in the chassis have been configured as
critical, power to high-priority modules is given second priority to

Intended for modules that have low-priority devices attached. In the
event of a power management issue, power to low-priority modules is
interrupted first (i.e., before critical- and high-priority NIs).

critical
possible.
high
critical devices.
low
Defaults
parameter default
low | high | critical low

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

For OmniSwitch 6860 switches using 920W power supplies, priority disconnect supports up to a
maximum of 780W of PoE power. For switches using 600W power supplies, priority disconnect supports
up to a maximum of 450W of PoE power.

Examples

-> lanpower slot 2/1 ni-priority low
-> lanpower chassis 1 ni-priority low

Release History

Release 8.3.1; command was introduced.
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Related Commands

show lanpower ni-priority Displays current Network Interface (NI) modules status for a
specified chassis or slot.

MIB Objects
N/A
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lanpower priority-disconnect

Enables or disables the priority disconnect function on all ports in a specified slot. Priority disconnect is
used by the system software in determining whether an incoming PD will be granted or denied power
when there are too few watts remaining in the POE power budget for an additional device.

lanpower {chassis chassis | slot chassis/slot} priority-disconnect {enable | disable}

Syntax Definitions

chassis The chassis on which the priority disconnect function is being enabled
or disabled.
chassis/slot The particular slot on which the priority disconnect function is being

enabled or disabled.

enable Enables priority disconnect on a specified port. When this function is
enabled and a power budget deficit occurs in which there is inadequate
power for an incoming device, the system software uses priority
disconnect rules to determine whether an incoming device will be
granted or denied power.

disable Disables priority disconnect on a specified port. When priority
disconnect is disabled and there is inadequate power in the budget for an
additional device, power will be denied to any incoming PD, regardless
of its priority status.

Defaults
parameter default
enable | disable enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

For OmniSwitch 6860 switches using 920W power supplies, priority disconnect supports up to a
maximum of 780W of PoE power (per power supply installed). For switches using 600W power supplies,
priority disconnect supports up to a maximum of 450W of PoE power (per power supply installed).

Examples

-> lanpower slot 2/1 priority-disconnect enable
-> lanpower chassis 1 priority-disconnect disable
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Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

Related Commands

lanpower priority Specifies PoOE power priority level to a port (when chassis/
slot/port values are entered) or across all ports in a slot (if
only slot/port values are entered).

lanpower update-from Displays the PoE status and related statistics for all ports in a
specified slot.
show lanpower priority-disconnect Displays current priority disconnect status for a

specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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lanpower power-rule

Specifies user-defined power rules that can be assigned to POE ports.

lanpower power-rule rule-name [admin-state {enable | disable}] [power {on | off}] [at {minutes mm |
time hh:mm}] [days {all | day [day...] | date [date...]} [months {all | month}] [timezone {local-server |
utc | originator-server}]

no lanpower power-rule rule-name [admin-state {enable | disable}] [power {on | off}] [at {minutes
mm | time hh:mm}] [days {all | day [day...] | date [date...]} [months {all | month}] [timezone {local-
server | utc | originator-server}]

Syntax Definitions

rule-name A user-defined name (up to 32 characters) for the power rule being
configured.

admin-state Specifies the admin-state for the power rule.

enable Enables the power rule.

disable Disables the power rule.

power Specifies the power status (on or off) for devices connected to ports
within the power rule.

on Powers on devices on ports for which the rule is assigned.

off Powers off devices on ports for which the rule is assigned.

at Activates a a power rule timer. Power rules are triggered on a specified

date or day of the week or at a particular time, or after a specified
amount of time has elapsed.

minutes Sets a timer. Power rules will take effect when a specified number of
minutes have elapsed.

mm The number of minutes that will elapse before the power rules take
effect.

time Sets a timer. Power rules will take effect at a specified time of day.

hh:mm The time of day that the power rule will take effect.

days Specifies that the power rule will take effect on a particular day of the
week.

all Specifies that the power rule will take effect on all days of the week

(Monday through Sunday).

day Specifies a particular day of the month or week the power rule will take
effect. When entering a day of the month, enter one or more numbers
from 1 to 31. When entering a day of the week, use three-digit
abbreviations (e.g., mon, tue, wed, thu, fri, sat and sun). Any
combination of days may be entered in any order. Refer to command
line examples for more information.

month Specifies that the power rule will take effect during a particular month.

all Specifies that the power rule will take effect during all months of the
year (January through December).
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month Specifies a particular month of the year the power rule will take effect.
When entering a month, use three-digit abbreviations (e.g., jan, feb,
mar, apr, may, jun, jul, aug, sep, oct, nov and dec). Any combination
of months may be entered in any order. Refer to command line
examples for more information.

timezone Sets a timezone in which timer-based power rules will take effect.

local-server Time as specified by a local server.

utc Specifies that timer-based rules fall under Universal Time Coordinated
(UTC) time.

originator-server Time as specified via the network.

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes Yes No No No Yes

Usage Guidelines

< Before a power rule can take effect, the rule must first be assigned to particular slots or ports via the
lanpower power-policy command.

= Timers are created based on the current system time. If the system time is changed the rules must be
recreated.

Examples

->lanpower power-rule RuleTest2 admin-state enable power on at minutes 10 days fri
thu tue months all timezone utc

-> lanpower power-rule new power on at time 18:30 days all months all timezone utc
->lanpower power-rule OutgoingPDs power off at time 6:00 days 1 2 3 6 9 12 31
months all timezone utc

-> lanpower power-rule NewRule admin-state enable power off at minutes 4 days all
months all timezone utc

Release History

Release 8.1.1; command was introduced.
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Related Commands

lanpower power-policy Allows users to bind existing power rules to particular slots
or ports.

show lanpower power-rule Displays current POE power rule settings.

show lanpower power-policy Displays existing power policies assigned to a slot, port or
rule.

MIB Objects

alaPethPowerRuleTable

alaPethPowerRuleAdminStatus
alaPethPowerRulePowerStatus
alaPethPowerRuleAtMinute
alaPethPowerRuleAtTime
alaPethPowerRuleDaysOfMonth
alaPethPowerRuleDaysOfWeek
alaPethPowerRuleMonths
alaPethPowerRuleTimezone
alaPethPowerRuleRowStatus
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lanpower power-policy

Allows users to bind existing power rules to particular slots or ports.

lanpower [slot chassis/slot | port chassis/slot/port-port] power-policy policy-name [power-rule rule-
name]

no lanpower power-policy name

Syntax Definitions

chassis/slot The slot on which the power policy (with its associated power rule) is
being assigned. This syntax is used the first time the lanpower power-
policy command is entered, where a policy is being assigned to a
particular slot. See Usage Guidelines below for more information.

chassis/slot/port-port The specific slot on which the power policy (with its associated power
rule) is being assigned. Port values may be entered as a single port or
range of ports. This syntax is used the first time the lanpower power-
policy command is entered, where a policy is being assigned to a
particular slot. See Usage Guidelines below for more information

policy-name A user-defined name (up to 32 characters) for the power policy being
configured (or assigned to an existing power rule).

rule-name This syntax is used the second time the lanpower power-policy
command is entered, where a policy is being assigned to an existing
power rule. See Usage Guidelines below for more information.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

= One or more power rules must be created before using the lanpower power-policy command. For
information on creating power rules, see the lanpower power-rule command on page 2-16.

< Using the lanpower power-policy command is a two-step process. First, use the command to assign
the policy to specific slots or ports. For example:

-> lanpower slot 1/1 power-policy NewPolicy
-> lanpower port 1/1/23 power-policy NewPolicy
-> lanpower port 1/1/1-12 power-policy NewPolicy

Next, run the command again to assign the policy (with its associated slots or ports) to an existing
power rule. For example:
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-> lanpower power-policy NewPolicy power-rule NewRule

= When assigning a policy to a slot or port, be sure to use the syntax, “slot” or “port”, before the
chassis/slot or chassis/slot/port values in the command line. Refer to the examples below for more
information.

Examples

-> lanpower slot 1/1 power-policy NewPolicy

-> lanpower port 1/1/23 power-policy NewPolicy

-> lanpower power-policy NewPolicy power-rule NewRule
-> no lanpower power-policy NewPolicy

Release History

Release 8.1.1; command was introduced.

Related Commands

lanpower power-rule Specifies user-defined power rules that can be assigned to
PoE ports.

show lanpower power-rule Displays current POE power rule settings.

show lanpower power-policy Displays existing power policies assigned to a slot, port or
rule.

MIB Objects

alaPethPowerPolicyTable
alaPethPowerPol icyRowStatus
alaPethPowerPortTable

alaPethPowerPortPol icyName
alaPethPowerPortRowStatus
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lanpower class-detection

Enables or disables class detection of attached devices. When class detection is enabled, attached devices
will automatically be limited to their class power, regardless of port power configuration.

lanpower {chassis chassis | slot chassis/slot} class-detection {enable | disable}

Syntax Definitions

chassis The chassis on which class detection is being enabled or disabled.
chassis/slot The particular slot on which class detection is being enabled or disabled.
enable Enables class detection on the specified slot.

disable Disables class detection on the specified slot.

Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

= Although class-detection is disabled by default, the OmniSwitch 6860 still provides power to incoming
PDs (if available in the power budget). However, to strictly enforce class detection as specified in the
802.3at standard, class detection must be enabled using the lanpower slot class-detection command.

= Enabling class detection will reset all POE ports on the chassis.

Examples

-> lanpower slot 1/1 class-detection enable
-> lanpower chassis 1 class-detection disable

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.
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Related Commands

show lanpower class-detection Displays class detection status on a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseClassDetection
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lanpower capacitor-detection

Enables or disables the capacitor detection method.

lanpower {chassis chassis | slot chassis/slot} capacitor-detection {enable | disable}

Syntax Definitions

chassis The chassis on which class detection is being enabled or disabled.
chassis/slot The particular slot on which class detection is being enabled or disabled.
enable Enables the capacitor detection method on the specified slot.

disable Disables the capacitor detection method on the specified slot.
Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

The capacitor detection method should only be enabled if there are legacy IP phones attached to the
corresponding slot—this feature is not compatible with IEEE specifications. Please contact your Alcatel-
Lucent Enterprise sales engineer or Customer Support representative to find out which Alcatel-Lucent
Enterprise IP phones models need capacitive detection enabled.

Examples

-> lanpower slot 3/1 capacitor-detection enable
-> lanpower chassis 1 capacitor-detection disable

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.
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Related Commands

show lanpower capacitor-detection Displays capacitor detection status on a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseCapacitorDetect
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lanpower usage-threshold

Tells the switch to watch for a user-defined, slot-wide threshold for POE power usage, in percent. When
the usage threshold is reached or exceeded, a notification is sent to the user.

lanpower {chassis chassis | slot chassis/slot} usage-threshold hum

Syntax Definitions

chassis The chassis for which usage threshold monitoring is being set.
chassis/slot The slot for which usage threshold monitoring is being set.
num The percentage of allowed usage from attached PoE devices before a

notification is sent to the user.

Defaults
parameter default
num 99

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes | Yes | Yes Yes Yes No No No Yes

Usage Guidelines

The lanpower slot usage-threshold does not affect the amount of POE power allocated to a particular
slot. The command is a monitoring method that tells the switch to send a “specified usage exceeded”
notification (i.e., trap) only when a specified percentage has been reached.

Examples

-> lanpower slot 1/1 usage-threshold 50
-> lanpower chassis 1 usage-threshold 99

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.
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Related Commands

show lanpower usage-threshold Displays current usage threshold, in percent.

MIB Objects

pethMainPseTable
pethMainPseUsageThreshold
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lanpower dynamic-power-mgmt

lanpower dynamic-power-mgmt

Enables dynamic power management for a chassis or slot.

lanpower {chassis chassis | slot chassis/slot} dynamic-power-management {enable | disable}

Syntax Definitions

chassis

chassis/slot

The chassis on which dynamic power management is being enabled
or disabled.

The particular slot on which dynamic power management is being
enabled or disabled.

Enables dynamic power management on the specified chassis or slot.

Disables dynamic power management on the specified chassis or slot.

enable

disable

Defaults

parameter default
enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No No No No No No No Yes

Usage Guidelines

= Enabling this feature allows the unused allocated POE power of an NI to be allocated to other Nls.

< Slot ranges are supported in the command line syntax.

Examples

-> lanpower slot 1/1 dynamic-power-mgmt enable
-> lanpower chassis 1 dynamic-power-mgmt disable

Release History

Release 8.3.1; command was introduced.

MIB Objects

N/A
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lanpower update-from

This command is used to update the POE microcontroller firmware.

lanpower slot {chassis/slot | all} update-from filename

Syntax Definitions

chassis/slot The slot to be updated.

all Update all the chassis in a virtual chassis.
filename The file name of the PoE firmware.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

= The binary file must be placed in the /flash directory of the Master.

< Once started, console messages will be displayed during the update procedure which may take up to 10
minutes.

< The lanpower service must be disabled during the update and minimal load should be placed on the
switch. The update process must be allowed to finish prior to unplugging or configuring the units.

Examples

-> lanpower slot 1/1 update-from poe_binary_ version.bin

Release History

Release 8.1.1; command was introduced.

Related Commands

show lanpower update-from Displays current PoE firmware update status.

MIB Objects
N/A
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lanpower 4pair

This command is used to configure 2-pair or 4-pair POE mode.

lanpower {slot chassis/slot | port chassis/slot/port-port} 4pair {enable | disable}

Syntax Definitions

chassis/slot The slot on which to configure the POE mode.
chassis/slot/port-port The port(s) on which to configure the POE mode.
Defaults

parameter default

enable | disable enabled

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

This command is applicable for 4-pair high power PoE ports to deliver 60 watts or more.

When 4-pair mode is enabled the switch will consider Alt-A and Alt-B pairs for PoE.

When 4-pair mode is disabled the switch will only consider Alt-A pairs for PoE.

When 4-pair mode is disabled the maximum PoE power for the port is 30W.

Examples

-> lanpower slot 1/1 4pair enable

Release History

Release 8.4.1.R03; command was introduced.
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Related Commands

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethPsePort4PairStatus
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lanpower power-over-hdmi

This command is used to configure power over HDMI (PoH).

lanpower {slot chassis/slot | port chassis/slot/port-port} power-over-hdmi {enable | disable}

Syntax Definitions

chassis/slot

chassis/slot/port-port

Defaults

The slot on which to configure PoH.

The port(s) on which to configure PoH.

parameter

default

enable | disable

OS6860E-P24Z8 - enabled
All other platforms - disabled

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes No No No No No No

Usage Guidelines

< This command is only supported on OS6860E models and only on 4-pair HPoE ports.

= This command is used for supporting IEEE802.3bt specific Aruba AP5xx access points on OS6860E
4-pair ports.

Examples

-> lanpower slot 1/1 power-over-hdmi enable
-> lanpower port 1/1/1 power-over-hdmi enable

Release History

Release 8.6R2; command was introduced.
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Related Commands

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethPowerPortTable
alaPethPsePortPowerOverHdmi
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lanpower 802.3bt

This command is used to enable IEEE 802.3bt functionality.
lanpower {slot chassis/slot} 802.3bt {enable | disable}

Syntax Definitions

chassis/slot The slot on which to enable or disable 802.3bt.
Defaults

parameter default

enable | disable enable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No Yes No Yes No No No No No

Usage Guidelines

=« This command can only be executed when the lanpower service is stopped.

< Only applicable on a slot basis, 802.3bt cannot be configured on individual ports.

Examples
-> lanpower slot 1/1 802.3bt enable

Release History

Release 8.6R2; command was introduced.

Related Commands

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseDot3bt
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lanpower fpoe

This command is used to enable fast PoE functionality.

lanpower {slot chassis/slot} fpoe {enable | disable}

Syntax Definitions

chassis/slot The slot on which to enable or disable fast PoE.
Defaults

parameter default

enable | disable disable

Platforms Supported

Not supported in this release.

Usage Guidelines
< Fast PoE can be used to provide PoE power within a few seconds after powering on the chassis.

= Factory default switches that don't have any PoE configuration must have an initial POE configuration
completed.

= The PoE configuration cannot be modified until the switch is up and the POE module is completely
initialized.

<« LLDP-based PoE devices will not function as expected until the switch has completed its bootup and
the switch is in a state to respond to LLDP requests.

= FPGA/CPLD upgrade may be required. Refer to the 8.7R1 release notes.

Examples

-> lanpower slot 1/1 fpoe enable

Release History

Release 8.7R1; command was introduced.

Related Commands

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPseFastPoE
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lanpower ppoe

This command is used to enable perpetual PoE functionality.

lanpower {slot chassis/slot} ppoe {enable | disable}

Syntax Definitions

chassis/slot The slot on which to enable or disable perpetual PoE.
Defaults

parameter default

enable | disable disable

Platforms Supported

Not supported in this release.

Usage Guidelines

< This feature allows the switch to provide uninterrupted power to connected power device (PD) even
when the switch is rebooting.

= FPGA/CPLD upgrade may be required. Refer to the 8.7R1 release notes.

Examples

-> lanpower slot 1/1 ppoe enable

Release History

Release 8.7R1; command was introduced.

Related Commands

show lanpower slot Displays the PoE status and related statistics for all ports in a
specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePerpetual PoE
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lanpower high-resistance-detection

This command is used to configure high resistance detection.

lanpower {slot chassis/slot} high-resistance-detection {enable | disable}

Syntax Definitions

chassis/slot The slot on which to enable or disable 802.3bt.
Defaults

parameter default

enable | disable disable

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
Yes Yes Yes Yes Yes No No No Yes

Usage Guidelines

= This capability can be enabled to support the two-port PoE capability on APs with two PoE ports (i.e.
AP225). This capability enables the switch to support the appropriate detection range and recognize the
AP asaPD.

<« The AP will be powered in an active/standby mode, meaning only one port of the AP will be powered
at a time.

< Only two-pair PoE will be supported when this feature is enabled, even on ports connected with a 4-
pair Ethernet cable.

= The capability of PSE-to-PSE protection function is reduced when this feature is enabled. It is
recommended to disable PoE on ports that do not have PDs connected.

= Enabling this feature will cause the PoE functionality to restart on the OmniSwitch. Additionally, this
functionality does not follow the PoE IEEE standards.

Examples

-> lanpower slot 1/1 high-resistance-detection enable

Release History

Release 8.7R1; command was introduced.
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Related Commands

show lanpower high-resistance-detection Displays the high resistance detection status.

MIB Objects

alaPethMainPseTable
alaPethMainPseHighResistanceDetection
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show lanpower slot

Displays the PoE status and related statistics for all ports in a specified slot.

show lanpower slot chassis/slot

Syntax Definitions

chassis

slot

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

The virtual chassis ID for which current inline power status and related
statistics are to be displayed.

The slot for which current inline power status and related statistics are to
be displayed.

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No
Usage Guidelines
N/A
Examples
-> show lanpower slot 1/1
Port Maximum(mW) Actual Used(mW) Status Priority On/Off Class Type
e o o o o o o
1 60000 0 Powered OffF Low OFF
2 60000 0 Powered OffF Low OFF
3 60000 0 Powered Off Low OFF
4 60000 0 Powered Off Low OFF
5 30000 0 Powered Off Low OFF
6 30000 0 Powered OffF Low OFF
7 30000 0 Powered OffF Low OFF
8 30000 0 Powered OffF Low OFF
9 30000 0 Powered Off Low OFF
10 30000 0 Powered Off Low OFF
45 30000 0 Powered OffF Low OFF
46 30000 0 Powered OffF Low OFF
47 30000 0 Powered OffF Low OFF
48 30000 0 Powered Off Low OFF
Chassisld 1 Slot 1 Max Watts 780
0 Watts Total Power Budget Used
750 Watts Total Power Budget Available
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1 Power Supplies Available
BPS power: Not Available

output definitions

Port A PoE port for which current status and related statistics are being
displayed.
Maximum (mW) The current maximum amount of power available to the corresponding

PoE port, in milliwatts. For more information on this parameter,
including default values and changing the settings, refer to the
lanpower power command.

Actual Used (mW) The actual amount of power being used by an attached device (if
applicable), in milliwatts. If no device is attached to the corresponding
port, this row displays a value of 0.

Status Displays the port’s current operational status. Options include Powered
On, Powered Off, Searching, Fault, Deny and Test. Powered On
indicates that POE power activation is complete and the attached device
is receiving power. Powered Off indicates that no PoE device is
attached and/or the port is not receiving POE power. Searching
indicates that PoE activation has started and a powered device PD has
been detected, but activation or class detection is incomplete. Fault
indicates that PoE activation or class detection has failed. Deny
indicates that POE power management has denied power to the port due
to priority disconnect or over subscription. Test indicates that the port
has been forced on and will remain on until it is forced off by RTP
functions.

Priority The current priority level for the corresponding PoE port. Options
include Critical, High, and Low. Critical should be reserved for ports
that have mission-critical devices attached, and therefore require top
(i.e., critical) priority. In the event of a power management issue, inline
power to critical ports is maintained as long as possible. High indicates
ports that have important, but not mission-critical, devices attached. If
other ports in the chassis have been configured as critical, inline power
to high-priority ports is given second priority. Low priority is for ports
that have low-priority devices attached. In the event of a power
management issue, inline power to low-priority ports is interrupted first
(i.e., before critical and high-priority ports).

The default value is Low. Priority levels can be changed using the
lanpower priority command.

On/Off Displays whether a port has been manually turned on or off by the user.
ON indicates that the port has been turned on by the user via the
lanpower service command. OFF is the default value and can also
indicate that the port has been turned off by the user via the lanpower
service command.

Class POE class detected on the attached Powered Device. See the lanpower
class-detection command on page 2-21 for more information.

Type A user-defined name port type (i.e., text string) for the port. See the
lanpower type command on page 2-6 for more information.
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show lanpower slot

output definitions (continued)

Max Watts

Actual Power Consumed

Actual Power Budget
Remaining

Total Power Budget Available
Power Supplies Available

The maximum watts available to the corresponding slot. The maximum
watts value for a slot can be changed using the lanpower maxpower
command.

The amount of power being used by attached PoE devices.

The amount of power budget remaining for PoE. If the total power
budget remaining is exceeded, a power error will occur and the switch’s
chassis management software will begin shutting down power to PoE
ports according to their priority levels.

The total amount of power budget available for PoE.

The number of power supplies currently installed and operating in the
switch.

An asterisk indicates a 4-pair PoE port is operating in 2-pair mode.

Release History

Release 8.1.1; command was introduced.

Related Commands
N/A

MIB Objects

alaPethPsePortPowerActual

alaPethPsePortPowerMaximum

alaPethPsePortPowerStatus
pethPsePortPowerPriority

pethPsePortAdminEnable
pethPsePortPowerClass

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 2-40



Power over Ethernet (POE) Commands show lanpower power-rule

show lanpower power-rule

Displays current POE power rule settings.

show lanpower power-rule [name]

Syntax Definitions

name The name of an existing power rule.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines

Entering the show lanpower power-rule command without the name string provides top-level
information for all existing power rules. To view detailed information for a particular rule (e.g., timer and
timezone settings, etc.), specify the name string in the command line.

Examples

-> show lanpower power-rule

Power-Rule Admin-state Power
__________________________________ U,
test Disabled Off

-> show lanpower power-rule test

Power-Rule : test
Admin-state : Disabled
Power : Off
At HH:MM : 00:00
Day-of-Week : All
Month-of-Year : All
Timezone : Local
output definitions
Power-Rule The name(s) of existing POE power rule(s).
Admin-state The port PoE status assigned to the rule. Refer to page 2-16 for more
information.
Power The PoE power status assigned to the rule. Refer to page 2-16 for more
information.
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show lanpower power-rule

output definitions (continued)

At HH:MM
Day-of-Week
Month-of-Year

Timezone

The time of day the power rule takes effect. Refer to page 2-16 for more
information.

The day of the week the power rule takes effect. Refer to page 2-17 for
more information.

The month of year the power rule takes effect.Refer to page 2-17 for
more information.

The timezone under which the power rule takes effect. Options include
local-server, originator-server and utc. Refer to page 2-17 for more
information.

Release History

Release 8.1.1; command was introduced.

Related Commands

lanpower power-rule

MIB Objects
N/A

Specifies user-defined power rules that can be assigned to
PoE ports.
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show lanpower power-policy

Displays existing power policies assigned to a slot, port or rule.

show lanpower power-policy [policy-name slot | policy-name power-rule | policy-name port]

Syntax Definitions

policy-name The text string for an existing power policy.

Defaults
N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines

Entering the show lanpower power-policy command without the policy-name string provides top-level
information for all existing policies, including associated power rules (if any). To view detailed
information for a particular policy, specify the policy-name string in the command line, along with the
policy’s associated slot, port or rule. See Examples below for additional information.

Examples

-> show lanpower power-policy

Power-Policy name Power-rules
__________________________________ R T EE——————————
Mar25 RuleTest2

-> show lanpower power-policy Mar25 power-rule
Power-Policy name : Mar25
Power-rules > RuleTest2

output definitions

Power-Policy name The names of existing POE power policies.
Power-rules The power rules associated with the existing power policies.

Release History

Release 8.1.1; command was introduced.
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Related Commands

lanpower power-policy Allows users to bind existing power rules to particular slots
or ports.
MIB Objects
N/A
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show lanpower class-detection

Displays class detection status on a specified slot.

show lanpower {chassis chassis | slot chassis/slot } class-detection

Syntax Definitions

chassis The chassis for which class detection is being displayed.
chassis/slot The slot for which class detection is being displayed.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines

= Although class-detection is disabled by default, the OmniSwitch 6860 still provides power to incoming
PDs (if available in the power budget). However, to strictly enforce class detection as specified in the
802.3at standard, class detection must be enabled using the lanpower slot class-detection command.

< Enabling class detection will reset all POE ports on the chassis.

Examples

-> show lanpower slot 1/1 class-detection
Class Detection disabled on Chassisld 1 Slot 1

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

Related Commands

lanpower class-detection Enables or disables class detection of attached devices.

MIB Objects
N/A
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show lanpower capacitor-detection

Displays capacitor detection status on a specified slot.

show lanpower {chassis chassis | slot chassis/slot } capacitor-detection

Syntax Definitions

chassis The chassis for which capacitor detection is being displayed.
chassis/slot The slot for which capacitor detection is being displayed.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines
N/A

Examples

-> show lanpower slot 1/1 capacitor-detection
Capacitor Detection disabled on Chassisld 1 Slot 1

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

Related Commands

lanpower capacitor-detection

MIB Objects
N/A

Enables or disables the capacitor detection method.
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show lanpower priority-disconnect

Displays current priority disconnect status for a specified slot.

show lanpower {chassis chassis | slot chassis/slot } priority-disconnect

Syntax Definitions

chassis The chassis on which priority disconnect status is being displayed.

chassis/slot The particular slot on which priority disconnect status is being
displayed.

Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines

For OmniSwitch 6860 switches using 920W power supplies, priority disconnect supports up to a
maximum of 780W of PoE power (per power supply installed). For switches using 600W power supplies,
priority disconnect supports up to a maximum of 450W of PoE power (per power supply installed).

Examples

-> show lanpower slot 1/1 priority-disconnect
Priority Disconnect enabled on Chassislid 1 Slot 1

Release History

Release 8.1.1; command was introduced.
Release 8.3.1; command was updated.

Related Commands

lanpower priority-disconnect Enables or disables the priority disconnect function on all
ports in a specified slot.

MIB Objects
N/A

OmniSwitch AOS Release 8 CLI Reference Guide  September 2020 page 2-47



Power over Ethernet (POE) Commands

show lanpower ni-priority

show lanpower ni-priority

Displays current Network Interface (NI) modules status for a specified chassis or slot.

show lanpower {chassis chassis | slot chassis/slot } ni-priority

Syntax Definitions

chassis The chassis on which NI priority is being displayed.
chassis/slot The particular slot on which NI priority is being displayed.
Defaults

N/A

Platforms Supported

This command is supported on the following OmniSwitch platforms:

6465 | 6560 | 6860 | 6860N | 6865 | 6900 6900 6900 9900
V72/C32 | X48C6/T48C6
No No Yes Yes No No No No No

Usage Guidelines

For OmniSwitch 6860 switches using 920W power supplies, priority disconnect supports up to a
maximum of 780W of PoE power (per power supply installed). For switches using 600W power supplies,
priority disconnect supports up to a maximum of 450W of PoE power (per power supply installed).

Examples

-> show lanpower slot 1/1 priority-disconnect
Priority Disconnect enabled on Chassislid 1 Slot 1

Release History

Release 8.3.1; command was introduced.

Related Commands

lanpower ni-priority

MIB Objects
N/A

Specifies power priority level to a Network Interface (NI)
module. Levels include critical, high, and low.
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show lanpower usage-threshold

show lanpower usage-threshold

Displays current usage thres